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Hardware & Firmware Threats



BootGuard intel slide

http://vzimmer.blogspot.com/2013/09/where-do-i-sign-up.html



BootGuard intel slide

http://vzimmer.blogspot.com/2013/09/where-do-i-sign-up.html



https://medium.com/@matrosov/bypass-intel-boot-guard-cc05edfca3a9



Chain of Trust (simplified)
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Coreboot slide



https://mjg59.dreamwidth.org/33981.html







Don’t attack the algorithm,
Attack the implementation



https://2016.zeronights.ru/wp-content/uploads/2017/03/Intel-BootGuard.pdf



https://embedi.org/blog/bypassing-intel-boot-guard/



Lenovo bootguard 
disable

https://twitter.com/matrosov/status/1119518664649211904



“Chain of Trust” is only 
as secure as every 
link in the chain.



https://twitter.com/_markel___/status/984933953110007808



Previous Bootguard CVE



Unsigned firmware volumes!

Bootguard protected sections

Phoenix hash protected volumes

https://github.com/LongSoft/UEFITool
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What could go wrong?





Peter plot goes here
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Log of trace with repeat



SecCore::PeiTemporaryRamDone
FFFFCC42 mov ecx, IA32_MTRR_DEF_TYPE
FFFFCC47 rdmsr
FFFFCC49 and eax, ~IA32_MTRR_ENABLE
FFFFCC5A mov ecx, IA32_MTRR_DEF_TYPE
FFFFCC5F wrmsr



Early Boot: ACM, Sec and PEI Phases
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No soldering required
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SPI flash
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Other platforms



https://trmm.net/Modchips



Response and 
Mitigations



Intel CVE-2019-11098



Mitigation https://uefi.org/sites/default/files/resources/PI_Spec_1_7_final
_Jan_2019.pdf



https://coreboot.org/
https://www.linuxboot.org/
http://osresearch.net/

https://blog.jessfraz.com/post/why-open-source-firmware
-is-important-for-security/



SPISpy coming soon!
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