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https://docs.microsoft.com/en-us/windows/desktop/fileio/symbolic-link-effects-on-file-systems-functions#deletefile-and-deletefiletransacted










C:\test_path\test_file.txt

\??\C:\test_path\test_file.txt

Ntdll

\BaseNamedObjects\C:\test_path\test_file.txt

DeviceMap

\Device\HarddiskVolume4\test_path\test_file.txt

Symbolic

D:\test_path\test_file.txt

ending



• Create a hardlink named test.job

• Point it to C:\windows\win.ini

• Call the function

• Done











• ReadDirectory changes

when file is , get notified then rewrite the junction to target



• Brute force , until read success

to many attempts , CPU rate 100%



• Historical bug analysis is important , but it’s much different from bug finding.

• Most people understand the principle , but Few people could find new bugs
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• Target

mainly cared about file operation

• Learn from fuzzer of  memory corruption bugs

generate samples -> run with program -> collect crash

Find something in logical bugs , which is similar with a crash



• How to detect file operation ?

Process monitor of  sysinternals

But : No command line tool

We make some hack & injection , left an interface for framework to call



• Sensitive operation , which is similar with a crash

Very simple: One time reflect , All things done

SetSecurityfile

SetDispositionInformationFile



• How to interact with system service / trigger the function ?

• ALPC interfaces ? 

it’s impossible to automate the reverse engineering work.



• One thought

Collect function related to system service from MSDN.

Learned from CVE-2019-0636



We just care about function related to system service

Filter html source code by “server / service”

Also , details of  the function , such as parameters , need to be collected



Collect function list from MSDN



We do find some problems in collected function… but none of  them is vulnerable

So I start to think about the system application , which is installed by default , may interact with 
system service.

How could we use them to trigger the system service ?  

The problem is solved by an unintentional discovery





When click the “install” button in windows cloud store

System service would do some operations , which might be vulnerable

So , UI interaction may be a good way to trigger them



do random stuff  with Application installed by default.

Collect executable file list , under system folder

Start the application / Exit

Click some UI buttons / do some interactions

The application may interact with system service



Step 1. Hook the event , randomly call the function / do interaction , see if  there is a 
SetSecurityfile operation by system service.

Step 2. Replace the file with a hardlink point to system file , do that call again.

Step 3. Validate the DACL , by writing something into it.

Step 4. If  the write operation success , generate the bug report , and send it to the server.





• 2 bugs

AppX Deployment Service

Diagnostics Hub Standard Collector Service

arbitrary file full control , DACL rewrite problem.

































https://googleprojectzero.blogspot.com/2015/08/windows-10hh-symbolic-link-mitigations.html
https://doublepulsar.com/task-scheduler-alpc-exploit-high-level-analysis-ff08cda6ad4f
https://reactos.org/







