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Who are we

Tencent isi

Largest social media and entertainment company in China
About us : Tencent Security Xuanwu Lab focus on real world security research

¢ Wenxu Wu @ma7hlas , L-team / XDSEC
& Shi Qin @o0x9%9a82 , NU1L / syclover
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Why logical bugs

& Stability ( better than memory corruption )

& Easy to exploit ( little mitigation )
¢ Fun



What to do with windows logical bugs

¢ Sandbox escape
¢ Code execution

@



Privilege escalation 1n system service

file operation

registry modify

handle copy

DLLs operation




Case study

& Historical examples that we selected are very representive.
Example #1 — Task Scheduler Service , arbitrary file DACL rewrite

Example #2 — Installer Service , arbitrary file read

¢ Include the following problems.
Path limitation

TOCTOU - Time of Check Time of Use



Examplel: Task Scheduler Service

& CVE-2018-8440
& Target: Task Scheduler Service
& Call ALPC interface to trigger vuln

Before analyze it we need some fundamental knowledge.



Something About ALPC

ALPC — Advanced Local Procedure Calls , a part of windows IPC

¢ IDL
Called Microsoft Interface Definition Language

It is a bridge between client and server in ALPC



Analyze ALPC interfaces

RpcView

File Options View Filter Help

¢ Rpc viewer(www.rpcview.org)

Protocol Name Pid Path
W dilhost.exe 2620 indo rstem 32\ dllhost.exe
ncacn_np \pipe ) o
ncalrpec audit s
ncalrpc securityevent N
. . . ncalrpe > C_EMDPOINT i . :
@ The reglstered lnterface IS ncalrpe Isacap 5, CA\Windows\System32\Isass.exe
ncalrpe L5A_IDPEXT_ENDPOINT 3 s
) ncalrpec LSA_EAS ENDPOINT ! :
marked as green e
necalrpec 3

necalrpe
ncalrpc
ncalrpe san 4 cmd
B conho

¢ Disass interfaces to .1dl code

Interfaces

Uuid Ver Procs Callback MName Index MName
X . B-4 10 3 0 CryptProtect 1 0 E1f cOpenFileRa
¢ Some data struct may missing 0 Scbedichfibe 450 9fc0 BemsesTb 10 3 wordRecovery ' i
10 2 efsrpc d ffb7c 3 Ef
You need to fix them by reverse o ATt A0 5o i

b25a52bf-e5dd-4fda-aea [ 2.0
1234-abcd-e

e

engineering with IDA Pro

[ e —

W



http://www.rpcview.org/

Analyze ALPC interfaces

¢ Find the target dll file of ALPC interface in rpcviewer
& Use IDA Pro to do reverse engineering

& Be aware of sensitive function call & operation



Examplel: Task Scheduler Service

& So let’s find the target DLL file first.

Interfaces & X | | Procedures

Stub Callback
Interpreted fl f ten EpMap.dil
Interpreted fl f n EpMap.dil
Interpreted fl ten pcEpMap.dil
Interpreted
Interpreted
Interpreted
Interpreted
Interpreted
Interpreted
Interpreted
Interpreted
Interpreted
ae-dc74fblcdd Interpreted
6d35949-83c8-4044- b424-db3632311. : Interpreted
ef155-697d-444 ad r Interpreted
Interpreted
Interpreted
Interpreted
Interpreted
Interpreted
Interpreted
Interpreted

[ -




Examplel: Task Scheduler Service

& ALPC interface: grant DACL to .job file

® Reverse the interface to IDL code

HRESULT SchRpcSetSecurity(
[in, string] wchar_t* path,
[in, string] wchar_t* sddl,
[in] DWORD flags

)



Examplel: Task Scheduler Service

& Convert SSDL string to SecurityDescriptor

SecuritybescriptorSiz
SecuritybDescriptor =
if { sddl

&& f*ConvertStringSecurityDescriptorToSecurityDescriptorW{sddl, 1u, &SecurityDescriptor, &SecurityDescriptorsSize) )
.
u1? = tsched::GetLastHrError{uil, vilid);
NBEL_65:
tsched::AutoLocalPtr<unsigned short>::™~AutolLocalPtr<{unsigned short>{&Securitybescriptor);
goto LABEL_66;
}

e = @3
Bibh;




Examplel: Task Scheduler Service

& Update DACL of the target file

RpcAutoImpersonate: :RpcAutolmpersonate(&u?6, L"RpcServer::SetSecuri
u12 = JobStore::SetSddl{vi6, Dst, wv2A);
if ( vi2 < B)
{
if { v2b ]
RpcRevertToSelf();

goto LABEL 57;
e
if { w24 )
RpcRevertToSelf{);
2 = JuhSecurity::Update{&uévlHriluhr3|riplur, SecuritybDescriptor,

¢ Path limitation: C:\windows\tasks\

¢ How could we bypass it ?

nemset B{D=st, B, OX20Auldh);

12 = tsched::TaskPathCanonicalize{Dst, path, vii);
if ( v1? »= B )




Break the rule - reflect file operation

¢ Junction
¢ Hardlink

& Devicemap



Reflect file operation

¢ Junction
Could only use to reflect folder

When operate /a/b , we could reflect a to another folder.

We can use CMD command “mklink” to create a Junction, But what happens inside?

C:\>mklink
Creates a symbolic link.

MKLINK [[/D] | [/H] | [/J]] Link Target

/D Creates a directory symbolic link. Default is a file
symbolic link.

/H Creates a hard link instead of a symbolic link.

/T Creates a Directory Junction.

Link Specifies the new symbolic link name.

Target Specifies the path (relative or absolute) that the new link
refers to.



Reflect file operation

¢ Junction
NtFsControlFile 1s similar as DeviceloControl.

In fact when 1octl 1s FSCTL_XXX, DeviceloControl will invoke NtFsControlFile function,it
send IRPs to the File System Driver. nemset B(v12, 0, In: -

*InputBuffer = -1610612733;

“FSCTL_SET REPARSE_POINT” use pencoy. OCiputouffer

REPARSE_DATA_BUFFER struct © s
while ( v7/[ve9] );
to describe the IRP information. ViS5 = 2 * v9;

InputBuffer[7] = vil5;
memcpy @(vl6, v7, v15);
LODWORD(FsControlCode) = @x900A4; // FSCTL_SET_REPARSE_POINT
Status = NtFsControlFile(
Handle,
9ie4,
0i64d,
9i64,
&:.—.'—'._— ~+ncB1n ck,

reverse cmd.exe




Reflect file operation

¢ Junction

There 1s a field named “ReparseTag” in the REPARSE_DATA_BUFFER struct.
The value of this field can be either “IO_REPARSE_TAG_SYMLINK?” or

“IO_REPARSE_TAG_MOUNT_POINT”.

NtFsControlFile use the
“IO_REPARSE_TAG_MOUNT_POINT” flag to create a

Junction link.

memset @(v13, @, InputBufferlLength);
*InputBuffer = -1610612733;

memcpy @(InputBuffer + 8, Src, v21);
InputBuffe = InputBuffer[5] + 2;
do ) IO REPARSE_TAG_MOUNT_POINT
++U9;
while ( v7[ve] );
15 = 2 * v9;
Inp InputBuffer[5] + 18;

memcpy_ @(vle, v7 .;%};
LODWORD( F < 2) = Ox900A4; // FSCTL_SET_REPARSE_POINT
Status = NtFs( "0

reverse cmd.exe



Reflect file operation

® Junction

The mklink command also has a function to create symbolic links, It relies on winapi
CreateSymbolicLinkW.

The WinAPI “CreateSymbolicLinkW” use “IO_REPARSE_TAG_SYMLINK”.

NtCreateFile(&Handle, Bx110100i64, &30, &ToStatusBlock, ©8i64);
1< a)

B;SESEtLaStNTEFFDF((T“Eig“EC int)Status_1);
goto LABEL_ 35;
atus = NtFsControlFile(

0i6a, reverse kernelbase!CreateSymbolicLinkW

0i6a,

// *(_DWORD *)InputBuffer = I0_REPARSE_TAG_SYMLINK

0i64,
0i64); // FSCTL_SET_REPARSE_POINT




Reflect file operation

® Junction

“IO_REPARSE_TAG_SYMLINK”
Named NTFS Symbolic Link. Can used for file or directory.

“IO_REPARSE_TAG_MOUNT_POINT”.
Named NTFS Mount Points. Only used for directory.



Reflect file operation

¢ Junction

Let’s have a look what happened when reparse point have been parsed.

When we open a file, the Windows kernel first looks for this object in the kernel object
directory. But the file path must be an NT path.

For example, When we open the “C:\test\test_file.txt”.
Firstly, convert DOS/Win32 path to NT path by “RtlDosPathNameToNtPathName_U”.

E—




Reflect file operation

¢ Junction

Then parse this NT path in “ObpLookUpObjectName” function. It parses the path layer by
layer. But if the path is not a kernel directory object ObpLookUpObjectName will invoke the

kernel object’s parse function.

5 a parse routine *
pe—»Typelnfo. ParseProcedure;

\ 2R C:\tesh test_file.txt

Kernel Symbolic

object Kernel directory file path
object






