
Battle of windows 
service: Automated 
discovery of logical 
privilege escalation 
bugs

WenxuWu (@ma7h1as) & Shi Qin(@Ox9A82)

Tencent Security Xuanwu Lab

HITB 2019 Amsterdam



















http://www.rpcview.org/


















IO_REPARSE_TAG_MOUNT_POINT







C:\ test\ test_file.txt \ ??\ C:\ test\ test_file.txt



\ ??\ C:\ test\ test_file.txt

Kernel Symbolic 

object
Kernel directory 

object

file path




