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Solution Overview
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Attack Surfaces

Factory Military Base Big City



Think about Apple System

operates or controls a 
particular type of 
device

Kernel
Core which control 
over everything in the 
system

XPC Services
interprocess

communication 
mechanism

Kernel ExtensionsMIG system
generates RPC code 

for communication 
between a client and 

a server process

Key Components



New Attack Interfaces Generator
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KEXTs Interfaces Analysis Flow
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Classes inheritance relationship

OSMetaClass::OSMetaClass

n manages	run-time	type	information	for	Libkern and	I/O	Kit	C++	classes

n rdi/x0:	instance	of	register	Meta	class	

n rsi/x1:	Meta	class	name

n rdx/x2:	instance	of	parent	Meta	class

n rcx/w3:	size	of	register	Meta	class	instance



Class/Method names re-fine

n instance	method	table	

n meta	method	table

Re-fine two method table



Connection Type - User Clients 

IOService::newUserClient function

n creates	an	IOUserClient-based	connection	for	communication	with	a	non-kernel	client

n invokes	this	function	by	calling	the	IOServiceOpen



User Client External Methods

IOUserClient::externalMethod

n Can	be	call	by	is_io_connect_method from	user-space

n execute	related	external	method	according	to	selector

is_Io_connect_method()

externalMethod	
override?

SubUserClient::	getTargetAndMethodForIndex()		or		
SubUserClient::getAsyncTargetAndMethodForIndex()

IOUserClient::	externalMethod()

SubUserClient::	
externalMethod()

Y

N

External	methods



How	Automation?

CONNECTION TYPE - USER CLIENTS 

§ Find the <connection type – user client> tuple, like

USER CLIENT EXTERNAL METHODS

§ Find or construct a external methods dispatch table, like



Connection Type - User Clients 

Automation Methodology

n Locate	the	newUserClient function	address	in	the	driver

n Analyze	the	ASM	instructions	to	enumerate	the	connection	types

n Analyze	the	ASM	instructions	to	get	the	corresponding	user	client	for	each	connection	type

kIOHIDParamConnectType

kIOHIDServerConnectType

kIOHIDEventSystemConnectT
ype	

IOHIDParamUserClient

IOHIDUserClient

IOHIDEventSystemUserClient



User Client External Methods – Graceful 

Defined as Global or Local Constant 

Array
n externalMethod

OR

n getTargetAndMethodForIndex

n getAsyncTargetAndMethodForIndex



User Client External Methods – Graceful 

Automation Methodology

n Locate	the	starting	address	for	each	constant	array	in	the	symbol	table

n Parse	the	contents	according	to	the	IOExternalMethodDispatch or	IOExternalMethod structure	from	

starting	address



User	Client	External	Methods	- Ugly

Automation	Methodology

n Locate the address of override

externalMethod/getTarget…/getAsyn

cTarget... Function

n Analyze the ASM instructions to get

selector and external methods



Automation	
Implementation

§ Locate	the	Address	of	Key	Const Array	and	Parse	their	Content

§ For	global	const external	method	dispatch

§ For	local	const external	method	dispatch	

§ Analyze	the	ASM	Instructions

§ For	newUserClient method

§ For	externalMethod/getTar…/getAsynTar…	method



Parse	the	External	Method	Dispatch	Array

Global/Local	Const Array

n Parse	"Symbol	Table“	section

n Search	Constant	Array	name,	shown	as	"String	Table	Index“

ü Start	with	“__ZZN”	or	“__ZN”

n Locate	the	address,	shown	as	"value"



Analyze	the	ASM	Instructions

Support	binary	to	ASM

Support	ASM	CG/CFG
Support	Emulating	using	JIT

Can	only	Simulate	part	of	Instruction	Operation

Can	only	care	about	certain	registers'	data	flow

Angr/Miasm Start	From	Scratch

Methods	Compare

Need	to	Map	Multi	code	into	SE	VM

Construct	conditions	to	support	all	paths		

Need	to	construct	a	kext analysis	engine

Need	disassembling,	CG/CFG

Need	to	vm address	operation

…



Analyze	the	ASM	Instructions

What	we	want?

If

else	if

else	if

else	if

else	if

…

UserClient1

UserClient2

UserClient3

UserClient4

…

Switch

case

case

case

case

…

External	method1

External	method2

External	method3

External	method4

…



Analyze the ASM Instructions

n Combination	Method	

Custom	KEXT	
Analysis	
Engine

CG/CFG	
based	on	
Miasm

Custom	
Instructions	
Emulator

Attack	
Surfaces



Automation	
Practice

Custom	KEXT	Analysis	Engine

§ Init a MachO structure handler

§ Parse key sections and segments

§ Vm addr and file addr operation

§ Vm memory operation based on vm and file addr



Custom	KEXT	Analysis	Engine



Automation	
Practice

CG/CFG	BASED	ON	MIASM

§ Init a disassembling engine, like capstone

§ Init Miasm machine

§ Gernerate CFG local information

https://github.com/cea-sec/miasm



Generate CFG local information

AppleHDAEngine::newUserClient



Analyze key paths based on CFG

n Key	Paths	based	on	Key	registers

• RCX	register	in	“newUserClient“	function

• RSI	register	in	“externalMethod“	function

• Tracking	data	flow	between	registers,	as	shown	below,	RCX	move	to	R14D	register

AppleHDAEngine::newUserClient



Automation	
Practice

CUSTOM	INSTRUCTIONS	EMULATOR

§ Analysis key functions based on CFG

§ Emulate key instructions operation

§ Output User Client or external method information



Emulate key instructions operation

n ARM	Emulator

• adrp/adr,	add,	mov/movz,	orr,	ldr,	bl…

n X86_64	Emulator

•lea,	mov,	call,	cmp,	jz,	je…



Emulate register operation



Output User Client or external method information

AppleHDAEngine::newUserClient

AppleHDAEngineUserClient::externalMethod
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Kernel Interfaces

Implementation files in XNU source code

BUILD
└── OBJ

├── DEBUG_X86_64
│ └── bsd
│ └── DEBUG
│ └── init_sysent.c
└── EXPORT_HDRS

└── bsd
└── sys

├── syscall.h      
├── sysproto.h
└── systm.h

-- osfmk
|-- device
| `-- device.defs //mig
|-- kern
| `-- syscall_sw.c //traps
`-- mach

`-- mach_traps.h //traps
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Kernel Diff Methodology

diff above files 
in coarse-grain 
for getting the 

newly interfaces

Step 1

diff XNU files in 
and tag those 

changed or newly 
added files

Step 2

Tag those
changed or 

newly added 
functions

Step 3

construct CG 
(calling graph) 

and get the entry 
function

Step 4

save those entry 
functions that in 
above interface 

vector

Step 5



Kernel Diff Analysis Practice (1/2)

Updated Function "getvolattrlist ()" in vfs_attrlist.c

n Diff	kernel	source	code	files	and	find	the	difference	functions

n Meld:	A	open	source	visual	diff	and	merge	tool

n CVE-2018-4243	Patch

https://github.com/GNOME/meld



getvolattrlist () for example

n P-diff:	A	tool	Implemented	by	IDA	pro	script

ü Construct CG	for	getvolattrlist function

ü List	and	report	calling	sequence	that	entry	function	in	attack	vector

ü CodeRefsTo(ea,	flow)	and	CodeRefsFrom(ea, flow)
220 AUE_GETATTRLIST ALL { int getattrlist(const char *path, struct 

attrlist *alist, void *attributeBuffer, size_t bufferSize, u_long 

options) NO_SYSCALL_STUB; }  

461 AUE_GETATTRLISTBULK ALL { int getattrlistbulk(int dirfd, struct 

attrlist *alist, void *attributeBuffer, size_t bufferSize, uint64_t 

options); } 

228 AUE_FGETATTRLIST    ALL { int fgetattrlist(int fd, struct 

attrlist *alist, void *attributeBuffer, size_t bufferSize, u_long 

options); }  

476 AUE_GETATTRLISTAT   ALL { int getattrlistat(int fd, const char 

*path, struct attrlist *alist, void *attributeBuffer, size_t 

bufferSize, u_long options); } 

 

Kernel Diff Analysis Practice (2/2)



Difference with Kernel and KEXTs 

n KEXTs	are	closed	source

n Using	IDA	pro	script	with	plugin	"Bindiff“

KEXTs Diff Analysis



n KEXTs	are	closed	source,	many	method strings	are	stripped

n Function	call	usually use *(object_ptr +	offset)	type

ü difficult	to	construct	CFG,	which	bring	noise	for	KEXTs	vector	analysis

ü difficult	to	construct	CG,	which	bring	noise	for	KEXTs	diff	analysis

Disadvantages about KEXTs static analysis
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User
Trace

Kernel
Trace

Embedde
d in OS

Any
priviledge?

Support
script?

Performance Platform

Frida Yes No No Root or
Repack

Yes Middle iOS/Osx

Dtrace No Yes Yes Root Yes High Osx

lldb Yes Yes Yes Root Yes Low iOS/Osx

Kernel
hook

--- Yes No Root No Middle Osx

Comparison of dynamic trace



Frida Hook in User Mode

Fria-
Server

Kernel
Kernel

User

[1] Set up frida trace

iOS/MacOS real 
machine

Frida-server-10.x.x-ios-armX

Syscall

Mach_Msg

IOConnectMethod

FridaGadget.dylib

F

F

F

Host (e.g. MacOS)

Frida Controller

*.py

iokit!*.js

fs!*.js

syscall*.js

...

LogStream

USB/Wifi/File/Pipe
[2] Behavior trace in iOS/MacOS

[3] Trace log collect



{"time":"2017-09-18T10:38:32.807Z",
"txnType":"moony?",
"lib":"libxpc.dylib",
"method":"xpc_connection_send_message",
"artifact":[

{"name":"connection",
"value":"0x1658d090",
"argSeq":0},	

{"name":"connectioninfo",
"value":"\tconnection=0x1658d090\tconnectionName=\tconnectionPid=2312\tconnectionProcName=Pre

ferences",
"argSeq":0},

{"name":"retval","value":374477440,"argSeq":-1}
]}

xpc_connection_send_message API context 
(e.g.)



Profiledß--àmisagent
xpc_connection_get_name_by_address:     com.apple.misagent
[2916:289299    (profiled)]:    libxpc.dylib!xpc_connection_send_message_with_reply_sync :       connection=0x1575c100   
connectionName=com.apple.misagent connectionPid=3115      connectionProcName=misagent
[2916:205566    (profiled)]:    libsystem_kernel.dylib!__read_nocancel call stack:
0x26032dcb Foundation!_NSReadFromFileDescriptorWithProgress,    
0x26032c11 Foundation!_NSReadBytesFromFileWithExtendedAttributes,       
0x260328ad Foundation!-[NSData(NSData) initWithContentsOfFile:],        

Mail

launchd

root

misagent

lockdownd

mobile

SpringBoard

mobile

Safari

/Applications/
MobileMail.ap
p/MobileMail

/Applications/Mo
bileSafari.app/M
obileSafari

/usr/libexec/misagent

/System/Library/CoreServices/SpringBoard.app/
SpringBoard

/usr/libexec
/lockdownd

/sbin/launchd

Device 
activation and 

synchronization

Profiled

/System/Library/PrivateFrame
works/ManagedConfiguration.
framework/Support/profiled

Profile

/private/var/mobile/Library/ConfigurationProfiles/profile-
4ecba0b5def636872b1da380625035b4adfb4c5f4f38788cf1774579fe90dd3c.stub

Settings

/Applications/
Preferences.ap
p/Preferences

Hunt more dynamic relation if you like
(e.g. profile install)



Dtrace introduction



Dtrace providers list

The	typical	interface	for	fuzzing:
system	call,	
IOKit,
mach msg,
network,
Disk,
XPC
…



Dtrace script (e.g. file probe )
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Enhanced kernel fuzz

Kernel

Graphic Driver Touchbar Driver HID driver

...

Kernel
 Address 
Sanitizer

Inline hook I. 	is_io_connect_method
II. is_io_connect_async_method
III. iokit_user_client_trap
IV. IOMemoryDescriptor::createMappingInTask
V. ipc_kmsg_get
VI. ipc_kmsg_send
VII. Copyio

...

User 
SharedMemoryUser mode

Kernel mode

Agent

I.	3D	online	games	(OpenGL,Unreal	game	engine..)
II.	Peripheral	devices	operation(e.g.	wifi,	bluetooth)
III.	IOKit	services	matching	and	other	operation	
IV.	Font	render
V. Other scenario you collected

Kernel 
SharedMemory

BSD/XNU/Mach

Fuzz	input	data

Argument Buffer

systenter

make	SDKROOT=macosx	ARCH_CONFIGS=X86_64	
KERNEL_CONFIGS="KASAN"

		"Global	overflow",
  "Heap underflow",
  "Heap overflow",
  "Heap use-after-free",
  "Heap invalid free",
  "Heap double free",
  "Heap small free",
  "Stack overflow",
  "Stack underflow",
  "Stack use-after-return",

  "memcpy",
   "memmmove",
   "bcopy",
   "memset",
   "memcmp",
   "bcmp",
   "bzero",
   "strlcpy",
   "strlcat",
   "strncpy",
   "strncat",

[1]	Call	kernel	interface	API

[2]	Intercept	the	kernel	counterpart	

API	and	fuzz	data

[2]	Catch	first	crash	spot	and	analysis



KASAN in iOS/OSX Kernel

make SDKROOT=macosx ARCH_CONFIGS=X86_64 
KERNEL_CONFIGS="KASAN“

/System/Library/Kernenls/kernel*



n Syzkaller-like	Fuzzing	in	Kernel	Mode
There	would	be	existing	many	environment	preparation	or	initialization(e.g.	Open	correct	service	,	initialize	the	

target	devices	and	send	the	correct	mach message	id)	before	one	special	kernel	API	(e.g.	IOConnectionCallMethod)	could	

work	properly in	kernel.

So	why	do	not	we	intercept	the	kernel	API	at	the	proper	time	under	proper	state	and	fuzz	it	like	AFL	in	kernel	mode	

directly?

n Porting	KASAN/KMSAN	for	close-source	driver
Modifying	the	memory	API	to	asan_*	API	in	import	table	in	driver	module,	or	patch	the	code	with	memory	

management	in	driver	to	support	kernel	sanitizer	could	be	as	further	research.

Future plan
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Integer overflow vulnerability in AMDFramebuffer driver

CVE-2018-4462



CVE-2018-4462 – Root Cause
frame #0: 0xffffff7f8d91e324 AMDFramebuffer`AMDFramebuffer::getPixelInformationFromTiming(AtiDetailedTimingInformation const&, IOPixelInformation*, int, int)
+ 388
AMDFramebuffer`AMDFramebuffer::getPixelInformationFromTiming:
-> 0xffffff7f8d91e324 <+388>: movq (%rcx,%rdi,8), %rcx

0xffffff7f8d91e328 <+392>: movq %rsi, %rdi
0xffffff7f8d91e32b <+395>: movq %rcx, %rsi
0xffffff7f8d91e32e <+398>: callq 0xffffff7f8ccbcfe0 ; Utilities::str_copy(char*, char const*, unsigned long)

(lldb) register read rcx
rcx = 0xffffff7f8d926030 AMDFramebuffer::getPixelInformationFromTiming(AtiDetailedTimingInformation const&, IOPixelInformation*, int,

int)::PIXEL_ENCODINGS
(lldb) register read rdi

rdi = 0xfffffffff2000001



OOB read in AMDRadeonX4000 Extension

* thread #1, stop reason = signal SIGSTOP
* frame #0: 0xffffff7fa00965d3 AMDRadeonX4000`AMDRadeonX4000_AMDAccelResource::initialize(IOAccelNewResourceArgs*, unsigned long long) + 1525
frame #1: 0xffffff7f9fea346b IOAcceleratorFamily2`IOAccelSharedUserClient2::new_resource(IOAccelNewResourceArgs*, IOAccelNewResourceReturnData*, unsigned long long, unsigned int*) + 1893
frame #2: 0xffffff7f9fea4a41 IOAcceleratorFamily2`IOAccelSharedUserClient2::s_new_resource(IOAccelSharedUserClient2*, void*, IOExternalMethodArguments*) + 151
frame #3: 0xffffff801d625ab8 kernel.development`IOUserClient::externalMethod(this=<unavailable>, selector=<unavailable>, args=0xffffff83dd4b3b58, dispatch=0xffffff7f9fee8260,

target=0xffffff80854fd780, reference=0x0000000000000000) at IOUserClient.cpp:5358 [opt]
frame #4: 0xffffff7f9fea4d98 IOAcceleratorFamily2`IOAccelSharedUserClient2::externalMethod(unsigned int, IOExternalMethodArguments*, IOExternalMethodDispatch*, OSObject*, void*) + 120
frame #5: 0xffffff801d62eb7f kernel.development`::is_io_connect_method(connection=0xffffff80854fd780, selector=0, scalar_input=<unavailable>, scalar_inputCnt=<unavailable>,

inband_input=<unavailable>, inband_inputCnt=2424, ool_input=0, ool_input_size=0, inband_output="", inband_outputCnt=0xffffff806ba03e0c, scalar_output=0xffffff83dd4b3ce0,
scalar_outputCnt=0xffffff83dd4b3cdc, ool_output=0, ool_output_size=0xffffff8085919d5c) at IOUserClient.cpp:3994 [opt]

frame #6: 0xffffff801cfbbce4 kernel.development`_Xio_connect_method(InHeadP=<unavailable>, OutHeadP=0xffffff806ba03de0) at device_server.c:8379 [opt]
frame #7: 0xffffff801ce8d27d kernel.development`ipc_kobject_server(request=0xffffff8085919000, option=<unavailable>) at ipc_kobject.c:359 [opt]
frame #8: 0xffffff801ce59465 kernel.development`ipc_kmsg_send(kmsg=0xffffff8085919000, option=3, send_timeout=0) at ipc_kmsg.c:1832 [opt]
frame #9: 0xffffff801ce78a75 kernel.development`mach_msg_overwrite_trap(args=<unavailable>) at mach_msg.c:549 [opt]
frame #10: 0xffffff801cff6323 kernel.development`mach_call_munger64(state=0xffffff806ca9c480) at bsd_i386.c:573 [opt]
frame #11: 0xffffff801ce23486 kernel.development`hndl_mach_scall64 + 22

OOB Read Vulnerability Found in AMDRadeonX4000_AMDAccelResource Initialize Process



OOB read – Root Cause

__text:000000000000E58E loc_E58E: ; CODE XREF: AMDRadeonX4000_AMDAccelResource::initialize(IOAccelNewResourceArgs *,ulong long)+58Dj
__text:000000000000E58E mov ecx, [r15+0F8h]
__text:000000000000E595 test rcx, rcx
__text:000000000000E598 jz short loc_E603
__text:000000000000E59A shl rcx, 3
__text:000000000000E59E lea rdi, [rcx+rcx*2]
__text:000000000000E5A2 call _IOMalloc
__text:000000000000E5A7 mov [r12+178h], rax --- rax== buffer address which create by IOMalloc ------- (a)
__text:000000000000E5AF test rax, rax
__text:000000000000E5B2 jz short loc_E62A
__text:000000000000E5B4 or byte ptr [r12+186h], 8
__text:000000000000E5BD mov ecx, [r15+0F8h] --------r15==structureInput, ecx=( (uint32_t*) structureInput+62) ---------(b)
__text:000000000000E5C4 mov [r12+180h], ecx
__text:000000000000E5CC test rcx, rcx ------ test rcx, if zero, break ----------(c)
__text:000000000000E5CF jz short loc_E639
__text:000000000000E5D1 xor edx, edx ------- index ---------(d)
__text:000000000000E5D3
__text:000000000000E5D3 loc_E5D3: ; CODE XREF: AMDRadeonX4000_AMDAccelResource::initialize(IOAccelNewResourceArgs *,ulong long)+621j
__text:000000000000E5D3 mov rsi, [r15+rdx+98h] ---- mov structureInput+rdx+0x98 to rsi
__text:000000000000E5DB mov [rax+rdx], rsi ----mov rsi to rax+rdx, rax== buffer address which create by IOMalloc ----------(g)
__text:000000000000E5DF mov rsi, [r15+rdx+0A0h]
__text:000000000000E5E7 mov [rax+rdx+8], rsi
__text:000000000000E5EC mov esi, [r15+rdx+0A8h]
__text:000000000000E5F4 mov [rax+rdx+10h], esi
__text:000000000000E5F8 add rdx, 18h -------(e)
__text:000000000000E5FC dec rcx ----decrease rcx value --------(f)
__text:000000000000E5FF jnz short loc_E5D3



OverFlow in IOUSBFamliy Extension

OverFlow bug due to No Boundary Check



OverFlow – Root Cause

(lldb) f 8
IOUSBFamily was compiled with optimization - stepping may behave oddly; variables may not be available.
frame #8: 0xffffff7f8529efac IOUSBFamily`IOUSBInterfaceUserClient::LowLatencyPrepareBuffer(this=0xffffff80a5dbd800,
bufferData=0xffffffa750b2bab0, addrOut=0xffffffa750b2ba00) at IOUSBInterfaceUserClient.cpp:2358 [opt]
(lldb) fr v
(IOUSBInterfaceUserClientV3 *) this = 0xffffff80a5dbd800
(LowLatencyUserBufferInfoV3 *) bufferData = 0xffffffa750b2bab0
(uint64_t *) addrOut = 0xffffffa750b2ba00
(bool) preparedIOMD = false
(uint64_t) dataBuffer = 0
(IOReturn) ret = <variable not available>

(IOUSBDevice *) device = <variable not available>

(IOOptionBits) optionBits = 0
(mach_vm_address_t) physicalMask = <variable not available>

(IOBufferMemoryDescriptor *) dataBufferDescriptor = <register rax is not available>
…
…

(lldb) memory read --size 8 --format x --count 12 0xffffffa750b2bab0
0xffffffa750b2bab0: 0x0e38340d99444cc1 0x0000000000000049
0xffffffa750b2bac0: 0xffffffffffffffff 0x0000000000000000
0xffffffa750b2bad0: 0x0000000000000008 0xffffff8004cc0590
0xffffffa750b2bae0: 0x0000000000000000 0xffffffa750b2bbac
0xffffffa750b2baf0: 0xffffff8004cc08f0 0xffffff7f852ede68
0xffffffa750b2bb00: 0xffffffa750b2bb80 0x0000000000000000
(lldb)

frame #7: 0xffffff8004a4149a kernel.development`IOBufferMemoryDescriptor::inTaskWithPhysicalMask(inTask=0xffffff80a10ebd88, 

options=65538, capacity=18446744073709551615, physicalMask=18446744073709547520) at 
IOBufferMemoryDescriptor.cpp:354 [opt]



NULL PAGE Reference in IntelAccelerator

NULL PAGE Reference bug found in IntelAccelerator



NULL PAGE Reference – Root Cause

Pseudo Code snippet of IntelAccelerator::newGTT function 



Divide Zero in AMDRadeonX4000 Extension

Divide Zero BUG found in IOAccelCommandQueue class

(lldb) bt
* thread #1, stop reason = signal SIGSTOP

frame #0: 0xffffff7f88b04941 AMDRadeonX4000`BltMgr::HwlOptimizeBufferBltRects(BltInfo*, unsigned int) + 879
frame #1: 0xffffff7f88b1c474 AMDRadeonX4000`SiBltMgr::Adjust3dBltInfo(BltInfo*) + 662
frame #2: 0xffffff7f88b1bfe2 AMDRadeonX4000`SiBltMgr::Execute3dBlt(BltInfo*) + 76
frame #3: 0xffffff7f88b04241 AMDRadeonX4000`BltMgr::Memset(BltDevice*, _UBM_MEMSETINFO*) + 753
frame #4: 0xffffff7f88a75506 AMDRadeonX4000`AMDRadeonX4000_AMDBltMgr::Memset(_UBM_MEMSETINFO*, _UBM_E_RETURNCODE*) + 28
frame #5: 0xffffff7f88a73d29 AMDRadeonX4000`AMDRadeonX4000_AMDAtomicBlitManager::doMemset(_UBM_MEMSETINFO*, ABM_OPTIONS const*) + 263
frame #6: 0xffffff7f88a56478 AMDRadeonX4000`AMDRadeonX4000_AMDAccelResource::initFillRegions() + 390
frame #7: 0xffffff7f88a5c9ac AMDRadeonX4000`AMDRadeonX4000_AMDAccelResource::prepare() + 108
frame #8: 0xffffff7f889b7c3e IOAcceleratorFamily2`IOAccelSegmentResourceList::prepare() + 48
frame #9: 0xffffff7f889cbe94 IOAcceleratorFamily2`IOAccelCommandQueue::coalesceSegment(IOAccelCommandQueueSegment*, unsigned int*, IOAccelSegmentResourceList*, IOAccelKernelCommand

const*, IOAccelKernelCommand const*) + 78
frame #10: 0xffffff7f889cc1ce IOAcceleratorFamily2`IOAccelCommandQueue::processCommandBuffer(unsigned int, unsigned int) + 666
frame #11: 0xffffff7f889cd188 IOAcceleratorFamily2`IOAccelCommandQueue::process_command_buffer(unsigned int, unsigned int) + 924
frame #12: 0xffffff7f889cb4c0 IOAcceleratorFamily2`IOAccelCommandQueue::submit_command_buffer(unsigned int, unsigned int, unsigned long long, unsigned long long) + 252
frame #13: 0xffffff7f889cb2b9 IOAcceleratorFamily2`IOAccelCommandQueue::submit_command_buffers(IOAccelCommandQueueSubmitArgs const*) + 827
frame #14: 0xffffff7f889ca2f4 IOAcceleratorFamily2`IOAccelCommandQueue::s_submit_command_buffers(IOAccelCommandQueue*, void*, IOExternalMethodArguments*) + 250
frame #15: 0xffffff8006224978 kernel.development`IOUserClient::externalMethod(this=<unavailable>, selector=<unavailable>, args=0xffffffa753d3b9b8, dispatch=0xffffff7f889fac68, target=<unavailable>, 

reference=<unavailable>) at IOUserClient.cpp:5689 [opt]
* frame #16: 0xffffff800622da02 kernel.development`::is_io_connect_method(connection=<unavailable>, selector=1, scalar_input=<unavailable>, scalar_inputCnt=<unavailable>, inband_input=<unavailable>, 

inband_inputCnt=32, ool_input=0, ool_input_size=0, inband_output="", inband_outputCnt=0xffffff80b137560c, scalar_output=0xffffffa753d3bce0, scalar_outputCnt=0xffffffa753d3bcdc, ool_output=0, 
ool_output_size=0xffffff80b1ee3138) at IOUserClient.cpp:4304 [opt]

frame #17: 0xffffff8005bbc386 kernel.development`_Xio_connect_method(InHeadP=<unavailable>, OutHeadP=0xffffffa753d3bce0) at device_server.c:8379 [opt]
frame #18: 0xffffff8005a948fd kernel.development`ipc_kobject_server(request=0xffffff80b1ee3050, option=3) at ipc_kobject.c:361 [opt]
frame #19: 0xffffff8005a6088e kernel.development`ipc_kmsg_send(kmsg=0xffffff80b1ee3050, option=3, send_timeout=0) at ipc_kmsg.c:1868 [opt]
frame #20: 0xffffff8005a800e3 kernel.development`mach_msg_overwrite_trap(args=<unavailable>) at mach_msg.c:553 [opt]
frame #21: 0xffffff8005bf702b kernel.development`mach_call_munger64(state=0xffffff80acb77100) at bsd_i386.c:580 [opt]
frame #22: 0xffffff8005a2a476 kernel.development`hndl_mach_scall64 + 22



Divide Zero – Root Cause

ASM Code snippet of AMDRadeonX4000`BltMgr::HwlOptimizeBufferBltRects Function

__text:00000000000BB75B div esi
__text:00000000000BB75D mov r14d, 0
__text:00000000000BB763 mov r12d, 0 -----init r12d with 0 --(a)
__text:00000000000BB769 test edx, edx
…..
-----omitted code ----
…..

__text:00000000000BB93C loc_BB93C: ; CODE XREF:
BltMgr::HwlOptimizeBufferBltRects(BltInfo *,uint)+3E1j
__text:00000000000BB93C xor edx, edx
__text:00000000000BB93E mov eax, r13d
__text:00000000000BB941 div r12d -----r12d is not always nonzero ---(b)
__text:00000000000BB944 cmp eax, r14d
__text:00000000000BB947 jbe short loc_BB95B
__text:00000000000BB949 mov dword ptr [rsi+rbx-0Ch], 0
__text:00000000000BB951 mov [rsi+rbx-4], r12d
__text:00000000000BB956 mov eax, r14d
__text:00000000000BB959 jmp short loc_BB97C



https://github.com/dongyangwu/p-joker

new version will release later


