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• User	Space	Fuzzing
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Key method Wait Time Find new attack
interface

Deep
coverage

Syzkaller Code
coverage
feedback

Long No No or
unknown

AFL Code
coverage
feedback

Long No No or
unknown

Code Review Person by
Person
knowledge

Unknown Yes Yes

Hourglass fuzz Hook and
taint

Short Yes Yes

Pain	point

陰陽互生
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Hourglass	Fuzzing	Philosophy

Tainted 
DownSider flow

Upsider data/execution 
flow

Interceptor & 
Fuzz

Lower	privilege

Higher	privilege	services
as	you	can	imagine

binder, socket, IPC
…

User	mode

Kernel	mode

system	call,	
memory	map,
binder	in	kernel	…
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Hourglass	Fuzzing

Wait	&	
Fuzz

Feedback	crash

Multiply
Fuzzing	
source
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User	Space	Fuzzing

• 1.	Attack	Interface
– Choosing	Strategy
– Modules	We	Select

• 2.	Sanitizer	Support
• 3.	Fuzzing	Strategy
• 4.	Best	Practice
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Attack	Interface	--- selection
• Relatively	High	Priority

– System	service	related	process

• Have	Vulnerabilities	Before
– Bluetooth,	NFC…

• Expose	Ports	for	Receiving	Data
– Have	uniform	data	format	
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Bluetooth	– Architecture	in	brief
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Bluetooth		-- Module	View
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Bluetooth		-- Source	Tree



Copyright	2018	Trend	Micro	Inc.17

Bluetooth		-- Architecture	in	detail
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Bluetooth		-- Startup	work	flow	
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Bluetooth	---- Packet	Structure	&	Common		Dispatcher
BT_HDR

• Common	Header	Structure	
for	each	packet

HCI	Process
• Common	Dispatcher
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Bluetooth	--- Remote	Communication
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Bluetooth	--- Remote	Communication
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Bluetooth	--- Local	Communication
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Bluetooth	--- Local	Communication
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Bluetooth	--- Target	functions

• Packets	Processing	Call	Backs
– Each	profile
– Each	protocol
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Sanitizer	Support
• ASAN

– SANITIZER_TARGET=address	mm
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Fuzzer Overview

Fuzz Agent 
Controller

Kernel

BlueTooth

【1】 Deploy Interceptor via 
Fuzz agent onto Bluetoothd

BlueTooth Socket

Controller  Host

Script

Crash Field Archive

Bluetoothd

Protocol Stack
libbluetooth.so

libandroid_runtime.so

Payload Process

BlueTooth
Driver

interceptor

interceptor

...

Sanitizer

Fuzz Source Agent

Frida
Gadget

Fuzz 
Source
 Agente

Crash Monitor

{ BT pair
File Share 

...

【2】 Repeat Agent

【3】 Taint data in 
interceptor

【4】 Crash field collection when 
crash monitored
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• Fuzzing	Strategy

– Fuzzing	Agent	Choosing	Strategy

• Easy	to	control

• Easy	to	extend
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• Monitor	

– Collecting	Enough	information	for	locating	crash	point

– Monitoring	Target	Status

– Remove	Duplicated	Crash
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• Fuzzing	Strategy
• Fuzzing	Agent	Choosing	Strategy

– Easy	to	control

– Easy	to	extend

• Monitor	

– Collecting	Enough	information	for	locating	crash	point

– Monitoring	Target	Status

• Reproducer

– Easy	to	reproduce	the	crash
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Fuzzing	Strategy
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• Best	Practice

– Export	target	functions
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• Best	Practice

– Frida	loop	up	symbols

• Use	enum not	directly	findByExportName
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• Best	Practice

– Right	Data	Address

• Calculate	as	the	source	code	do



Copyright	2018	Trend	Micro	Inc.35

Kernel	Space	Fuzzing
• Introduction
• User	Space	Fuzzing
• Kernel	Space	Fuzzing

– Passive	fuzz	architecture
– Automatic	passive	fuzz
– Case	study

• Demo
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Introduction
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How	to	achieve	passive	fuzz

• Kernel	interceptor
üPart	of	the	kernel
üHas	good	stability

• Fuzzing	trigger
ülinux system	call	“kill”
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How	to	transfer	the	filter	list

#include	<sys/types.h>
#include	<signal.h>

int	kill(pid_t	pid,	int	sig);

0<=sig<=640<=sig<=0xf
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Receive	filter	list



Copyright	2018	Trend	Micro	Inc.41

Fuzzing	strategies

• (1)	Without	changing	the	length	of	the	parameter;

• (2) Modifying	the	fixed	number	bytes;

• (3)	Only	modify	one	bit	or	one	byte;

• (4)	Modifying	the	random	number	of	bytes;

• (5)	use	the	for	loop	to	perform	multiple	fuzz;

• (6)	Set	the	fuzz	frequency	for	each	target	function;
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What	do	we	need	to	prepare

• How	to	open	kasan in	the	kernel

• Kernel	panic	log

ü/sys/fs/pstore console-ramoops-0
dmesg-ramoops-0	
pmsg-ramoops-0
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How	to	open	kasan in	the	kernel
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Build	kernel	issues

• Touch	screen	cannot	work
üRequired	key	not	available
üexec	format	error

• How	to	deal	with?
üRemove	kernel’s	signature	authentication	
üReplace	*.ko in	the	vendor.img
üTurn	off	dm-verity	checking

insmod /vendor/lib/modules/*.ko
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Attack	interface

Kernel source

drivers\gpu\msm\kgsl_ioctl.c

drivers\misc\qseecom.c

drivers\media\v4l2-core\v4l2-ioctl.c 

             .
             .
             .

QSEECOM_IOCTL_REGISTER_LISTENER_REQ
QSEECOM_IOCTL_UNREGISTER_LISTENER_REQ
QSEECOM_IOCTL_SEND_CMD_REQ
QSEECOM_IOCTL_SEND_MODFD_CMD_64_REQ
QSEECOM_IOCTL_RECEIVE_REQ
QSEECOM_IOCTL_SEND_RESP_REQ
QSEECOM_IOCTL_SET_MEM_PARAM_REQ
QSEECOM_IOCTL_LOAD_APP_REQ
…… 

/dev/kgsl-3d0
    dispatch function

kgsl_ioctl_helper

IOCTL_KGSL_DEVICE_GETPROPERTY
IOCTL_KGSL_SUBMIT_COMMANDS
IOCTL_KGSL_DRAWCTXT_CREATE
IOCTL_KGSL_DRAWCTXT_DESTROY
IOCTL_KGSL_MAP_USER_MEM
IOCTL_KGSL_SHAREDMEM_FROM_PMEM
IOCTL_KGSL_GPUMEM_ALLOC_ID
IOCTL_KGSL_GPUOBJ_ALLOC
…… 

/dev/qseecom
    dispatch function

qseecom_ioctl

/dev/v4l-subdev(0-21)
    dispatch function

video_usercopy

__video_do_ioctl
subdev_do_ioctl
cam_cci_subdev_do_ioctl
…… 

Memory 
operation

copy_from_user
memcpy
mmap
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Why	kgsl

User space

Hardware 

Kernel 

Adreno220

KGSL
/dev/kgsl-3d0

OpenGL ES App

OpenGL ES

EGL wrapper
libEGL.so

Software	graphic	library

PMEM
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Why	kgsl

1
2
2

1
1
1
1

3
1
1
1

2

0 0.5 1 1.5 2 2.5 3 3.5

IOCTL_KGSL_DRAWCTXT_CREATE
IOCTL_KGSL_MAP_USER_MEM
IOCTL_KGSL_GPUMEM_ALLOC

IOCTL_KGSL_GPUMEM_ALLOC_ID
IOCTL_KGSL_GPUMEM_FREE_ID

IOCTL_KGSL_SYNCSOURCE_DESTROY
IOCTL_KGSL_GPUOBJ_ALLOC

IOCTL_KGSL_GPUOBJ_IMPORT
IOCTL_KGSL_GPUOBJ_SYNC

IOCTL_KGSL_SPARSE_PHYS_ALLOC
IOCTL_KGSL_SPARSE_VIRT_ALLOC

IOCTL_KGSL_SPARSE_BIND

CVE	count

67% 

22% 

11% 

Vulnerability	type

UAF EOP RCE
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KGSL	in	detail

Bootloader

head.S
“Kernel startup 
entry point”

start_kernel()

rest_init()

kernel_init()

do_initcalls()

Decompress and 
start of 

Image.gz-dtb

Start 
userspace Probe 

devices

Device drivers

main.c

init

Kernel 

Zygote

ART VM

System Servers

Device 
tree

Module_init()Kgsl-3d0
…
…
…

Kgsl_core_init()

device_register()

kgsl

3D Game App libunity.so, etc

open /dev/kgsl-3d0 fd

dispatch 
function

Applications

ioctl(fd,...)

IOCTL_KGSL_GPUMEM_ALLOC
IOCTL_KGSL_SUBMIT_COMMANDS
IOCTL_KGSL_GPUMEM_ALLOC_ID
IOCTL_KGSL_GPUMEM_FREE_ID
…
…
…

copy_from_user(dst,src)

fuzz *dst
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KGSL	in	detail

kgsl-3d0 Sys_ioctl

do_vfs_ioctl kgsl_ioctl_helper

vfs_ioctl cmds[nr].func
func[1]
func[2]
.
.
.

func[37]

kgsl_ioctl

unlocked_ioctl
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Solution	Overview

Fuzz Server

Kernel

Android Debug Bridge

3D Games

ioctl

Interceptor

 Kgsl
v4l2 ...Interceptor

Trigger 
program

Controller  Host

Script

KCOV
mongoDB

KSAN

Fuzz Client

Fuzz Server

OpenGL ES
libGLESv2_adreno.so

【1】Start the fuzz program with the adb shell kill -17 1 command

【2】Start some games or programs 
to call the kgsl function 

【3】Fuzz and crash kernel 

【4】Monitor and automatically 
achieve panic logs 
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Call	stack

libhwui.so

libGLESv2_adreno.so
libEGL.so

libgsl.so
libc.so

kernel
Kgsl-3d0

EglManager::initialize

android::egl_display_t::initialize
EglApi::Initialize
EglDisplay::Initialize
EglDisplay::CreateDummyEsxContext
EsxContext::Init
EsxContext::Create3DCmdMgr
EsxCmdMgr::Init
EsxCmdBuf::Create
EsxCmdBuf::CreateMemPool
EsxMemPool::GetMemory
EsxMemPool::AllocateMemory
EsxGfxMem::Create
EsxGfxMem::Init

gsl_memory_alloc_pure
ioctl_kgsl_sharedmem_alloc
gsl_ldd_control

SyS_ioctl
do_vfs_ioctl

ioctl

kgsl_ioctl
kgsl_ioctl_helper

IOCTL_KGSL_GPUOBJ_ALLOC
IOCTL_KGSL_DEVICE_GETPROPER

TY
IOCTL_KGSL_SUBMIT_COMMANDS
…

System	call

EXPORT_METHOD:
gsl_memory_alloc_pure
gsl_syncobj_create
gsl_context_create
gsl_memory_map_ext_fd_pure
gsl_memory_free_pure
gsl_command_issueib_sync
gsl_memory_map_ext_fd_pure
gsl_device_getinfo_ext
gsl_device_open
gsl_library_open
…

PMEM

EXPORT_METHOD:
EsxContext :
EsxContext::Create3DCmdMgr
…
EglApi :
EglApi::CreateContext
EglApi::SwapBuffers
…
EsxContext :
EsxContext::Init
…

copy_from_user()
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Panic	call	stack
libhwui.so

libGLESv2_adreno.so

libEGL.so

libgsl.so

libc.so

kernel

Kgsl-3d0

EglManager::initialize

android::egl_display_t::initialize

EglApi::Initialize
EglDisplay::Initialize
EglDisplay::CreateDummyEsxContext
EsxContext::Init
EsxContext::Create3DCmdMgr
EsxCmdMgr::Init
EsxCmdBuf::Create
EsxCmdBuf::CreateMemPool
EsxMemPool::GetMemory
EsxMemPool::AllocateMemory
EsxGfxMem::Create
EsxGfxMem::Init

gsl_memory_alloc_pure
ioctl_kgsl_sharedmem_alloc
gsl_ldd_control

SyS_ioctl+0xe4/0x110
do_vfs_ioctl+0x7a0/0xcf8

ioctl

kgsl_ioctl+0x30/0xe8
kgsl_ioctl_helper+0x188/0x260
kgsl_ioctl_gpuobj_alloc+0x38/0x1b4
gpumem_alloc_entry+0x18c/0x508
kgsl_allocate_user+0x84/0x2c8
kgsl_sharedmem_page_alloc_user+0x2f0/0x704
kgsl_pool_alloc_page+0x48c/0x584
__alloc_pages_nodemask+0xcb8/0x101c
out_of_memory+0x254/0x35c
oom_kill_process+0x134/0x938
dump_header+0xcc/0x1e8
dump_stack+0xa4/0xc0
dump_backtrace+0x0/0x4System	call

copy_from_user()
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How	to	make	it	automatic

mongoDB

1.Using	“adb	devices”to	
monitor	the	status	of	the	
mobile	phone2 . U s i n g 	 s y s t e m	

call“kil l”to		transfer	
the	f i ltering	 l is t 	and	
start	fuzz	

5.Stori ng	a n	md5	
value	for	each	panic	
log

4 . C ol l e c t i n g	
the	panic	logs

kernel

3.Using	the	“printk”to	
a d d 	 k e r n e l 	 l o g , 	 a n d	
execut i ng 	“adb 	s he l l	
dmesg”can	get	the	log

console-ramoops-0
dmesg-ramoops-0	
pmsg-ramoops-0
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Fuzz	status	statistics

mongoDB

kernel

/sys/kernel/debug/kcov

read	
coverage Report

IDA
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KCOV	in	IDA



Copyright	2018	Trend	Micro	Inc.57

KCOV	in	IDA
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• Fuzz	status	statistics

0

1000

2000

3000

4000

5000

6000

0

5

10

15

20

25

30

35

40

Fuzz	status	statistics

Crash	count Fuzz	count
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Install	and	run	different	kinds	of	3D	games	

Kernel kgsl

Application 

PC

Game1 Game2 …

adb shell am start …

Graphics driver
(OpenGL ES)

Passive fuzz

Status
record
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add	a	for	loop
int StartFuzz (void	*uptr,unsigned int n)
{
……

int i;
for(i=0;i<20;i++)
{

Fuzz_N_bytes(uptr,n);
}

……
}
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Add	a	trigger	program

Application

Kernel

Trigger program

kgsl

System ioctl

Passive
fuzz

Status
record

new ioctl
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CVE-2016-3842
if(pid){						

while(1){							
arg_free.id	=	1;								
ioctl(fd,IOCTL_KGSL_GPUMEM_FREE_ID,	&arg_free);						

}
}				
ret	=	ioctl(fd,IOCTL_KGSL_GPUMEM_ALLOC,	&arg);				
if(ret){						

perror("alloc");				
}
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Case	1
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Case	1
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Case	1
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Case	2
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Case	2
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Case	2
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Agenda
• Introduction
• User	Space	Hourglass
• Kernel	Space	Hourglass
• Demo
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The	End
QUESTIONS?


