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Unicode

• An international encoding standard for use with different languages and
scripts, by which each letter, digit, or symbol is assigned a unique
numeric value that applies across different platforms and programs.

• Unicode1 12.0 adds 554 characters, for a total of 137,928 characters.

1https://www.unicode.org

https://www.unicode.org


Unicode and confusables



What is a confusable?

http://example.org

http://example.org



What is a confusable?

http://example.org

http://www.xn–xample-2of.org/



Confusables provided by Unicode Consortium

With this demo1, you can supply an Input string and see the combinations that
are confusable with it, using data collected by the Unicode consortium. You
can also try different restrictions, using characters valid in different approaches
to international domain names.

1https://unicode.org/cldr/utility/confusables.jsp

https://unicode.org/cldr/utility/confusables.jsp


Punycode

Unicode Security Mechanisms1

1http://www.unicode.org/reports/tr39/tr39-19.html

Punycode (RFC3492) is a representation of Unicode with the lim-
ited ASCII character subset used for IDNA (internationalized domain
names). Unicode characters are transcoded to a subset of ASCII (consisting
of letters, digits, and hyphen, which is called the Letter-Digit-Hyphen, LDH
subset) favored by DNS

http://www.unicode.org/reports/tr39/tr39-19.html


Confusables provided by Unicode Consortium - FAQs

Q: How serious is the problem of spoofing with Unicode characters?

A: It is important to recognize that the use of visually confusable characters in
spoofing is often overstated. Confusable characters account for a small propor-
tion of phishing problems: most instances of phishing involve social engineer-
ing or simple misleading domain names such as ”secure-wellsfargo.com”. For
more information, see http://www.bortzmeyer.org/idn-et-phishing.html. (It is
in French, but you can use Google translate or other services to get the gist of
the document if you don’t read French.)
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Related work

Irongeek (2017)
http://www.irongeek.com/i.php?page=security/out-of-character-
use-of-punycode-and-homoglyph-attacks-to-obfuscate-urls-for-
phishing

DEF CON 26 (2018) - The Tarquin - Weaponizing Unicode Homographs
Beyond IDNs
https://www.defcon.org/html/defcon-26/dc-26-speakers.html#
Tarquin

http://www.irongeek.com/i.php?page=security/out-of-character-use-of-punycode-and-homoglyph-attacks-to-obfuscate-urls-for-phishing
http://www.irongeek.com/i.php?page=security/out-of-character-use-of-punycode-and-homoglyph-attacks-to-obfuscate-urls-for-phishing
http://www.irongeek.com/i.php?page=security/out-of-character-use-of-punycode-and-homoglyph-attacks-to-obfuscate-urls-for-phishing
https://www.defcon.org/html/defcon-26/dc-26-speakers.html#Tarquin
https://www.defcon.org/html/defcon-26/dc-26-speakers.html#Tarquin


Tools – EvilURL

EvilURL1. Generate unicode evil domains for IDN Homograph Attack and detect
them.

1https://github.com/UndeadSec/EvilURL

https://github.com/UndeadSec/EvilURL


Tools – Squatm3

Squatm31 is a Python tool designed to enumerate available domains generated
modifying the original domain name through different techniques:
• Substitution attack.
• Flipping attack.
• Homoglyph attack fast (execute a fast homoglyph attack, mutating

only one letter at the time).
• Homoglyph attack complete (generates all the possible combinations).
1https://github.com/david3107/squatm3

https://github.com/david3107/squatm3


Squatm3 – Confusables provided

Squatm31

1https://github.com/david3107/squatm3/blob/master/db/homoglyph

https://github.com/david3107/squatm3/blob/master/db/homoglyph


Tools – Samesame

Samesame1 is a lightweight utility for replacing ASCII characters with homo-
graph (look-alike) characters.

1https://github.com/TheTarquin/samesame

https://github.com/TheTarquin/samesame
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Deep Learning and Security

Why Deep Learning is used in this research?

• Machine Learning and Deep Learning can be used to create offensive and
defensive tools.

• It improves human performance on some tasks.
• An increasing amount of hacking tools are appearing in the last years.



DeepExploit

DeepExploit1. Fully automatic penetration test tool using Machine Learning.

1https://git.io/fj3Yv

https://git.io/fj3Yv


PassGAN

PassGAN1. This repository contains code for the PassGAN: A Deep Learning
Approach for Password Guessing paper.

1https://github.com/brannondorsey/PassGAN

https://github.com/brannondorsey/PassGAN
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What is Deep Confusables?

• System to obtain new Unicode confusables using deep learning from
Latin characters.

• It works in an automated way.
• Composed of three components:

1 Unicode image database.
2 Feature extractor and similarity comparator.
3 Command Line Interface (CLI).



How it works

• Crawler and normalization.
• Feature extraction and similarity comparator.
• Get similarity matrix and confusables.
• Confusables are used by CLI (based on threshold).



Unicode image database

• Images extracted from https://unicode-table.com.
• Images have been normalized to 34x34 pixels.
• 38,800 images from 266 Unicode blocks.

https://github.com/next-security-lab/unicode-images-
database/releases

https://unicode-table.com
https://github.com/next-security-lab/unicode-images-database/releases
https://github.com/next-security-lab/unicode-images-database/releases


Feature extraction and similarity comparator

1 Obtain similarity matrix for each Latin character.
• For each Latin character and non Latin characters:

• Extract features using deep learning with a pretrained model (e.g. VGG 16).
• Compare features using similarity function (e.g. cosine similarity).

2 Get confusables.
• Fix a threshold θ between 0 ≤ θ ≤ 1.
• Obtain Unicode characters whose similarity is greater than θ.

https://github.com/next-security-lab/deep-confusables-
similarity/releases

https://github.com/next-security-lab/deep-confusables-similarity/releases
https://github.com/next-security-lab/deep-confusables-similarity/releases


Feature extraction and similarity comparator – Scheme



VGG16



Feature extraction and similarity comparator

Cosine similarity

cos(x, y) = ⟨x, y⟩
∥x∥ · ∥y∥ (1)



Command Line Interface

• Creates new domains given a threshold using confusables.
• Only Latin characters supported.
• Some features.

• Check if domains are up.
• Check Whois.
• Check domain against VirusTotal (API key needed).

https://github.com/next-security-lab/deep-confusables-
cli

https://github.com/next-security-lab/deep-confusables-cli
https://github.com/next-security-lab/deep-confusables-cli


Command Line Interface – Some use cases

1 Offensive tool
• Red team.
• APT.
• Impersonate domains.
• Phishing campaigns.

2 Defensive tool
• Blue team.
• Detect similar domains to ours.
• Register similar domains.



Command Line Interface – Demo



Deep Confusables dictionary

• We have combined static dictionaries from other tools with our
confusables with threshold 75%.

• It can be used in some use cases.

https://github.com/next-security-lab/deep-confusables-
cli/blob/master/deep_confusables_lite/confusables.txt

https://github.com/next-security-lab/deep-confusables-cli/blob/master/deep_confusables_lite/confusables.txt
https://github.com/next-security-lab/deep-confusables-cli/blob/master/deep_confusables_lite/confusables.txt


UriDeep

• It is like DeepConfusables CLI, but faster.
• Based on Deep Confusables dictionary.
• It can reduce false positive rate.
• It includes additional functionality

• Substitution attack.
• Flipping attack.

https://github.com/mindcrypt/uriDeep
https://github.com/mindcrypt/uriDeep/blob/master/data/
deepDiccConfusables.txt

https://github.com/mindcrypt/uriDeep
https://github.com/mindcrypt/uriDeep/blob/master/data/deepDiccConfusables.txt
https://github.com/mindcrypt/uriDeep/blob/master/data/deepDiccConfusables.txt


UriDeep – Demo



Some results

• Top 10,000 domains from Alexa analyzed.
• Domains generated with Deep Confusables dictionary.
• 54 confusables per character on average.
• 27,876 domains are up.



Some examples

amazón.es, góogle.es skypê.net, skýpe.net, skÿpe.net, skypè.net, skypé.net,
fàcebook.net, fâcebook.net, facêbook.net, facëbook.net, mınecraft.net, twīt-
ter.com, t-mobìle.com, alıexpress.com, applē.com, îkea.com, braźzers.com,
īnstagram.com, netflìx.com, faceḇook.com, the�uardian.com, ebáy.com,
amerıcanexpress.com, adi̇das.com, sėx.com, whatsàpp.com, àirbnb.com,
nytímes.com, baīdu.com, offıce.com, mìcrosoft.com, wikipédia.com, disney-
landpaṛis.com, xviďeos.com, amazoŋ.com, goog�e.com.ph, microsoƒt.com,
dropḅox.com, ýouporn.com, vodafoņe.com, icłoud.com, poŕnhub.com, net-
fľix.com …



Evade Punycode

• Google Chrome’s IDN policy:
https://www.chromium.org/developers/design-documents/idn-
in-google-chrome

• Potential characters: ą ę ģ ġ į ķ ļ ņ ŗ ş ţ ų

https://www.chromium.org/developers/design-documents/idn-in-google-chrome
https://www.chromium.org/developers/design-documents/idn-in-google-chrome
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Unicode attacks in real world

Security in depth

• Software issues
• Stego
• Plagiarism detectors



Software issues

• Web mail clients
• Instant messaging
• Social networks
• Office software
• PDF readers



Web mail clients – Yahoo, Outlook & GMail



Instant messaging – Skype & Slack



Instant messaging – Telegram, Signal & WhatsApp



Social networks – Facebook, Hangouts & Twitter



Office software – Microsoft Office, OpenOffice & GSuite



PDF reader – Foxit Reader



Summary

Software Issues with Unicode encoding Answer from provider
Skype Desktop1 No info provided to detect a fake domain Recognize issue and working to solve it
Foxit Reader2 No info provided to detect a fake domain Recognize issue and working to solve it
Telegram No info provided to detect a fake domain Recognize issue and working to solve it
ProtonMail Does not expand domain or disable link No answer
LinkedIn Does not expand domain or disable link in articles No answer
Social networks based
on free software Does not expand domain or disable link No answer

OpenOffice No info provided to detect a fake domain No answer
Signal No info provided to detect a fake domain No answer
WhatsApp No info provided to detect a fake domain Won’t fix. UX, social engineering and browser protection issue
GMail Does not expand domain or disable link Won’t fix. UX, social engineering and browser protection issue

1https://portal.msrc.microsoft.com/en-us/security-guidance/researcher-acknowledgments-online-services
2https://www.foxitsoftware.com/support/security-bulletins.php

https://portal.msrc.microsoft.com/en-us/security-guidance/researcher-acknowledgments-online-services
https://www.foxitsoftware.com/support/security-bulletins.php


Stego with confusables

• It is possible to use stego to hide information using confusables.
• Other tools only use spaces to hide information.
• StegUnicode: only support text (at the moment).

https://github.com/mindcrypt/stegUnicode

https://github.com/mindcrypt/stegUnicode


StegUnicode – Demo



Bypassing Turnitin and Plagscan

• Tested with some text of Don Quixote (in Spanish).
• Replace Latin a with Cyrillic a.
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Browser countermeasures

• Convert to Punycode every domain.
• Firefox

• Go to about:config.
• Set network.IDN_show_punycode to true.

• Chrome
• Install an extension.

• Punycode Alert
(https://chrome.google.com/webstore/detail/punycode-
alert/odbbcdajedbapmgpgfacfigdpbdahenh?hl=en-GB). Available for
Firefox.

https://chrome.google.com/webstore/detail/punycode-alert/odbbcdajedbapmgpgfacfigdpbdahenh?hl=en-GB
https://chrome.google.com/webstore/detail/punycode-alert/odbbcdajedbapmgpgfacfigdpbdahenh?hl=en-GB


icłoud.com

icłoud.com
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Conclusions

• Confusables are characters very similar to other ones.
• Unicode Consortium provides a list of confusables.
• Deep Confusables improves generation of confusables using deep leaning

in an automated way.
• There are issues in several applications with Unicode characters.
• Confusables can be used in several use cases such as bypassing plagiarism

detectors or stego.
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