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® An international encoding standard for use with different languages and
scripts, by which each letter, digit, or symbol is assigned a unique
numeric value that applies across different platforms and programs.

® Unicodel 12.0 adds 554 characters, for a total of 137,928 characters.

| oo |

"https://www.unicode.org


https://www.unicode.org

New phishing scam masquerades as
Apple support call

Roger Finga:

The latest scam targeting Apple device users s particularly insidious, appearing to come as a call
from the company's real phone support number, according to a well-known security researcher.

Apple Inc.

000 o

PlayStation 4 reportedly crashing due to malicious
message




http://example.org

http://example.org



http://example.org

http://www.xn-xample-2of.org/



With this demo!, you can supply an Input string and see the combinations that
are confusable with it, using data collected by the Unicode consortium. You
can also try different restrictions, using characters valid in different approaches
to international domain names.

Unicode U fusable

&

Confusable Characters
pe

'https://unicode.org/cldr/utility/confusables. jsp


https://unicode.org/cldr/utility/confusables.jsp

Unicode Security Mechanisms!

"http://www.unicode.org/reports/tr39/tr39-19.html

Punycode (RFC3492) is a representation of Unicode with the lim-
ited ASCII character subset used for IDNA (internationalized domain
names). Unicode characters are transcoded to a subset of ASCIl (consisting
of letters, digits, and hyphen, which is called the Letter-Digit-Hyphen, LDH
subset) favored by DNS


http://www.unicode.org/reports/tr39/tr39-19.html

Q: How serious is the problem of spoofing with Unicode characters?

A: It is important to recognize that the use of visually confusable characters in
spoofing is often overstated. Confusable characters account for a small propor-
tion of phishing problems: most instances of phishing involve social engineer-
ing or simple misleading domain names such as "secure-wellsfargo.com”. For
more information, see http://www.bortzmeyer.org/idn-et-phishing.html. (It is

in French, but you can use Google translate or other services to get the gist of
the document if you don't read French.)
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Irongeek (2017)
http://www.irongeek.com/i.phpTpage=security/out-of-character-
use-of-punycode-and-homoglyph-attacks-to-obfuscate-urls-for-
phishing

DEF CON 26 (2018) - The Tarquin - Weaponizing Unicode Homographs

Beyond IDNs
https://www.defcon.org/html/defcon-26/dc-26-speakers.html#

Tarquin


http://www.irongeek.com/i.php?page=security/out-of-character-use-of-punycode-and-homoglyph-attacks-to-obfuscate-urls-for-phishing
http://www.irongeek.com/i.php?page=security/out-of-character-use-of-punycode-and-homoglyph-attacks-to-obfuscate-urls-for-phishing
http://www.irongeek.com/i.php?page=security/out-of-character-use-of-punycode-and-homoglyph-attacks-to-obfuscate-urls-for-phishing
https://www.defcon.org/html/defcon-26/dc-26-speakers.html#Tarquin
https://www.defcon.org/html/defcon-26/dc-26-speakers.html#Tarquin

EvilURL?. Generate unicode evil domains for IDN Homograph Attack and detect
them.

"https://github.com/UndeadSec/EvilURL


https://github.com/UndeadSec/EvilURL

Squatm3! is a Python tool designed to enumerate available domains generated
modifying the original domain name through different techniques:

® Substitution attack.
® Flipping attack.

® Homoglyph attack fast (execute a fast homoglyph attack, mutating
only one letter at the time).

® Homoglyph attack complete (generates all the possible combinations).

'https://github.com/david3107/squatm3


https://github.com/david3107/squatm3

Squatm3!?

"https://github.com/david3107/squatm3/blob/master/db/homoglyph


https://github.com/david3107/squatm3/blob/master/db/homoglyph

Samesame! is a lightweight utility for replacing ASCII characters with homo-

graph (look-alike) characters.

'https://github.com/TheTarquin/samesame


https://github.com/TheTarquin/samesame
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® Machine Learning and Deep Learning can be used to create offensive and
defensive tools.

® |t improves human performance on some tasks.
® An increasing amount of hacking tools are appearing in the last years.



DeepExploit!. Fully automatic penetration test tool using Machine Learning.

Deep Exploit

t mode’ Exdloiting
Keras

4 Tensor ----« | @metasploit’

1
'
|

2)

Metasploitable2
OMASP BHA etc. .

"https://git.io/fj3Yv


https://git.io/fj3Yv

PassGAN!. This repository contains code for the PassGAN: A Deep Learning
Approach for Password Guessing paper.

TABLE IV: Sample of passwords generated by the GAN tha]
i the i

"https://github.com/brannondorsey/PassGAN


https://github.com/brannondorsey/PassGAN
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® System to obtain new Unicode confusables using deep learning from
Latin characters.

® It works in an automated way.
® Composed of three components:

@ Unicode image database.
@ Feature extractor and similarity comparator.
® Command Line Interface (CLI).



Feature extraction,  Similarity matrix
& normalize a S6 similarity confusables

Crawler and normalization.

Feature extraction and similarity comparator.

Get similarity matrix and confusables.
Confusables are used by CLI (based on threshold).



® |mages extracted from https://unicode-table.com.
® |mages have been normalized to 34x34 pixels.
® 38,800 images from 266 Unicode blocks.

https://github.com/next-security-lab/unicode-images-
database/releases


https://unicode-table.com
https://github.com/next-security-lab/unicode-images-database/releases
https://github.com/next-security-lab/unicode-images-database/releases

@ Obtain similarity matrix for each Latin character.
® For each Latin character and non Latin characters:

® Extract features using deep learning with a pretrained model (e.g. VGG 16).
® Compare features using similarity function (e.g. cosine similarity).

® Get confusables.

® Fix a threshold 0 between 0 < 6 < 1.
® Obtain Unicode characters whose similarity is greater than 6.

https://github.com/next-security-lab/deep-confusables-
similarity/releases


https://github.com/next-security-lab/deep-confusables-similarity/releases
https://github.com/next-security-lab/deep-confusables-similarity/releases

Pretrained

network

Similarity
measure




224x224x3 224 x224x64

TxT7TxbH12
1x1x4096 1x1x1000
. , —

@ convolution+ReLU
q max pooling
| fully connected+ReLU

] softmax




(x,y)
PR M)

cos(x, y) =



® Creates new domains given a threshold using confusables.

® Only Latin characters supported.
® Some features.

® Check if domains are up.
® Check Whois.
® Check domain against VirusTotal (API key needed).

O https://github.com/next-security-lab/deep-confusables—
cli


https://github.com/next-security-lab/deep-confusables-cli
https://github.com/next-security-lab/deep-confusables-cli

@ Offensive tool
® Red team.
® APT.
® Impersonate domains.
® Phishing campaigns.

@ Defensive tool
® Blue team.
® Detect similar domains to ours.
® Register similar domains.



00 DeepConfusables

user@host$ d



® We have combined static dictionaries from other tools with our
confusables with threshold 75%.

® [t can be used in some use cases.

https://github.com/next-security-1lab/deep-confusables-
cli/blob/master/deep_confusables_lite/confusables.txt


https://github.com/next-security-lab/deep-confusables-cli/blob/master/deep_confusables_lite/confusables.txt
https://github.com/next-security-lab/deep-confusables-cli/blob/master/deep_confusables_lite/confusables.txt

It is like DeepConfusables CLI, but faster.

Based on Deep Confusables dictionary.

It can reduce false positive rate.

It includes additional functionality

® Substitution attack.
® Flipping attack.

https://github.com/mindcrypt/uriDeep/blob/master/data/
deepDiccConfusables.txt

O https://github.com/mindcrypt/uriDeep


https://github.com/mindcrypt/uriDeep
https://github.com/mindcrypt/uriDeep/blob/master/data/deepDiccConfusables.txt
https://github.com/mindcrypt/uriDeep/blob/master/data/deepDiccConfusables.txt

o0 UriDeep

user@host



® Top 10,000 domains from Alexa analyzed.

® Domains generated with Deep Confusables dictionary.
® 54 confusables per character on average.

® 27,876 domains are up.



amazén.es, gbogle.es skypé.net, skype.net, skype.net, skypé.net, skypé.net,

facebook.net, facebook.net, facébook.net, facébook.net, , twit-
ter.com, t-mobile.com, , applé.com, ftkea.com, braZzzers.com,
nstagram.com, netflix.com, facebook.com, , ebay.com,
adidas.com, séx.com, whatsapp.com, airbnb.com,

nytimes.com, baidu.com, , microsoft.com, wikipédia.com, disney-
landparis.com, xvideos.com, amazorn.com, goog e.com.ph, )
, youporn.com, vodafone.com, , pornhub.com, net-

flix.com ...



® Google Chrome’s IDN policy:
https://www.chromium.org/developers/design-documents/idn—
in-google-chrome

Google Chrome's IDN policy

hether or not to show hostn

s00le Chrome.

on Latin. Failing the

mixed, puny own
ana combining marks), punycode is shown,
de.

1) such as ‘com’, net, or Uk’ and in a given label belong o a sel of Cyrillc leters that 2 Lo (c Small Letter IE - ), show

after removing diacritic marks and mapping each character 10 ts spoofing skeleton (6.9



https://www.chromium.org/developers/design-documents/idn-in-google-chrome
https://www.chromium.org/developers/design-documents/idn-in-google-chrome

C @@ @ hitb.org

hackinthebax

Keeping Knowledge Free for Over a Decade
HITBSECNEWS HITBSECCONF HITBSECPHOTOS HITB MAGAZINE
Latest security news and Our deep-knowledge security Photos from previous Our 'newly relaunched free
happenings from the hacker conference held anually in HITBSecConfs and other quarterly PDF magazine
underground Netherlands and Malaysia events HITB has participated packed with research goodness
in.
MORE INFO MORE INFO MORE INFO
MORE INFO
- 36TH FLOOR, MENARA MAXIS,
KUALA LUMPUR CITY CENTRE, KUALA LUMPUR, MALAYSIA [1] %‘
TEL: +603-2615-7299 - FAX: +603-2615-0088 - EMAIL: )
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® Software issues
® Stego
® Plagiarism detectors



Web mail clients
Instant messaging
Social networks
Office software
PDF readers



Manclo Man.

Test Unicode HITB 2010

wwwfacebook.com

hitps:/iwww facebor

wwfacebook.com
hitps://www.facebook.com

™M Gmail

| compose

Sent
Drafts

Q

<«

in:sent
o & o

Test Unicode HITB 2019

Anomal ytics




Hola

un hacker malisimo... donde est la pelota?
hitpsy//wew.example.org

www.example.org (falsa) & www.example.org (verdadera) # hitb-2019

Example Domain eated this channel today. This is the very beginning of the # hitb-2019

d people to this channel




HITB 2019

e Signal

www.example.org (falsa) & www.example.org (verdadera
AHORA ©

HITB 2019 2 miembros

Test Unicode HITB 2019

i
Test Unicode HITB 2019




G Labs-Anomalytics
it 2% HITB 2019

Test Unicode HITB 2019
www.faceboo
https://www.faceboo

, Pedro Garcia

1L0ACOM

www.xnfacebok-110a.com

Test Unicode HITB 2019




T oot ot

www.example.org - no funciona ]
Archivo Editar Ver Insertar Formato Herramientas

D T —————

o~ & A T 100% Texto norm... Arial

Heramients: Vegtana Ay

v HPEE TR0 xan (falta)

iar | Elim

http://www.example.org (buena)

hty nbiar | Elinm




Hongying Lian <hongying_lian@foxitsoftware.com> #
RE: Report a security issue - with document

Hello Alfo

raph attack ”.
patch in next version and give credit to you on our security bulletin
would you like us to give acknowledgement in our security bulletins? Alfonso Mufioz?
Thank you again.

http://www.example.org (falsa) &

http://www.example.org (verdadera)




Software Issues with Unicode encoding

Answer from provider

Skype Desktop* No info provided to detect a fake domain Recognize issue and working to solve it

Foxit Reader? No info provided to detect a fake domain Recognize issue and working to solve it

Telegram No info provided to detect a fake domain Recognize issue and working to solve it

ProtonMail Does not expand domain or disable link No answer

LinkedIn Does not expand domain or disable link in articles No answer

i:c;:elenjotf‘ﬂs:;z pased Does not expand domain or disable link No answer

OpenOffice No info provided to detect a fake domain No answer

Signal No info provided to detect a fake domain No answer

WhatsApp No info provided to detect a fake domain Won't fix. UX, social engineering and browser protection issue
GMail Does not expand domain or disable link Won't fix. UX, social engineering and browser protection issue

1https://portal.msrc.microsoft.com/en-us/security-guidance/researcher-acknowledgments-online-services

https://www.foxitsoftware.com/support/security-bulletins.php


https://portal.msrc.microsoft.com/en-us/security-guidance/researcher-acknowledgments-online-services
https://www.foxitsoftware.com/support/security-bulletins.php

® [t is possible to use stego to hide information using confusables.

® Other tools only use spaces to hide information.

® StegUnicode: only support text (at the moment).

‘ ’ https://github.com/mindcrypt/steglnicode


https://github.com/mindcrypt/stegUnicode

o000 StegUnicode

userehost



® Tested with some text of Don Quixote (in Spanish).

® Replace Latin a with Cyrillic a.

turnitink))

Entregar archivo

3 smumD




Doctoral thesis of President of the Govenrment Sanchez easily passes text matching
systems

Friday 14 September 2018

The work was analysed by two of the most rigorous programmes at an
academic level: Turnitin, used at Oxford University and PlagScan, the
European benchmark.

Pool Moncloa/Fernando Calvo/Archivo

After the analysis of the doctoral thesis which was presented by the President of the Govenrment, Pedro Sanchez, in 2012, the evaluation made by the
tools|Turnitin and PlagScanjhave determined the original content of the thesis, which easily passes the text matching systems.

|In the case of Turnitin, the result was 13%, while PlagScan gave a figure of 0.96%, each one with its own mcthodo\ogy.]‘l’hese percentages are due toth’ HITB

quotes and compulsory references in the drafting of any research document that all software programmes are unable to discern by default, regardless
their hi-tech nature.
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® Convert to Punycode every domain.

® Firefox

® Go to about:config.
® Set network.IDN_show_punycode to true.

® Chrome
® |[nstall an extension.

® Punycode Alert
(https://chrome.google.com/webstore/detail/punycode-
alert/odbbcdajedbapmgpgfacfigdpbdahenh?hl=en-GB). Available for

Firefox.


https://chrome.google.com/webstore/detail/punycode-alert/odbbcdajedbapmgpgfacfigdpbdahenh?hl=en-GB
https://chrome.google.com/webstore/detail/punycode-alert/odbbcdajedbapmgpgfacfigdpbdahenh?hl=en-GB

0 ® No es seguro | xn--icoud-I17a.com/cgi-sys/defaultwebpage.cgi W w BovBaa

Punycode Alerter
What is punycode?

Punycode is a way of representing URLs that allows
more characters than ASCII.

Why is this a problem?

An attacker can use punycode to register a domain
that looks like an official one. In a browser's URL
If you are the owner of this website, please contact your hosting provider: webmaster@xn--icoud-I7a.co field, https://wn.xn--soak6aasze. com looks just like
https://www.apple.com. Users can misled into
entering their credentials on this fake website.

It is possible you have reached this page because: More information:

* Technical details

* Media

« How Chromium (Chrome)_handles it
Author: Yabir Garcia. Thanks to @midopa
Icon by Madebyoliver
This extension can be found at Github under MIT
license. If you liked it and want to help, you can

donate Bitcoins:
16dc7hdsQqCWigcjhWdM2oxpgvwZ7vCNSD

The IP address has changed. There has been a server The site may have moved to a

ictoud.com

hours for DNS changes to propagate. and DNS records. A restart of Apache
It may be possible to restore access to may be required for new settings to
this site by following these instructions take effect.

for clearing your dns cache.



icłoud.com

@ Unicode 101
Basics
Unicode and confusables
Punycode
@ Related work
Related researches
Open Source Tools
@ Deep Learning and Security
Some examples
@ Decep Confusables
@ Unicode attacks in real world
@ Countermeasures
@ Conclusions



Confusables are characters very similar to other ones.

Unicode Consortium provides a list of confusables.

Deep Confusables improves generation of confusables using deep leaning
in an automated way.

® There are issues in several applications with Unicode characters.

® Confusables can be used in several use cases such as bypassing plagiarism

detectors or stego.
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