
!"#$%&'"()*+),-./)0"1"2*34,5-3.,/6'"

!"#$%&'()*+,-./

0+12" $)+3,4&0+3,&-.&5(*&6"1&7".8*)*.3*4&9&:+;&<=>9&



• !"#$%&'(()*)

• +*,%)-,"#&.-/*,0(/&"0&1*,2/"

• 3#4&5,%((#&$%/*"6

!"#$%&$'(



• !"#$%%#&"'$(%)*+"),"%&#&-').+"'/01$.2"
3$."456789

• :'&"#/.;(0/-&".)<

• =.%&*0&-%$.2"0)>>?.$0/%$).("$."@ABC

• D?#.&*/E$#$%$&(";$(0)F&*&;G"()>&".&<H"
()>&")#;

• !."/--"%)">).$%)*"%*/,,$0")."/"-').&

!"#$%&



History



!"#$%&'

! !"#$%&&"$#'(')*+',
! -".* /012345)36")738)7*9:9*;5*$<"*'
! =85&>4* 7*%9>67"&')'*))"$#35?3<%&&
! =85&>@<%$%&'84* "$A*<)*>4( *$>B5'*93C%$%&8#?79*%."$#$8)

<8+?&*)*&(DEEF3>*:"$")"G*&(>*%>3(*) H3
! 09"<.3*I<7%$#*3"$)8)7"$."$#3*$>B5'*93"'3%&'8*I<7%$#*
! JDK3JLK3==M00NK3==M00O
! :)?,@@:)?P6">*6*4P<8+@Q985?R*&&



!"#$%&'(")(*+

! !"#$%&'&()*+,&-.&/0&1*+.2&34'334-$'5$* 6*)782
-.&1*) *+) ,4*.8 .836*)7 9

! :';7& 348.<&"=>"??@@@@&68)8 3*55>1)88A.*6
"!"" >.+BC8)$D

! E138.-.38).'3-*.'5 5-.8$%&1'F8$<&4*385&
)8$8)G'3-*.$<&B*28B$<&83;9&

! H55*682,4)8'7-.( I



!"#$%&'(")(*+

! !"#$%&'()%&*'+, &'()%-*$$,%&'(.%/0$%*12,&'+
+1**2'*

! 3,4"$5560#, 7
! 819$%60*$$60',$ :1""5)%-$/%:',,$:/$4 /'

:01/*'';5)% 5$:*$/5+2/:0&'1*45)%'6$*1/'*5%2,%
<'*$1)%/0$%=02/$%>'#5$)%?@A)%B!@)%1,4%"'/5 'C%
;'4$;5D

! E$;$;&$* .%421"F2,%"2,$5+$*$ $(6$,52G$



Play around yourself



Digital

• Late 80’s, early 90’s, we transitioned to ISDN, 
digital lines
• SS7 was introduced
• Still used and abused
• OOBSS
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Sniffing traffic
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Sniffing traffic
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VoLTE data
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• Send CHALL to other sim-card on other phone over other

channel, and receive RESP, and authenticate as that one
• Multiple users can share SIM-card that way
• Lawful interception and attribution at risk
• Theoretical: not tested yet (confident in feasability through)
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! Not all providers use this
! But tricks were possible in at least one implementation:

! Replay SMS (SIP MESSAGE) from other phone
! Network thinks SMS is from original phone (and bills

him/her)
! Enumerate users (errors generated if recipient not known)



VoLTE Leakage

• In at least one implementation, SIP traffic revealed too much
information: P-Access-Network-Info header has 
utran-cell-id-3gpp=20x0xabcd1234567 of call 
recipient.



VoLTE Leakage
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• Under certain conditions, called ID blocking is ignored:
• #31# private calls are revealed anyway in SIP headers
• Also IP addresses of call recipients
• And IMEI of recipient

• When aborting call without other side ringing, this info is 
received (stealthy) in SIP PROGRESS message



!"#$%&'()&(&*"+),-

! !"#$%$
! &'()* +,-./$"-'0$/1 "2)3*#$%$



!"#$%&'()*

! !"##$%!&''"# (#)*" +, +-- *) .),/*)#%012%*#+33/4
! 5**-'6778/*5&9:4).70"4&#+!;7012<+*45"#
! =)%8&+#+,*""'>%?-",%0)&#4">%@'A/'
! B,C"#%D/./*"CC"E"D)-.",* >%4),*#/9&*/),' ("D4)." F
! G,)(, *) ()#H ),%0+.'&,8%@I%J)*5"# .)C"D' (/DD3)DD)(K
! 13$)& +#"%+9D"*) #&,%/* /,%)*5"# 4)&,*#/"' ),%)*5"# -#)E/C"#'>%

("%+#"%/,*"#"'*"C /,%*5"%#"'&D*'F

https://github.com/SecuraBV/SIPWatcher


SIPWatcher

! Uses tcpdump and tshark to
sniff and decode from rmnet1

! armv8 version included in .apk
! Needs to be crosscompiled for

other architectures (tbd)
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Some notes

• Legality: interaction with operator’s network might be illegal.
• Simple observation of your own traffic is legal in most 

countries.
• Based in part on work by Berry Busser, Radboud Uni, that he 

did for Secura as his Master Thesis.
• Responsible disclosure was followed in all cases, mentioned

issues have been mostly remediated in NL for relevant 
providers. 
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