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Satellite Communication
When terrestrial communication FAIL, we PREVAIL!

/ > Arthur C. Clarke
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Medium Earth Orbit
Altitude: 8,000-20,000 km

\ \
Low Earth Orbit
Altitude: 500-2,000 km

Geostationary Orbit
Altitude: 35,786 km

Highly Elliptical Orbit
Altitude: >35,786 km




Propulsion System

Telemetry, Attitude Control,
Solar Arrays Commanding, Fuel, Batteries, Solar Arrays
Power/Thermal Systems

Down-converter, High Power,
Pre-amplifier, Amplifier,
Filter Filter







Frequency Band Designations




Example of Frequency and Polarisation Distribution
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VSAT / Very Small Aperture Terminal

Two-way satellite communication

Use small dish antennas
(diameter: 75cm-2,4m)

Managed by the HUB
(master earth station)




VSAT / Services

»  One-way multicast
»  One-way with terrestrial return

» Iwo-way satellite access




VSAT Network Topologies / Simplex Transmission
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VSAT Network Topologies / Point-to-Point Duplex Transmission

Public Network @ % Public Network

Private Network CPE CPE Private Network

Customer Site Customer Site



VSAT Network Topologies / Point-to-Multipoint Transmission
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VSAT Network Topologies / Mobile Antenna Service

@ Public Network

Hub Equipment Private Network

Customer Site



VSAT Network Topologies / Star Network
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VSAT Network Topologies / Mesh Network

Hub Equipment Hub Equipment Hub Equipment

Networks or Sites Networks or Sites Networks or Sites



Access Methods / FDMA (Freguency Division Multiple Access)
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Access Methods / TDMA (Time Division Multiple Access)

f1

f1
f1 f1



Access Methods / CDMA (Code Division Multiple Access)
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Satellite Vulnerabilities

Current systems are vulnerable to a variety of attacks, and
future systems promise little improvement.



Unless you have millions of dollars and a team
of engineers, you have no hope of taking over
commercial or governmental satellites.

If someone did put together the power to try
such a stunt, they would be more likely to
damage a satellite than take it over.

How to Break into Satellites: Not! (Y - ’
Carolyn Meinel’'s GUIDE TO (mostly) HARMLESS HACKING St }Q s
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network of trust
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[t is worth noting that the most likely cause of damage @
to or loss of service from a satellite is the actual opérator.

Dan Vleeneman A .
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Veeneman’s Satellite Hypothetical Attacks

Denial of Service Orbital Positioning Takeover Spare Satellite

3 i Raging Transponder
Jam Uplink : _ Spoofing

Overpower Uplink Direct Commanding

Command Repla
Jam Downlink piay

Insertion




Satellite Operation Centre
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DVB: Satellite Hacking

For Dummies
b Wzz - Undercon 2004

Playing in a Satellite
environment 1.2

Leonardo Nve Egea
Inve@s21sec.com
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Satellite TT&C Ground Networks

Network Gateway Receivers/Modems Frequen.cy
Conversion
Digital/Analog Geolocation

Record and Repla Spectrum

P Monitoring

IP

Network Gateway COMSEC Front-end Processor




Land Earth Station Attacks



Satellite-based Attacks Against
ATMs and Bank Networks

t's not a big truck. It's a series of tubes.



TRADE FINANCE

DATA WAREHOUSING

TREASURY

CRM d

TEETAN

Jt

l
ATM SWITCH

204§

INTERNET BANKING

MOBILE BANKING

= 'ﬂ‘mm ) ," - . /.{ :'
V4 I// P e \\\ =

i ’ :
ISLAMIC (SHARIA) BANKING A.-'t-i CARD MANAGEMENT



VSAT / Automated Teller Machine Networks

A
ATM
[]

Standard Network

Equipment Hub Equipment Hub Equipment Hub Equipment

Hub Equipment

Core Banking Networks Automated Teller Machines
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Automated Teller Machine




Automated Teller Machine
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The Usual Culprits

People Problems System Problems
Weak Passwords Outdated Systems
Lack of Awareness Insecure Configurations

Lack of Skills Insecure Protocols



MANAGEMENT PROBLEMS



Distributed Satellite Scanning
Framework

|[dentity potential problems at an early stage.



Framework Goals

4

4

4

4

Dead or Alive status / checking if the bird is still alive
Protocols / understand which protocols the target is running

Service type / knowing which service we can (ab)use

Distributed IP C&C / widening the coverage



Distributed IP C&C




Satellite Carrier Monitoring System

»  Spectrum Analyser and Digital Spectrum Processor
analysis

»  Reference trace and measurement

»  Automatic alerts for abnormal and missing carriers
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What’s Next?

No, the journey doesn't end here.
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Satellite Communication Security

Project Desciption

During the last decade, the importance of information security within the network and internet community has been growing
constantly. Every day, new kinds of cyber crimes, from disclosure of confidential data to fraud, are published. As the world
pecame more and more connected, the topic has grown from a govemmental or military problem to a day-to-day issue that

affects everybody from governmental bodies down o private internet users.
pplies t0 space communication systems. Many space agencies are realizing the

growing importance of information security not only for military and governmental missions but also for peaceful scientific
projects such as earth observation or planetary exploration. This development, together with the increasing usage of

standardization for all kinds of protocols, interfaces and data structures, has led the agencies 10 formulate security requirements
for many of their missions. Lack of appropriateé standardization in the area of data security let to the development of proprietary
solutions for every pew mission with security requirements. Increasing development and maintenance costs were the results.

The goal of the project is 10 investigate different possibilites o secure space communications. This happens regarding aspects
like transparency, implementation feasability, performance and generic application.

This project is @ joined endavour between the University of Luxemboufg/SECAN-LAB and the European Space Agency (ESA)
repesented through its European Space Operations Centre.

Project Breakdown Structure

The project is divided in a number of studies each concerning a different part of ESAs satellite communication infrastructure.
These studies are:

. Ground Segment Study: This study is concerned with the security of 2 missions ground infrastructure, called the
ground segment. This includes the control centre and ground station operational networks, Cross support services and
ground segment software. It is organized in three phases. Phase one provides a reference architecture, identifies global

threats and vulnerabilities and performs 2 risk assesment. In phase two, possible solution canditates are identified.

Those are then evaluated regarding the a number of properties such as transparency, implementation feasability,

performance and conformance to standards in phase three.
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