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Thank you klndly
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o Michael Ossmann
o Thorsten Schroder and Max Moser

o Sergey Bratus




Microsoft 2.4 GHz Keyboard
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o 2.4GHz Nordic, XOR crypto
o SYNC varies by unit.

o There’s no promiscuous mode.
o Imitial Exploit in Keykeriki 2.0

o Max Moser and Thorsten Schroder

o Amiccom A7125, nRF241.01+




Introduction
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Layer 1 Attacks

o What 1s the hack?
o Why 1s 1t hard?

o How does 1t work?
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# TE n&oﬁ BENEEAT THw_;U

# TE ORDS BENEEAT THS SUC

# TE ORDS BENEEAT THS SUCE

# TE ORDS BENEEAT THS SUCEE
# TE ORDS BENEEAT THS SUCEER
Unknown character 0x34.
TE_ORDS BENEEEE——

TE R DS B N E ] e e e atass asaased imasaae masaass
et | N€ WOrds beneath
TE_ORDS_BENEE) .

R this sucker's teeth,
TE ORDS BEMNEE

TE ORDS BENE™m—-
Unknown character WUx36,
# TE ORDS BENEEAT THS SUCEERS TEETH
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nRE241.01+
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o 2.4GHz 2FSK Transceiver
o Auto-ACK, Auto-Retry

o No promiscuous mode.
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Building a Promiscuous Mode
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o Wifl, Ethernet
o Missing the Address.
o Turn off matching.

o Bluetooth, Microsoft Keyboards
o Missing the Sync.

o Can’t turn off matching!




Building a Promiscuous Mode
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o Software Defined Radio

o Expensive ($$), Finicky
o Bit Banging

o Expensive ($), Custom
o Hardware Tricks

o Cheap (¢), Commodity
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Why mess with toy radios?
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Down to Layer 1
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o What does Ethernet look like?
o What does digital radio look like?

o There’s plenty of room at the bottom.




Ethernet
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o Preamble
o AAAAAAAAAAAAAA
O Sync

Preamble is a repeating pattern.

o AB Syne breaks that pattern.

o:BOdy

o dest, src, etc
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Layer 1 Ethernet Frame
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o AAAAAAAAAAAAAAAB
o 00 DE AD BE EF 00 CA FE BA BE ...




Radio
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o Shorter Preamble, to conserve power.
o Longer Sync, to combat noise.
o Varied Sync

o Unique to protocol or to the device.
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a Turning

www. turningtechnologies.com

ResponseCard
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» A _Error i -
The currently attached accesso-&'ié not

supported by this iPod.
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Preamble -- Sync

o Ethernet
o AAAAAAAAAAAAAA -- AB
o Radi()

o 335 --12 34 56
o 33--0102030201
o 00 00 00 -- 00 A7




Varied Syncs
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o Sync per Protocol
o 123456, Turning Point Clicker
o 0102030201, OpenBeacon
o C2BD, Nike Shoe Pod

o Sync per Device
o Microsoftt 2.4GHz Keyboards
o Bluetooth




The Old Fashioned Way
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o Dump firmware into IDA.

o Reverse engineer it.

o Looking for radio register settings.
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¥ CC1101 - Device Control Panel (offline)

File Settings

[:] Easy Mode

View Evaluation Board Help

E] Expert Mode

SimpliciTI
SimpliciTI
SinpliciTI
SinpliciTI
SimpliciTI

Select configuration:

High data rate (250 kbaud), Base frecquency 868 MHz
High data rate (250 kbaud), Base frecuency 434 MHz
{Z.4 kbaud), Base frecquency 902 MHz
{Z.4 kbaud), Base frecquency 868 MHz
(2.4 kbaud), Base frecquency 434 MHz

Ping packet,
Ping packet,
Ping packet,
Ping packet,
Ping packet,

Low data rate
Low data rate
Low data rate

B Register View

B RF Parameters

B

Packet RX

The selected configuration will set both the register values and t

Transactit
1D

o8 Preamble]

4

4

Ox0000AA54

0x0000BBBB

Packet count:

sent packets:
Freguency:

Output powver:

0

[ ] Infintte

905.998993 MHz
0 dBm

Start

Mot connected

Sto 4]

- T G e e

Off-line mode

Radio state: N.A.




2 CC1101 - Device Control Pane
File Settings View Evaluation

D Easy Mode D Expert Mode

| (offline)
Board Help

Typical settings

current consunpt ion

Data rate:
Data rate:
Data rate:

RF Parameters
Base frequency

867.999939 | MHz

xtal frequency

26.000000 \ MHz

Modulation format

GFSK v|

Channel number

Data rate
119948 | kBaud
Deviation

5157471 | kHz

B Register View

RF Parameters

Channel spacing
199.951172 | kHz
RX fiter BV
58035714 | kHz
TX power

0 v|dBm

Optimized for
Optimized for sensitivity
Optimized for sensitiwvity

Carrier frequency

867.999939 | MHz

[ ] Manchester enable

[ ] PA ramping

Range Extender 'None v Hig

Packet payload size:
Packet count:

) Text
() Hex

h Gain Mode(RX)

Continuous TX | Continuous RX | Packet TX | packet R¥ | RF Device Commands | PER Test Configuration

30 Add seq. number

100 | [] Infinite

(*) Random :4?deb31240!0843bb8baB1f03Sa?d0938251f5dd4cbf098f5453b130d8906:

Mot connected

. . ; ——
- ¥ .- o _— ke .--—_ r
T oy = o e = 5
e e e L =
i =k -
i L

Off-line mode

Radio state: N.A.




Radio Registers
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FSCTRLI1 0x000B | Frequency Synthesizer Control
IOCFGO 0x0002 | GDOO Output Pin Configuration

FSCTRLO |0x000C |Frequency Synthesizer Control

FREQ2 0x000D | Frequency Control Word, High Byte
FREQI1 O0x000E | Frequency Control Word, Middle Byte
FREQO 0x000F | Frequency Control Word, Low Byte

MDMCFG4 |0x0010 |Modem Configuration

MDMCFG3 |(0x0011 | Modem Configuration

MDMCFG2 |0x0012 | Modem Configuration

MDMCFG1 |0x0013 |Modem Configuration

MDMCFGO |0x0014 |Modem Configuration
CHANNR | 0x000A |Channel Number

DEVIATN |0x0015 | Modem Deviation Setting
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B Turning
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a Turning

www. turningtechnologies.com

ResponseCard
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Clicker Firmware Extraction
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o SPI Flash 1s External
o No code protection. Just read it!

o First 7 octets are metadata.

o Eighth octet loads into CODE:0x0000.




Just 3kB of Code
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READIDFREQ

SPISETUP SETUPFPOP1 SETUPTIMERS

K LQNEL???
| .
RADIOWRCONFIG ADMPDKE 226

) LY
SPIRXTX DELAY

RADIOSETUP
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Transmit Function
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o Sends these bytes:
o (1E) (1F) (20) o //Sync
o (1B) (1C) (1D) o //Dest Address
o (1Input) o //Button (ASCII)




Sync Code
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o MOV Ox1E, #0x12
o MOV Ox1F, #0x34
o MOV 0x20, #0x56

o Sync 1s 0x123456.

el At .

- Nl
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Smfﬁng Constant Sync
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o -y ] ,II
- D -

client.RF_setfreq((2400+0x29) *x 10%*6);
client.poke(0x06,0x00); #1Mbps
client.poke(0x07,0x78); #Reset status register

client.RF_setmaclen(3); # SETUP_AW for 3-byte add
client.RF_setsmac(0x123456);
client.RF_setpacketlen(4);

#Power radio, prime for RX, two-byte checksum.
client.poke(0x00,0x70|0x03|0x04|0x08);
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alr-2% goodtet.nrt sniTTtp | head
Listening as ULpRlZ23456 on 2441 MHzZ
1T of B6U 35

1T of 6l 35

1T oF 6l 35 This method sucks:

1T 87 606 35 2) ﬁm: ?1{ de:\fll;zsdﬁ\;{f: unigue Synes.

1T of 6l 35

1T &f 60 35

1T a7 6l 35

1T of Bl 35

1T &f 6l 35
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Keykeriki and Ubertooth
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o Fast MCU
o Raw Radio

o Software Filtering

o (N()t SDR)




Keykeriki
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o Moser and Schroder
o Amiccom A7125
o Raw 2FSK Radio
o Bits on a wire.
o ARM Processor
o 2 Megabaud 1n Software
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Ubertooth
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o Michael Ossmann
o Sniffs Bluetooth Channels

o Software matching on Preamble/Sync
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Autotuning
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air-2% goodfet.nrt autotune
Lutotuning as QULDOEORESS on 2499 MHZ
SYNC,mac,r5,rb

Tuned to 2450 MHz

Tuned to 2481 MHz

'55,0102050201,51,09° B, 00520
'55,0102050201,51,09° O, 0160
'55,0102050201,51,09° B, 02326
'55,0102050201,51,09° B,02837
Tuned to 2452 MHZ
Tuned to 2453 MHz
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Autotune Trick
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o Reduce match length to minimum.
o Hardware match on the Preamble,
o as 1f 1t were a Sync,
o preceded by noise,
o tossing out false positives.

o Match on Sync once 1t’s found.
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Match Preamble as a Sync

- : . 3 = D g = 4a Ly B a— =Y . a - ‘ - -
LEN R e S R S R L e e Dt C o L L g NG L ianin . PHRGSRRE SR SN S

o Preamble is often predictable.
o OxAA™ or 0x355* for 2FSK.
o 0x00* for DSSS.

o Match on it!




Minimum Sync Length
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o Radio preambles are short.
o Reduces power consumption.
o Radio Syncs are long.

o Reduces false positives.
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Minimum Sync Length

WWM PP O e o gl LTSS F R L PR %

03 SETUP AW

PP SENPP.

Reserved 7:2 000000 | RW

AW 1:0 11 R/W
RX/TX Address field width
‘00" - lllegal \
01'- 3 bytes 2 bytes!
'"10' - 4 bytes
11" — 5 bytes
LSByte is used if address width is below 5 bytes




Noise Characterization
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o 00*, Noise 1s beneath center.

o FF*, K Noise 1s above center.
o J3* || AA*, Clock feedback.




Precede Sync by Noise
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o Noise 1s most often 00*, FF*, 55*, or AA*.
o Preamble 1s 55 or AA.

o 0055 and O0AA are good choices.
o 5555 and AAAA are 1diotic choices.
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False Positives
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o False positives are predictable,
o Look like background noise.

o Common values can be filtered.
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False Positives
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o 335 FF FF FF FF FF
o FF FF FF EO 00 00
o AAAA AB 55 55 55
o 01 02030201

o AAAAAAAAAA




# TE n&oﬁ BENEEAT THw_;U

# TE ORDS BENEEAT THS SUC

# TE ORDS BENEEAT THS SUCE

# TE ORDS BENEEAT THS SUCEE
# TE ORDS BENEEAT THS SUCEER
Unknown character 0x34.
TE_ORDS BENEEEE——

TE R DS B N E ] e e e atass asaased imasaae masaass
et | N€ WOrds beneath
TE_ORDS_BENEE) .

R this sucker's teeth,
TE ORDS BEMNEE

TE ORDS BENE™m—-
Unknown character WUx36,
# TE ORDS BENEEAT THS SUCEERS TEETH

1
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# 2 B R
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Reversing by Autotune
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o 8 ¥ 2

o Less need for irmware.

o Breaks in minutes, not days.

air-2% goodfet.nrt autotune
Lutotuning as QUOOEOODAOSS on 2499 MHZ
SYNC,mac,r5,rb

Tuned to 2480 MHz

Tuned to 2481 MHz
'55,0102030201,51,09" loo
'55,0102030201,51,09" loo valid
'55,0102050201,51,09" looks walid
'55,01020530201,51,09" looks walid
Tuned to 2482 MHz

Tuned to 2483 MHz

P
A

valid

P
1

S )R

b, 0520
b, 01600
b, 02326
b, 02837
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Reversing by Autotune
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o Before Autotuning,

o Dump firmware.

o Reverse with IDA.

o Load registers and sniff.
o Autotune 1s faster.

o But it doesn’t always work.




Another Way
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o Some radios have no Preamble!

o How else can we find the Sync?
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Software Matchmg

o Sniff with a short, noisy Sync.

o Search for known plaintext.

. onsive Innovations,LLC |
~ P/N:RCRF-01
_ by: Turning Technologies LLC

TurningTechnologies.com
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I

199244 4107

Mumbhd in Thailand
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Software Matching
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pro% goodfet.nrf sniffprom OxAA | grep --color "19 92 44"

df ed ff aa aa ff aa aft fd /7t 12 34 56 19 92 44 35 0Oe bb 5f
aa d5> bf aa aa tt ff bt fd /f 12 34 56 19 92 44 35 Oe bb 5f
bo ff. fT.aa. . aa. ftf aa b5 fd. - /f-12 34 56 .19 92 .44 35 0Oe bb /T
a9 ad 5T aa 'aa " TT1T eb 20 fd 51.12 34 56 19 92 44 35 Ue bb 57T
ae aa ff aa aa ff aa ad fd 7f 12 34 56 19 92 44 35 Oe bb 5f
ff ed 57 fd 7f 12 34 56 19 92 44 35 0Oe bb 6f ed4 75 94 ba 51
aa aa ef aa aa ftf aa ab 19 55 12 34 56 19 92 44 35 0Oe bb 7f
ea ef ff ea aa ff fd tf fd 7f 12 34 56 19 92 44 35 0Oe bb 5/
ad AT AV aad dad T T v T 11234 561992 "4 "F5 ¥e* ' 0 ' ° b
ab 6b 57 aa aa tt ff ff fd 55 12 34 56 19 92 44 35 Oe bb 5f
b6 aa bf aa ab tf ff tf fd /f 12 34 56 19 92 44 35 0Oe bb /d
ab d/ 5f aa aa fe b5 ad fd 55 12 34 56 19 92 44 35 Oe bb 56
o A0 SL G RS Se.al D Sl o gQu-ola aa e8f o Fl e Sk LL. T T§% 1d
T PR B Ira7 a8 S 19 QF A4 " 35Cr& thll ‘58 F1° I fT 6 IT
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12 34 56
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171
u u

92 44
97 A4
bb of ed
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Conclusions
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o Layer 1 1s unexplored.
o New vulnerabilities waiting.

o New techniques needed.
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Spoilers
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o This lecture:
o Packets outside of packets.
o Sniffing beneath Layer 2.

o Coming soon:

o Packets inside of packets.
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