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Thank you kindly.

Michael Ossmann
Thorsten Schröder and Max Moser
Sergey Bratus
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Microsoft 2.4 GHz Keyboard

2.4GHz Nordic, XOR crypto
SYNC varies by unit.

There’s no promiscuous mode.
Initial Exploit in Keykeriki 2.0

Max Moser and Thorsten Schröder
Amiccom A7125, nRF24L01+
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Introduction

What is the hack?
Why is it hard?
How does it work?

Layer 1 Attacks
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nRF24L01+

2.4GHz 2FSK Transceiver
Auto-ACK, Auto-Retry

No promiscuous mode.

Friday, May 20, 2011



Friday, May 20, 2011



Building a Promiscuous Mode

Wifi, Ethernet
Missing the Address.
Turn off matching.

Bluetooth, Microsoft Keyboards
Missing the Sync.
Can’t turn off matching!
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Building a Promiscuous Mode

Software Defined Radio
Expensive ($$), Finicky

Bit Banging
Expensive ($), Custom

Hardware Tricks
Cheap (¢), Commodity
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Why mess with toy radios?
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Down to Layer 1

What does Ethernet look like?
What does digital radio look like?

There’s plenty of room at the bottom.
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Ethernet

Preamble
AA AA AA AA AA AA AA

Sync
AB

Body
dest, src, etc

Preamble is a repeating pattern.

Sync breaks that pattern.
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Layer 1 Ethernet Frame

AA AA AA AA AA AA AA AB
00 DE AD BE EF 00 CA FE BA BE ...
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Radio

Shorter Preamble, to conserve power.
Longer Sync, to combat noise.
Varied Sync

Unique to protocol or to the device.
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Preamble -- Sync

Ethernet
AA AA AA AA AA AA AA -- AB

Radio
55 -- 12 34 56
55 -- 01 02 03 02 01
00 00 00 -- 00 A7
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Varied Syncs

Sync per Protocol
123456, Turning Point Clicker
0102030201, OpenBeacon
C2BD, Nike Shoe Pod

Sync per Device
Microsoft 2.4GHz Keyboards
Bluetooth
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The Old Fashioned Way

Dump firmware into IDA.
Reverse engineer it.

Looking for radio register settings.
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Radio Registers

Friday, May 20, 2011



Friday, May 20, 2011



Friday, May 20, 2011



Friday, May 20, 2011



Radio+8051 MCU

SPI ROM
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Clicker Firmware Extraction

SPI Flash is External
No code protection. Just read it!

First 7 octets are metadata.
Eighth octet loads into CODE:0x0000.
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Just 3kB of Code

Friday, May 20, 2011



Transmit Function

Sends these bytes:
(1E) (1F) (20)
(1B) (1C) (1D)
(input)

//Sync
//Dest Address
//Button (ASCII)
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Sync Code

MOV 0x1E, #0x12
MOV 0x1F, #0x34
MOV 0x20, #0x56

Sync is 0x123456.
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Sniffing Constant Sync
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Sends these bytes:
(1E) (1F) (20)
(1B) (1C) (1D)
(input)

This method sucks:
1) Repeat for every device.
2) Helpless if devices have unique Syncs.
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Keykeriki and Ubertooth

Fast MCU
Raw Radio
Software Filtering

(Not SDR)
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Keykeriki

Moser and Schröder
Amiccom A7125

Raw 2FSK Radio
Bits on a wire.

ARM Processor
2 Megabaud in Software
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Ubertooth

Michael Ossmann
Sniffs Bluetooth Channels
Software matching on Preamble/Sync
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Autotuning

Friday, May 20, 2011



Autotune Trick

Reduce match length to minimum.
Hardware match on the Preamble,

as if it were a Sync,
preceded by noise,
tossing out false positives.

Match on Sync once it’s found.
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Match Preamble as a Sync

Preamble is often predictable.
0xAA* or 0x55* for 2FSK.
0x00* for DSSS.

Match on it!
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Minimum Sync Length

Radio preambles are short.
Reduces power consumption.

Radio Syncs are long.
Reduces false positives.
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Minimum Sync Length

2 bytes!
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Noise Characterization

00*, Noise is beneath center.
FF*, Noise is above center.
55* || AA*, Clock feedback.
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Precede Sync by Noise

Noise is most often 00*, FF*, 55*, or AA*.
Preamble is 55 or AA.

0055 and 00AA are good choices.
5555 and AAAA are idiotic choices.
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False Positives

False positives are predictable,
Look like background noise.
Common values can be filtered.
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False Positives

55 FF FF FF FF FF
FF FF FF E0 00 00
AA AA AB 55 55 55
01 02 03 02 01
AA AA AA AA AA
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Reversing by Autotune

Less need for firmware.
Breaks in minutes, not days.

Friday, May 20, 2011



Reversing by Autotune

Before Autotuning,
Dump firmware.
Reverse with IDA.
Load registers and sniff.

Autotune is faster.
But it doesn’t always work.
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Another Way

Some radios have no Preamble!
How else can we find the Sync?
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Software Matching

Sniff with a short, noisy Sync.
Search for known plaintext.
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Software Matching
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12 34 56
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Conclusions

Layer 1 is unexplored.
New vulnerabilities waiting.
New techniques needed.
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Spoilers

This lecture:
Packets outside of packets.
Sniffing beneath Layer 2.

Coming soon:
Packets inside of packets.
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