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… Most important Questions

● How much attack schemes will be discovered today?!
 
● Are the different schemes verified or tested?
 
● How much of them are client- or software/server-side?
 
● Are the discovered vulnerabilities OS independent?
 
● Severity or priority of the discovered vulnerabilities?

● How much time did your group needs to exploit & identify?



  



  



  



  



  



  



  

… Discovered zer0-day security Issues!

● Skype 5.3.x 2.2.x 5.2.x - Persistent Cross Site Scripting Vulnerability
 
● Skype 5.3.x 2.2.x 5.2.x - Persistent Software Vulnerability
 
● Skype 5.5.x 5.3.x  - Standby Remote Buffer Overflow Vulnerability
 
● Skype 5.5.x 5.3.x - Denial of Service Vulnerability
 
● Skype 2.8.x & 5.1.x – Memory Corruption Vulnerability



  



  



  



  



  



  



  



  



  



  



  



  



  



  



  



  

… Questions & Discussion?
● Meet the author for questions, response or feedback
● Explain/Show your own exploitation technique

… Presentation & Handout: 
http://conference.hitb/org/hitbsecconf2011kul/materials 

… Thanks!

Jüri Shamov, Pim J.F. Campers, Levent Kayan, Thomas 
Pullen, Sheila, Dr. Whax, GMC, L33tdawg, Alexander 
Fuchs alias f0x23, Mohammed Abelkader, Chokri B.A. 
aka Me!ster, Marcel Bernhardt & Ivan Montilla Miralles.
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