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Ã Securitystart-up companyfromPoland

Ã Provides various services in the area of security and

vulnerabilityresearch

Ã Commercialand ProBonoresearchprojects

Ã Cameto life in a resultof a true passionof its founder for

breakingsecurityof thingsand analyzingsoftwarefor security

defects

Ã Our ambitionis to conductquality, unbiased,vendor-free and

independentsecurityand vulnerabilityresearch

INTRODUCTION
About Security Explorations
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Ã Disclosure of the details of our SE-2011-01 security research 

project

Ä Pro Bono work as part of our contribution to the field

Ã Educate about security risks associated with less known 

technologies and platforms such as those used in a digital 

satellite TV ecosystem

Ã Show that security in a modern digital satellite TV environment 

should not be limited to the security of content

Ä Issues affecting security and privacy of users

INTRODUCTION
Presentation Goal
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INTRODUCTION
DISCLAIMER

Ã Information provided in this presentation is for educational 

purposes only

Ã Security Explorations neither promotes, nor encourages the acts 

of a digital satellite TV piracy

Ã Any use of the information provided in this presentation for 

illegal purposes is strictly prohibited

Ã In case of legal actions taken against Security Explorations, the 

following web pages will be updated

http://www.security-explorations.com/en/legal-threats.html
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Ã One of the missions of our company is to increase general 

awareness of users and vendors in the area of computer and 

Internet security

Ã Digital satellite TV set-top-box devices as a new attack platform

Ä complex systems that run atop of dedicated hardware and 

software

Ä connected to the Internet for richer user experience (IPTV, 

Video on Demand, remote DVR, Internet radio, web auction 

portals, customer service, YouTube, games, etc.)

Ä Users completely unaware their set-to-boxes could pose a 

security risk

PROJECT SE-2011-01
Motivation
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PROJECT SE-2011-01
Motivation (the actual trigger of interest)
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Ã Pro Bono security research project verifying security of digital 
satellite set-top-boxes

Ä Project conducted for 1.5 years

Ã Multiple security vulnerabilities found affecting different vendors

Ä Onet.pl S.A (web portals / services)

Ä Advanced Digital Broadcast (STB manufacturer)

Ä STMicroelectronics (semiconductor company)

Ä ITI Neovision(TV SAT provider)

Ä Conax AS (CAS provider)

Ä DreamLabOnet.pl S.A. (software company)

Ã Project exposed weaknesses in the security of the digital satellite TV 
platform as a whole

PROJECT SE-2011-01
Basic data
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Ã Content broadcasted from a TV provider via a satellite to 

receiver devices

Ä Satellite dish and a set-top-box device required for 

reception

DIGITAL SATELLITE TV
Architecture
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Ã Physical and data-link layer of the distribution system is 
defined by Digital Video Broadcasting (DVB) standards
Ä DVB-S, DVB-S2 and DVB-SH

Ã All data is transmitted in MPEG (ISO/IEC 13818) transport 
streams
Ä Program Service information (PSI)

ÁInformation about the type and location of services

Ä Audio and video data for digital TV and radio services

Ä Files (DSMCC Object Carousels)

Ä Applications (Java TV Xletõs)

Ä Private / operator specific data

ÁSet-top-box configuration, software upgrades, Push VOD metadata, 
billing information

DIGITAL SATELLITE TV
Transmission
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Ã Programs are composed of one or more elementary streams, each 
labeled with a PID (packet identifier)

Ã Video and audio data are encoded as described in ITU-T Rec. 
H.262, ISO/IEC 13818-2 and ISO/IEC 13818-3

Ä MPEG-2, H.264, AC3, MP3, é

Ã The resulting compressed Elementary Streams(ES) are split into 
packets to produce Packetized Elementary Streams (PES)
Ä maximum length of 65535 bytes

Ã PES packets are further packetized and muxedinto Transport 
Stream(TS) packets
Ä always 188 bytes in length

Ä 32-bit header

ÁPID denotes the type of payloaddata

Átransport_scrambling_control bit for encrypted payload 
indication

DIGITAL SATELLITE TV
MPEG streams
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DIGITAL SATELLITE TV
MPEG streams(2)
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Ã Program Specific Information (PSI) consists of several MPEG 

tables that allow for demultiplexingof programs by decoders

DIGITAL SATELLITE TV
Program Specific Information

STRUCTURE NAME PID NUMBER DESCRIPTION

Program Association 

Table(PAT)

0x00 Associates Program 

Number and

Program Map Table PID

Program Map Table

(PMT)

Assignment indicated in 

the

PAT

Specifies PID values for 

components (elementary 

streams) of one or more 

programs
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Ã A device that contains a tuner and connects to a television and 
an external source of signal

Ã It turns the signal received by a dish into content which is then 
displayed on the television screen

Ã Features include

Ä Digital Video Recorder (DVR) functionality

ÁRecording to internal or external hard drive

Ä Internet connectivity (Web Browser, IPTV)

Ä DLNA/ Home Networkingfunctionality

ÁPlaying / displaying content from other home network 
devices

DIGITAL SATELLITE TV
Set-top-box devices
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DIGITAL SATELLITE TV
Building blocks of a Java based set-top-box

Main set-top-box 

application (Navigator)
Other applications

MHP Middleware / APIs

Java Virtual Machine for set-top-boxes (CDC)

Embedded OS / Linux OS

Set-top-box hardware / DVB chipset
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Ã Multimedia Home Platform (MHP) APIs

Ä Low-level MPEG access

Ä Access to broadcast data

ÄMedia control and playback

Ä Application lifecycle

ÄGraphics and user interface

ÄCommunication with a back-end server or other 
applications

Ä Access to receiver hardware and peripherals such as 
smart cards

Ä Security

DIGITAL SATELLITE TV
The Core APIs
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Ã Java Applications (Xlets) can be broadcasted as part of the 

service data (along with audio and video streams)

Ä Special AIT MPEG section

Ã Concept similar to Java Applets

Ä Unsigned Xletõsexecuted in a security sandbox

Ã Usually bound to a given service (programming)

Ä Their lifetime is limited to the time of a given service 

selection

Ã Can be persistently stored and autostartedin a set-top-box 

environment

DIGITAL SATELLITE TV
Java Xlets
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Ã The environment of Platform ôNõ digital satellite TV 

provider (820k+ subscribers and 30+ HDTV channels 

broadcasted via HotBird13° East satellites)

Ä Advanced Digital Broadcast set-top-box devices running 

atop of Java MHP middleware

ÁSTi710x and STi7111 System-on-Chip processors from

ÁConax Conditional Access system with chipset pairing

Ä Limited set of trusted Internet services provided by Onet.pl 

S.A. and available to set-top-box users

Ä Communication software implemented by a sister company -

DreamlabOnet.pl S.A.

PLATFORM ARCHITECTURE
The environment
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PLATFORM ARCHITECTURE
The environment(2)
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PLATFORM ARCHITECTURE
The set-top-boxes
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Ã Hermes

Ä Old version of a set-top-box software

Ä ăBlueó 2D GUI

Ä Mostly statically linked

Ã Carbo (2010 and beyond)

Ä New generation set-top-box software

Ä 3D GUI

Ä The use of many dedicated dynamically
linked libraries

ÁConax, storage, driver API, é

Ä Extra features such as DVR and Home 
networking (Multiroom)

PLATFORM ARCHITECTURE
Hermes vs. Carbo
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Ã STMicroelectronics system-on-chips

Ã Dedicated MPEG / DVB chipsets

Ã ST40 microprocessors for main CPU

Ã ST231 cores for Audio / Video decoding

Ã Proprietary SlimCPUcores (FDMA, crypto)

Ã ST40 microprocessor

Ä 32-bit RISC microprocessor

Ä Hitachi SH4 instruction set

Á16-bit instruction opcodes

Ä Runs the system code (STLinux OS)

PLATFORM ARCHITECTURE
Set-top-box hardware
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Ã Embedded SSL certificates

Ä The box connects to trusted websites only

Ã HTTPS scheme only

Ä Only SSL connection is used for web resources retrieval

Ã Chrootsandboxand unprivileged user id

Ä Limited access to native OS environment

Ã IPtableswith additional filters for MPEG PES
Ä No incoming traffic allowed to the box

Ä No MPEG PES traffic allowed out of the box

Ã No listening TCP ports
Ä Limited exposure to attacks

Ã Encrypted Flash ROM (Carbo SW only)
Ä Hiding code to a analyze

PLATFORM ARCHITECTURE
Security mechanisms of set-top-boxes
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Ã One big(20MB+), statically linked image for main set-top-box 
application
Ä More difficult reverse-engineering

Ã Custom Java File System

Ä Native OS filesystemnot visible via standard Java I/O API

Ã Custom JVM Security Manager

Ä Additional security checks for MHP environment

Ã java.lang.Runtime.exec () not working
Ä Difficult to spawn shell commands from Java

Ã No sun.misc.Unsafe class
Ä No standard way to break JVMõs memory safety

Ã Binary code obfuscation
Ä Java classesfor main MHP set-top-box application obfuscated

PLATFORM ARCHITECTURE
Security mechanisms of set-top-boxes (2)
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Ã Photo Galleries service did not validate the name of the album

Ã Possibility to inject up to 50 bytes of arbitrary HTML code

Ä <script>alert(ôHello Worldô)</script>

GETTING DEVICE ACCESS
CSS in web application code
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Ã Upon visiting trusted Photo Galleries service, injected HTML 

code sequence gets parsed by a set-top-box web browser

Ã Not enough to execute arbitrary JavaScript code!

Ä All resources referred from the embedded code sequence 

need to come from a trusted website

ÁHTTPS scheme only restriction

ÁVerification of a server certificate

GETTING DEVICE ACCESS
CSS in web application code(2)
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Ã Photo Galleries service available for set-top-boxes with 

additional functionality

Ä adding a given photo album into the list of favorite albums (FAV 

list)

GETTING DEVICE ACCESS
Favorite albums list
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Ã Serial number of a target set-top-box device sufficient to add 

arbitrary album name (inject code) into any userõs FAV list

Ä nBoxSerialNumber and X- nBox- SerialNumber HTTP 

header fields

Ä / nportal /nFoto_v2/ moje_albumy.html?add =ALBU

MID script

Ã Multiple album names (code) could be added to the FAV list

Ä Set album name to JavaScript CODE_SEQUENCE1, add it to the 

FAV list

Ä Set album name to JavaScript CODE_SEQUENCE2, add it to the 

FAV list

Ä é

GETTING DEVICE ACCESS
Favorite albums list(2)
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Ã MHP specification states that 

Ä packages, classes, methods and fields shall be visible in 

ECMAScriptusing a property of the global object called 

Packages

Ã Bypassing web browser restrictions by calling Java I/O from 

JavaScript

Ä Arbitrary file reading over HTTP connection

GETTING DEVICE ACCESS
Unlimited JavaScript code execution
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Ã The following album names were used to fetch & execute 

arbitrary JS file from a LAN

GETTING DEVICE ACCESS
Unlimited JavaScript code execution(2)
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Ã JavaScript not very convenient for code execution / playing 

with an unknown device

Ã MHP specification states that 

Ä ECMAScriptmay directly invoke visible methods with the 

same permissions as the overall application

Ã Set-top-box web browser (Xion) implemented as Java Xlet

Ä Privileged MHP application context

Ã (Almost) Unrestricted operation in JVM environment

Ä Access to sensitive Java packages (sun. package)

Ä Ability to create custom Class Loader objects

Ä é

GETTING DEVICE ACCESS
From JavaScript to Java
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Ã Custom ClassLoaderobject created in JavaScript for arbitrary 

Java code execution

Ä User provided codebase

Ä All classes defined as fully privileged code

ÁNull classloadernamespace

ÁNull ProtectionDomain

Ã Running any Java code

var loader= get_loader ();

var clazz =loader.loadClass (ĂBlackBox ò);

clazz.newInstance ();

GETTING DEVICE ACCESS
From JavaScript to Java (2)
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Ã Using the SAT TV operatorõs infrastructure for set-top-box code 

execution not convenient at all

Ä Change of a set-top-box web browser configuration

ÁEnabling HTTP scheme

ÁDisabling validation of server certificates

<http - client schemes="http:https:dlnahttp" 

cert - dir="/flash/dummy/" />

Ã From time to time, lost access to the set-top-box needed to be 

regained

Ä Fully automatic tool to speed up the process

Ã The above allowed for continuous and unnoticed set-to-boxes 

hacking for 1.5 years J

GETTING DEVICE ACCESS
Going unnoticed



HITBSecConf, May 24-25, 2012, Amsterdam, The Netherlands

ELEVATING PRIVILEGES (JVM)
JVM Security model

Ã Standard JVM Security Manager extended by ADB implementation 

for MHP environment
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ELEVATING PRIVILEGES (JVM)
JVM Security model (broken implementation)

Ã The check for a given permission is always successful if the 

rootPermissionsGrantor object says so

Ã Oneinstance of RootPermissionsGrantor objectin the 

system

Ä RootPermissionGrantor.getInstance ()

Ã Java / MHP ROOT permission can be granted to arbitrary 

processes with the use of the grantRootPermissions

method call

Ä public void grantRootPermissions ( int i ) {

MpBase.doImmortal (new PutPrivilegeAction ( i ));

}
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Ã Null classloadernamespace and Null ProtectionDomain

does not implicate ROOT privileges in a target set-top-box 

environment

Ã Additional permissions and security checks in place while 

accessing certain files via Java I/O API

Ä /flash/registry.gz

Ã Unrestricted file system access by attaching to PID -1

sun.misc.CVM.attachProcess ( - 1)

ELEVATING PRIVILEGES (JVM)
Full file system access
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Ã Stopping Web browser application, stops all of its Java 

threads

Ã Daemon mode allows for background operation of code

Ã Going into daemon mode

Ä attaching to PID -1

Ä creating Java Thread as part of the topmost JVM 

ThreadGroup

ELEVATING PRIVILEGES (JVM)
Daemon threads
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Ã Java type system guards memory safety of a running program

Ã Read / write memory access required in order to inspect the 

underlying Operating System

Ã Abuse of Java Reflection API to create arbitrary type confusion 

condition for memory read and write functionality

Ä Unsafe use of types such as casting from Object to integer 

and vice versa

ELEVATING PRIVILEGES (JVM)
Bypassing memory safety
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ELEVATING PRIVILEGES (JVM)
Bypassing memory safety(2)
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Ã Type confusion along with read / write memory access used for 

executing native code

Ä Inspecting Java VM class structure in memory

Áhttp://java.net/projects/phoneme/sourcesas a reference

ÄChanging arbitrary methodõs type from JAVA to NATIVE

ÄSetting methodõs address to the address of the code to 

invoke

Ã The use of Java Native Interface (JNI) for seamless 

parameter passing

ELEVATING PRIVILEGES (JVM)
Native code execution

http://java.net/projects/phoneme/sources
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ELEVATING PRIVILEGES (JVM)
Native code execution(JNI)
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Ã Comprehensive ELFUtils class to assist in native code execution

Ä Parsing of ET_REL, ET_EXECand ET_DYNtypes of ELF 

images in memory

Ä Looking up symbol addresses

Ä Looking up GOTentry addresses

Ã NativeCode class

Ä Based on ELFUtils class

Ä Generic wrapper for arbitrary Linux library symbol invocation

in Java

Álibc functionsi.e. syscall ()

ELEVATING PRIVILEGES (JVM)
Native code execution (helper functionality)
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Ã There are many open file descriptors available in a target 

MHP process

Ä /dev/ kmem(O_RDWRmode)

Ä /dev/mtd0 (O_RDWRmode)

Ã System architecture related issue

Ä Open file descriptors shared among MHP threads due to 

their implementation as LinuxThreads

Ä By breaking security of a single thread, attackers can get 

access to all resources (i.e. memory, open file descriptors) of 

all other threads (including those more privileged) of the 

MHP application

ELEVATING PRIVILEGES (OS)
Leaked file descriptors
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Ã Privilege elevation to ROOT

Ä The use of /dev/ kmemfile descriptor

Ápatching process credentials and capabilities structure in kernel memory

Ä Target FD located via fstat syscall

Ã Chrootsandbox escape (like in 90õs, but in Java)

public static void escapechroot () {

Syscall.chroot ("lib");

for( int i =0;i<40;i++) {

Syscall.chdir ("..");

}

Syscall.chroot (".");

}

ELEVATING PRIVILEGES (OS)
Chrootsandbox bypass (Hermes only)
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Ã Hermes

Ä ROOT service 

ÁOPEN, CLOSE, READ, WRITE, IOCTL AND LSEEK calls exposed via 
named pipes (leaked FD)

ÁAll operations conducted with ROOT privileges

Ä /dev/ dbgio device driver

ÁIOCTL for read (0x0x40046401) and write (0xC00C6410) 
of kernel memory

ÁNo security checks 

Ã Carbo

Ä /dev/ grantcap device driver
ÁGRANTCAP_Setfunction of libstd_drv_grantcap.so library

ÁSetting arbitrary capabilities for a target process

ÁNo security checks

ELEVATING PRIVILEGES (OS)
More privilege elevation attacks
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Ã Kernel level I/O space access required for direct programming 

of various DVB chipsetõs registers

Ä The need for word and dword granularity

Ã Arbitrary system call handler installation

Ä Discovering the location of syscalltable

ÁSearch for a pattern of given syscallentries (by addr)

Ä Discovering target addr for the syscallcode

ÁMemory region of an unused /proc file handler

ï/proc/stpti4_core/PTI_0_0/TC_DSC

Ä Hijacking unimplemented syscallslot #17

ELEVATING PRIVILEGES (OS)
Kernel level I/O space access
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Ã KModule and KSymsclasses

Ä Parsing binary images of kernel level modules from 

/lib/modules

Ä Parsing of /proc/modules and /proc/ ksyms

Ã Functionality

Ä Looking up exported kernel symbols

ÁKsyms.sym_addr (" sys_ni_syscall ")

Ä Looking up exported symbols by specific kernel module

ÁKModule.get_sym_addr ("stpti4_core","stptiHAL_

read_proc_dsc")

ELEVATING PRIVILEGES (OS)
Kernel level I/O space access (helper functionality)
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Ã Custom Web Browser used in ADB set-top-boxes
Ä Implemented as a Java TV Xlet

Ä Extensions in the form of URI handlers and Plugins

Ã Support for DVB-HTML applications

Ä XHTML 1.1, CSS 2, DOM 2 and ECMAScript

Ã Configuration setting in XML file
Ä xion - properties.xml

Ä User settings taken into account if configuration file found in user 
writeable /flash directory

Ã User canõt actually distinguish if yet another STB menu or a 
web page gets displayed on a TV screen
Ä No web address / connection information bars

Ä Easier website spoofing

MALWARE SPREADING VECTOR
About Xion Web Browser
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Ã The usual Xiondocument loading mechanism

Ä parseDocument method of DVBHTMLDocumentImpl class

Ä It does take into account URI scheme restrictions

Ã Document loading may also occur in a result of handling one of 

registered URIs

Ä handleURI method of URIHandlerPlugin subclass

Ä URI handling occurs prior to loading a document

Ã The problem:

Ä URI handling does not take into account Xionõsrestrictions 

regarding allowed URI schemes

ÁHTTP scheme allowed

MALWARE SPREADING VECTOR
URI handlers
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Ã Invoked by the Xionweb browser for URIõs ending with . ait

Ä http://10.0.0.2/test.ait

Ã Implementation of application loading from the interaction channel (IC)

Ä AIT file specifies Java Xletapplication to load and execute

Ä File format follows Application Information Table format (MHP 1.x spec)

MALWARE SPREADING VECTOR
AIT Handler
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Ã By default, unsigned Xletõsare not allowed to be executed

Ä SIGNED_XLETS_ONLY=1environment variable

Ä Security checking done in DVB Class Loader code

Ã Class Loader problems

Ä ă/ó in JVMõs classpath

ÁA call to load class pkg1.pkg2.classname will attempt to 

load a system class from /pkg1/pkg2/ classname.class

file

Ä Class loading order

ÁPossibility to load and launch unsigned Xletsprior to any security 

checking

ÁThe need for an Xletclass to be reachable from a classpath

MALWARE SPREADING VECTOR
Unsigned Xlet execution
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Ã AIT files specify transport protocol for acquiring Xletõscode

Ã HTTP over Interaction Channel (IC)

Ä HTTP protocol transparently tunneled at the native layer

Ä All resources visible `in Java I/O space through the IC file system 

mountpoint

Á/OC/ht N directory

Ã IC file system mounted prior to class loading / signature security checks

Ã IC file system allows for user provided code to be visible as part of a 

system classpath

Ä oc.ht9.xlet.p9.SeXlet class

ÁLoading of / oc /ht9/ xlet /p9/ SeXlet.class

ÁAcquiring xlet . p9. SeXlet.class class bytes via HTTP over 

Interaction Channel

MALWARE SPREADING VECTOR
Unsigned Xlet execution(IC file system)



HITBSecConf, May 24-25, 2012, Amsterdam, The Netherlands

Ã Automatic tool for AIT and main Xletcode files generation

Ã Multiple Xletsin one AIT file in order to hit proper mount point

Ä Same HTTP codebase URLs under one mount point

Ä New mount points easy to predict (incremented mount point number)

Áoc.htN.xlet.pN.SeXlet where N=2*i+1

i =Xletnumber

MALWARE SPREADING VECTOR
Unsigned Xlet execution (exploit code)
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MALWARE SPREADING VECTOR
Attack scenario
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Ã Making use of a web browser implementation

Ä Xionweb browser Xletstarted upon system startup

Ä User provided configuration file overwrites system settings

Ä Script engines registration triggered by the configuration file

Á<scripter language= \ " dscript \ " 

class= \ " flash.DScripter \ " cache -

mode=\ "permanent \ " />

Ã Making use of an insecure JVM configuration

Ä ă/ó in a classpath

Ã The result

Ä /flash/ DSCripter.class code automatically started upon 

set-top-box startup

PERSISTENT BACKDOOR INSTALL
Details
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Ã Xletdownloaded and started by default on a set-top-box 

upon detection of the Internet connection

Ä Set-top-box communication endpoint for SAT TV operator

ÁScheduling and managements of recordings from the Internet

ÁPopup messages from the operator

ÁGathering statistics data

Ä Jabber XML communication protocol

Ã Buggy XML parser implementation

Ä Authorization bypass

ÁPossibility to send e-mail messages to arbitrary set-top-boxes

ÁDeleting recordings

OTHER PROBLEMS
CommunicationXLet
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OTHER PROBLEMS
CommunicationXLet(2)


