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About Security Explorations oy

A Securitystartup companyfrom Poland

A Provides various servicesin the area of security and
vulnerabilityresearch

A Commerciaand ProBonoresearclprojects

A Cameto life in a resultof a true passionof its founder for
breakingsecurityof thingsand analyzingsoftwarefor security
defects

A Our ambitionis to conduciguality, unbiased yvendorfree and
Independensecurityand vulnerabilityresearch
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Presentation Goal <~Hpm~.~.rim9

A Continuation of our research in a digital satellite TV
area

A Educate about security risks associated with less
known technologies and platforms such as those use
In a digital satellite TV ecosystem

A Warn about security risks associated with
closed ecosystems such as digital satellite TV

Insecurely implemented proprietary hardware components
3rd party security evaluation processes




INTRODUCTION o

DISCLAIMER security

i
A Information provided in this presentation isfiucational
purposes only

A Security Explorations neither promotes, nor encourages the a
of a digital satellite TV piracy

A Any use of the information provided in this presentation for
llegal purposes is strictly prohibited

A In case of legal actions taken against Security Explorations, tf
following web pages will be updated

http://www.securityexplorations.com/en/legalhreats.ntml
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Why bother about content security ? Se%l;i';!ly

A Pay TV piracy remains a major concern for channe
and operators

It leads to financial losses for the European pay TV
iIndustry

It substantially damages the image of transmitters and
content rights holders

It reduces the allure and payback of investing in the
iIndustry

it hurts the industry and its innovation capabillities

i Signal theft estimated to be more than $2.1 billion
at the end of 2011for Asia region alo€ASBAA)
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Security ofa premium content i

A Paid, premium content broadcasted in encrypted form
Scrambling at the TS or PES level
A transport_scrambling_control bit of MPEG TS packet
Common Scrambling Algorithm (CSA) and its derivatives
A Shared 64bit secret key (Control Word)
Dedicated security chipsets for decryption

i Key components in the security system
Subscri berds smartcard
Ahol ds 1T nformati on about subscr

A releases decryption keys to the-sgb-box if access to a given
service iIs granted

Settop-box
A Conducts decryption of a scrambled content with the use of a
received decryption key
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Security ofa premium content2) S@C@gﬂgiﬂg

Satellite dish

« Source of scrambled TV
signal

TV screen

 Displaying of decrypted and decoded
Audio and Video data

KEY DATA

ENCRYPTED KEY

SET-TOP-BOX

« Transport stream demux
e Audio and video decryption with the use
of keys obtained from a subscsriber’s

SUBSCRIBER’S SMARTCARD

« Releases decryption keys to set-top-
box if access to the content granted

smartcard
« MPEG parsing and decoding

\. W

- HITBSecConf, May 245, 2012, Amsterdam, The Netherlands




DIGITAL SATELLITE TV %

Control Word{CW) secyrify
i
A 64-bit secret keys used to descramble encrypted MPEG
streams

Audio, video and data
Unigue to each programming

Generated automatically by the content provider
Changed every ~10s
Odd and even keys for uninterrupted programming reception
A Current and next key
i Broadcasted in encrypted form to client devicest(geboxes)

carried in entitlement control messages (ECM)
encrypted with the use of asymmetric crypto (i.e. RSA)

P2

P2
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Entitlement Control Messages (ECM) Se%l;i';!ly

I
i ECM messages contain private conditional access informatiol
such as Control Words
Broadcasted by the means of a dedicated MPEG stream
Message format specific to CAS vendor

i PID of MPEG stream carrying ECM messages denoted by
CA_descriptor

If elementary stream is scrambled, a CA descriptor shall b
present for the program containing that elementary stream

Usually present IRS_program_map_section
AMPEQGable id = 0x02
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Conditional Access System (CAS) S'E‘QHHTH

& It protects the content by requiring certain criteria to be
met before granting access to the content

ASubscri berodos smartcard h
subscri berdos access righ’

what programming / program packages a subscriber is
entitled to watch
A Only authorized client devices (paying subscribers) cal
decrypt MPEG streams for premium content

Settop-box device asks the smartcard to decrypt encrypted
Control Word (ECM message)

The smartcard makes sure that access to the content can be
granted and releases the plaintext value of a Control Word
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CAS architecture (sébp-box side) security

euplorations

Scrambled MPEG stream
(audio, video, data)

SET-TOP-BOX
A

? Encrypted = ik il

Plaintext values of | PESCRAMBLER
descrambling keys

available to set-top-
box

'

Descrambled MPEG stream
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Threats to the model {mem”mH

A Premium content is encrypted and broadcasted to
all subscribers with the use of same crypto key
(Control Word)

A One rogue subscriber with access to all premium
content can share Control Word keys with others
over the Internet

llegal reception / distribution of premium programming
aka signal theft

Control Words sharing
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CAS with chipset pairing Se%ﬁﬂly
=

A Control Words unique for each pair of a subscriber
(smartcard) / client device (siip-box)

smart cards can be used only with secure devices

the link between the smart card and the client device is
secured

lllegal content redistribution is prevented (no more CW
sharing)

i Chipset pairing has a form of a cryptographic function

~

A Itis usually implemented in a silicon chip (DVB chipset
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CAS with chipset pairing (setbp-box side) Se%ﬁ‘t’nﬂiy

Scrambled MPEG stream

(audio, video, sats . PAIRING FUNCTION [Acms rights

SET-TOP-BOX I

NOT available to Y Y
set-top-box
\_

Descrambled MPEG stream
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Pairing function CRIN

A A function that cryptographically ties a-sap-box
device and a subscriber

encCW = PAIRING,,,(CW,CWPK)

CW = PAIRING 4, .(encCW,CWPK)

A Control Words pairing key (CWPK)
A Unique to each subscriber

~ArAssi gned to 1t at the tim
digital satellite TV subscription
~rUsually, a function of a
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Conax CAS with chipset pairing Se%ﬁ]ﬂly

A Conax AS Is one of the major CAS providers for th
Pay TV industry

More than 350 installations in 80 countries waildie

i CAS implemented in software and hardware
Partnership with sébp-box vendors

Partnership with many DVB chipset vendors to impleme]
chipset pairing functionality
ASTMicroelectronics, BroadcBenesaE| ect r oni
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Conax security evaluation i

A Mandatory, comprehensive evaluation of all qualified

chipsets run at independent, welddding security
laboratories

All settop-boxes and DVB chipsets implementing Conax CAS

with chipset pairing undergo rigorous security evaluation
process

Official scoring assigned to siefp-boxes and DVB chipsets
and certified in writing by Conax CSO

A 80 represents no security and 9 corresponds to the security
level of Conax smart cards

Source:http://www.conax.com/en/solutions/clientdevicesecurity/
Conax Security Department (@8an-2012)
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Conax security certification e

Chipset Security Assessment
of
Neotion NKE-1

The CAM chipset Neotion NKE-1 has undergone the Conax Security Analysis,
determining Its potential to make a CAM/STB conform to the security
requirements of the Conax Chipset Pairing Integration Kit, version 5.0,

The chipset is dtoa attainable secunty level, This
represents the best passible evaluation result for a CAM/STB using this
particular chipset,

The {
TR P ) e aoeate The Neotion NKE-1 is assessed to:

effective security) to 10. Maximum Conax STB Security Level 5

Security Levels generally dtmm over time due to
age of this nent | for its
assessment older than 18 monthl Conax should be g

The gy and other ¢ Med background of tf
m'&cumymmdmmum NKE-1 Backg
ver.1.1,

Oslo, October 12, 2010

Detalls of the assessment and the tested chipsets are
compiete report “Analysis of the Neotion NKE-1 to &
evaluations”, v1,1, dated August 31, kA)V\. ,.—;“ Y ,“7),\
Torstein Gleditsch Rune Johansen
Chief Secunty Officer
Conax AS

Comax AS

Koowgens gate 8 Y 447 224052 00

NG-0153 Oua « Norway 720

£ whufoonex com W CONRK.O0M orgae INO 963 580 07

SourceNeotioncompany website
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i DVB chipsets implement the core functionality related
the handling of MPEG transport streams and A/V data

such as:
MPEG transport filtering and descrambling (incl.
chipset pairing function)
audio and video decoding
graphics display
communication interfaces
memory interfaces

& For security and efficiency reasons, they are usually
Implemented as a single chip (systerchip orSoQ
Multiple processor cores for various functions
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STMicroelectronics implementation securify

enplorations

A STi7100 singkehip, higkdefinitionSTB decoder

5x 2-ch
DDR PCMout S/PDIF _
SDRAM| ,_,, A AudiclL & S0 Peripheral 11O
| | PC_I'EI in| AudioR oo and external interrupts
Yy A A videoln 4 & A
R2e ® Audio v v
ST40 core 266 MHz Vid DACs Serial
ideo h 4 I ATA 2x IIF IR MAFE
‘ ubI ]M LM Audio decoder interface SmCard || TwRx ||interface || PWM
Int. control & w | and interfaces v A Y
. k4 usB 4x 3x
MMU System ST231
(32 K Deache pole “Digial 20 | [|8xGPo|| e || yants || sscs
video input
3 v ¢ v v v : v
| STBus |
¢ ¢ Y Yy ry 4 ¢ ¢ i * v # F
PDES CP h 4 Video decoder 2D gamma CUR |GDP| | GDF1 | LMU |
FDMA v H.264/AVC, tiar Y ¥ ¥ | Mainvideo
I: MPEG2 Display (%4 display
4 DAA h h
PTI J S5T231 compositor |g | -
Clock . 4 core Aux video EMI
l_q,r generator EiSEqC vy display
TSmerger/router and system 3
= - . services Y DVI-HDCP Qutput stage | DENC
HDMI
X | pacs | [ pacs |
v L 4 ¥ A 4 v k4 v A J
TSINO TSINT 150 TMDS mainvideo  Mainvideo  Aux video Flash
NRSS-A output (HD) output (HD)  output (SD) peripherals

YPbPr YC/CVBS

source: st.com
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STMicroelectronics implementation (2) oaton?

A STi7111 singkehip, higkdefinitionSTB decoder

(2 channels)

Digital PCMout FSemano |l oor-2
4 Analog Stereo YPrPb HODMI CEC  SDTV FLASH SDRAM
SIPDIF —
& & Yy A A Ahh & A
11
Audio Video out Memory |
[DAC] HD DACs|[HDMI] [ | {sD DACs . +— JTAG
A - —— 2 _ A2 [Padiogic] [Padiogic]
L - 4l
| Video output | #9=8 DENC 1 1 ClockGen/ |41 IRQs
1 - b Service
Audio VDP main Compaositor (JTAG, ICE..)
decoder || Audio IF (DEHD + IOI)—" GDPx3 < VDP aux EMIPCI LM 4P resets
5T231 cursor
alpha

4 HE! R T

STBus system interconnect

A A A 4 A A A 4 4
SAT FE core h 4 Transport/SEC| |CPU DMA Peripheral Video
e h 4 3 4 vy v
SWTS CPU FDMA Video
ST40-4/300)| (x2) COMMS Ethemet||USE 2.0 decoder
DVB-52+DVB-Sh GMAC [ Host H.264/C-1 HD
52+ _gH —————| || || GMAC || Host | |}|H.264/VCA H
demodulator TSmerger{ - FTI [HPDES3 MailBoxes (x2) v y ST594
Tk
A int 12C PHY Blitter display
L 4
Yy v A4 v
FEO FE1 | DiSEQC 1/F3K SSCs. PWM ¥ MIRMI USBbus
v TSin PIOs, UARTs ¥
DiISEQC 0 2 x serial MAFE, SC...
or 1 x parallel

source: st.com
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STMicroelectronics STB H.264 generations i
]
GENERATION-1 GENERATION-2
i STi7100 ! i STi7T105 A
STi7103/Douglas STi7104/Sequoia
7109, 5202
7111, 7141, 7200
90/ 80nm 5211, 5206
Mass Production: 65/ 55 nm
2007

Production Start:
2009

ITI58008 ITI5800SX ITI2850ST ITI2849ST
STi7100 STiT100 ) L STi7T111 STiT111

Source: Multimedia Convergence & ACCI Sector Overview, Philippe Lambinet, STMicroelectronics
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Security challenges Ll

.
A Implementation of a chipset pairing function in a
proprietary silicon chip makes it far more difficult to
reverse engineer and break

no target software for the static analysis / reverse
engineering or runtime interception

undocumented interfaces
unknown implementation of the pairing function

unknown crypto algorithm and keys (their sizes, byte
order, etc.)
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How come ? Se%ﬁﬂly

i Tedious analytical and reversagineering work

A By gathering and gluing together many pieces of
iInformation (clues), it was possible not only to
discover the operation and implementation of
iInvestigated DVB chips, but also find security
weaknesses in them

i The tools

Without custom reverse engineering tools we would not
be able to successfully complete most of our projects

This is especially valid for-3811-01 project
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Common approach (chips documentation) Ll

i Data briefs available fronst.com (STi710x, STi7111,
STM7710, etc.)

Generic chip architectures
Processor cores
A ST40 32bit superscalar RISC CPU
ADual ST231 CPU cores for audio and video decoding

Transport subsystem

A Programmable Transport Interface(PTI)
I PID filteringDemultpilexingDescrambling

A Transport Stream Merger (TSM) and router
FDMA controller

A PES parsing and start code detection

A Routing elementary streams to A/V buffers
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Common approach (discovering core device drlversS) ebihy

4 Device drivers implementing Control Words operations
A Static / binary analysis
A Inspecting libraries and device driver code / symbols
A Figuring out code dependencies
A Call and link graphs

GSECHAL device driver STTKDMA device driver

(STi7100) (STi7T111)
gSecHAL Init STTKDMA Reset
gSecHAL GetRevision STTKDMA DecryptEey
gSecHAL SetAlgorithm STTKDMA ReadPublicID
gSecHAL CECalc sttkdmaHal GetNonce
gSecHAL DecryptSCK STTKDMA GetCounter
gSecHAL GetStatus STTEDMA Nop

gSecHAL CopyTCHN sttkdmaHal GetSWReg
gSecHAL EReset
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Common approachginning down CWAPI callg Segﬂgng:jry

Runtime analysis

~
° \VY [SC REQUEST APDU]
SmurfCurd APDU Cli'Ch Thu Jun 30 23:37:23 CEST 2011
size:; 00000074
L] IOCTL wui‘ches 0000: dd a2 00 01 6f 14 6d DO 80 70 €9 70 62 64 20 49 ....o.m..pipbd.I
0010: 24 ee 54 6d £8 al 49 2b 35 de 9a 6e 45 51 a2 44 §.Tm..I45..nEQ.D
0020: 03 d0 c9 4d 14 5a be ad 95 cB8 £2 bf bb 15 4a 35 ... M.Z.... ..., J5
0030: 48 65 £7 83 22 £f 11 36 7a dd 07 2f 67 41 99 4c He.."..6z../gA.L
0040: a3 3a b8 8f 95 Ob bf 18 f6 25 Oc 7e 0B dB 69 95 .:....... B....41.
0050: Be 3¢ 04 47 30 e7 31 c3 6e 1f c4 90 77 7 a5 d8 .<..0.1.n...w...
— H 0060: 50 4b £5 41 6a 12 ce 6e la ac 57 5e 41 73 37 02 PE.Aj..n. W AsT.
STTKDMA device driver oo Sl
e ) /
DecryptKey IOCTL C0305A09
00 00 00 00 00 00 00 00
4 7 14 12
c db 73 29 4d ot 2a Conax ECM message
14 01 75 29 28 4d d1 2a
\, y
GSECHAL device driver @ ITrre-l-"Frernyrs
p
r ™
DecryptSCK 10CTL c020ff06
[SC RESPONSE APDU]
00 00 00 00 00 00 00 00 Thu Jun 30 23:37:23 CEST 2011
Oe 00 00 00 00 00 00 00 size: 00000024 Encrypted CW1
0000: 25 0d 60 £0 01 00 [0 45 65 6c 28 b4 02 32 58 25 %......E.1(..22%
00 00 00 00 00 00 00 00 0010: 04 60 £0 00 00 [GBJ15 03 £2 o7 £0 eb 8c 76 31 02 ............. vi.
L ) 0020: 40 00 90 00 @... Encr,pted CcwW2

)
W/

Encrypted CW1 as input
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Helpful CAS system implementation Se%ﬁﬂiﬂy
o
A NonHD prepaid satellite TV service (TNK)
avall abl e along the mai
Different setop-box decoders
ATechnisat..

Conax CAS smartcards

i Afew services avallablo bothSAT T\platforms

Shared audio / video streams (same broadcast)
Separate conditional access information
Aseparate ECM streams
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Helpful CASsystem implementatior(2) Se(ﬁaﬁ'ﬂ!ﬁy

Program Stream Infromation

f N
[0] "DIGITAL TV" "TVN" dvb://13e.3e8.10d47
ServiceDetails: com.adb.dvb.si.AdbSIService, tune_id=4, type=4, version=1, onid=1l3e, tsid=3e8,
svid=10d7, name=TVHN, type=1l
PMTService: com.adb.dvb.si.AdbPMTService, tune id=4, type=5, version=3, onid=318, tsid=1000,
svid=4311, PCR=512
FMTElementaryStreams:
tag 00 type 02 dvb://13e.3e8.10d47.0 PID 0200
tag Ba type 04 dvb://13e.3eB8.10d7.8a PID 02Ba
tag Bb type 06 dvb://13e.3e8.10d4d7.8b PID 028b
tag 40 type 06 dvb://13e. —eid
tag fe type c0 dvb://13e.
tag fe type cl dvb://1l3e.
tag 01 type 06 dvb://1l3e.
Descriptors:

= CA ID 0x0b00 (CONAX CAS)
PID for ECM stream 0x0508

tag 0009 UNKNOWN len 000f 05 00 e6 4c 10 01 00 13 01 20 14 03 03 2a 00
tag 0009 UNKNOWN len 0004 Ob 00 e5 08

tag 0009 UNKNOWN len 0004 Ob 01 e5 94

1

L « CAID 0x0b01 (CONAX CAS)

« PID for ECM stream 0x0594
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Helpful CASsystem implementation(3) Se(ﬁaﬁ'ﬂ;ﬂy

A Parallel Conax CA®ithout chipset pairing
4 The plaintext values of encrypted Control Words
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