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INTRODUCTION
About Security Explorations

Ã Securitystart-up companyfromPoland

Ã Provides various services in the area of security and

vulnerabilityresearch

Ã Commercialand ProBonoresearchprojects

Ã Cameto life in a resultof a true passionof its founder for

breakingsecurityof thingsand analyzingsoftwarefor security

defects

Ã Our ambitionis to conductquality, unbiased,vendor-free and

independentsecurityand vulnerabilityresearch
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INTRODUCTION
Presentation Goal

Ã Continuation of our research in a digital satellite TV 

area

Ã Educate about security risks associated with less 

known technologies and platforms such as those used 

in a digital satellite TV ecosystem

Ã Warn about security risks associated with

Ä closed ecosystems such as digital satellite TV

Ä insecurely implemented proprietary hardware components

Ä 3rd party security evaluation processes
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INTRODUCTION
DISCLAIMER

Ã Information provided in this presentation is for educational 

purposes only

Ã Security Explorations neither promotes, nor encourages the acts 

of a digital satellite TV piracy

Ã Any use of the information provided in this presentation for 

illegal purposes is strictly prohibited

Ã In case of legal actions taken against Security Explorations, the 

following web pages will be updated

http://www.security-explorations.com/en/legal-threats.html
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Ã Pay TV piracy remains a major concern for channels 
and operators 

Ä it leads to financial losses for the European pay TV 
industry

Ä it substantially damages the image of transmitters and 
content rights holders

Ä it reduces the allure and payback of investing in the 
industry

Ä it hurts the industry and its innovation capabilities

Ã Signal theft estimated to be more than $2.1 billion 
at the end of 2011for Asia region alone(CASBAA)

DIGITAL SATELLITE TV
Why bother about content security ?
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Ã Paid, premium content broadcasted in encrypted form
Ä Scrambling at the TS or PES level

Átransport_scrambling_control bit of MPEG TS packet

Ä Common Scrambling Algorithm (CSA) and its derivatives

ÁShared 64-bit secret key (Control Word)

Ä Dedicated security chipsets for decryption

Ã Key components in the security system
Ä Subscriberõs smartcard

Áholds information about subscriberõs access rights to programming

Áreleases decryption keys to the set-top-box if access to a given 
service is granted

Ä Set-top-box

ÁConducts decryption of a scrambled content with the use of a 
received decryption key

DIGITAL SATELLITE TV
Security of a premium content
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DIGITAL SATELLITE TV
Security of a premium content(2)
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Ã 64-bit secret keys used to descramble encrypted MPEG 

streams

Ä Audio, video and data

Ã Unique to each programming

Ã Generated automatically by the content provider

Ä Changed every ~10s

Ä Odd and even keys for uninterrupted programming reception

ÁCurrent and next key

Ã Broadcasted in encrypted form to client devices (set-top-boxes)

Ä carried in entitlement control messages (ECM)

Ä encrypted with the use of asymmetric crypto (i.e. RSA)

DIGITAL SATELLITE TV
Control Words(CW)
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Ã ECM messages contain private conditional access information 

such as Control Words

Ä Broadcasted by the means of a dedicated MPEG stream

ÄMessage format specific to CAS vendor

Ã PID of MPEG stream carrying ECM messages denoted by 

CA_descriptor

Ä If elementary stream is scrambled, a CA descriptor shall be 

present for the program containing that elementary stream

Ä Usually present in TS_program_map_section

ÁMPEG table_id = 0x02

DIGITAL SATELLITE TV
Entitlement Control Messages (ECM)
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Ã It protects the content by requiring certain criteria to be 
met before granting access to the content

Ã Subscriberõs smartcard holds information about 
subscriberõs access rights to a given programming
Ä what programming / program packages a subscriber is 

entitled to watch

Ã Only authorized client devices (paying subscribers) can 
decrypt MPEG streams for premium content
Ä Set-top-box device asks the smartcard to decrypt encrypted 

Control Word (ECM message)

Ä The smartcard makes sure that access to the content can be 
granted and releases the plaintext value of a Control Word

DIGITAL SATELLITE TV
Conditional Access System (CAS)
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DIGITAL SATELLITE TV
CAS architecture (set-top-box side)
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Ã Premium content is encrypted and broadcasted to 

all subscribers with the use of same crypto key 

(Control Word)

Ã One rogue subscriber with access to all premium 

content can share Control Word keys with others 

over the Internet

Ä illegal reception / distribution of premium programming 

aka signal theft

ÄControl Words sharing

DIGITAL SATELLITE TV
Threats to the model
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Ã Control Words unique for each pair of a subscriber 

(smartcard) / client device (set-top-box)

Ä smart cards can be used only with secure devices

Ä the link between the smart card and the client device is 

secured

Ä illegal content redistribution is prevented (no more CW 

sharing)

Ã Chipset pairing has a form of a cryptographic function

Ã It is usually implemented in a silicon chip (DVB chipset)

DIGITAL SATELLITE TV
CAS with chipset pairing
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DIGITAL SATELLITE TV
CAS with chipset pairing (set-top-box side)
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Ã A function that cryptographically ties a set-top-box 

device and a subscriberõs smartcard

Ã Control Words pairing key (CWPK)

ÄUnique to each subscriber

ÄAssigned to it at the time of activating a given userõs 

digital satellite TV subscription

ÄUsually, a function of a unique DVB chipsetõs key

DIGITAL SATELLITE TV
Pairing function
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Ã Conax AS is one of the major CAS providers for the 

Pay TV industry

ÄMore than 350 installations in 80 countries world-wide

Ã CAS implemented in software and hardware

Ä Partnership with set-top-box vendors

Ä Partnership with many DVB chipset vendors to implement 

chipset pairing functionality

ÁSTMicroelectronics,  Broadcom, RenesasElectronics, é

DIGITAL SATELLITE TV
Conax CAS with chipset pairing
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Ã Mandatory,  comprehensive evaluation of all qualified 
chipsets run at independent, world-leading security 
laboratories

Ä All set-top-boxes and DVB chipsets implementing Conax CAS 
with chipset pairing undergo rigorous security evaluation 
process

Ä Official scoring assigned to set-top-boxes and DVB chipsets 
and certified in writing by Conax CSO

Áă0 represents no security and 9 corresponds to the security 
level of Conax smart cardsó

Source:http://www.conax.com/en/solutions/clientdevicesecurity/
Conax Security Department (09-Jan-2012)

DIGITAL SATELLITE TV
Conax security evaluation
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DIGITAL SATELLITE TV
Conax security certification

Source: Neotioncompany website
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Ã DVB chipsets implement the core functionality related to 
the handling of MPEG transport streams and A/V data 
such as:

ÄMPEG transport filtering and descrambling (incl. 
chipset pairing function)

Äaudio and video decoding

Ägraphics display

Ä communication interfaces 

Ämemory interfaces

Ã For security and efficiency reasons, they are usually 
implemented as a single chip (system-on-chip or SoC)
Ä Multiple processor cores for various functions

DVB CHIPSETS
Introduction
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Ã STi7100 single-chip, high-definitionSTB decoder

DVB CHIPSETS
STMicroelectronics implementation
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Ã STi7111 single-chip, high-definitionSTB decoder

DVB CHIPSETS
STMicroelectronics implementation (2)
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DVB CHIPSETS
STMicroelectronics STB H.264 generations
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Ã Implementation of a chipset pairing function in a 

proprietary silicon chip makes it far more difficult to 

reverse engineer and break

Ä no target software for the static analysis / reverse 

engineering or runtime interception

Ä undocumented interfaces

Ä unknown implementation of the pairing function

Ä unknown crypto algorithm and keys (their sizes, byte 

order, etc.)

BREAKING DVB CHIPSETS
Security challenges
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Ã Tedious analytical and reverse-engineering work

Ã By gathering and gluing together many pieces of 
information (clues), it was possible not only to 
discover the operation and implementation of 
investigated DVB chips, but also find security 
weaknesses in them

Ã The tools

ÄWithout custom reverse engineering tools we would not 
be able to successfully complete most of our projects

Ä This is especially valid for SE-2011-01 project

BREAKING DVB CHIPSETS
How come ?



HITBSecConf, May 24-25, 2012, Amsterdam, The Netherlands

Ã Data briefs available from st.com (STi710x, STi7111, 
STM7710, etc.)
Ä Generic chip architectures

Ä Processor cores

ÁST40 32-bit superscalar RISC CPU

ÁDual ST231 CPU cores for audio and video decoding

Ä Transport subsystem

ÁProgrammable Transport Interface(PTI)
ïPID filtering, Demultpilexing, Descrambling

ÁTransport Stream Merger (TSM) and router

Ä FDMA controller

ÁPES parsing and start code detection

ÁRouting elementary streams to A/V buffers

BREAKING DVB CHIPSETS
Common approach (chips documentation)
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Ã Device drivers implementing Control Words operations

Ã Static / binary analysis

Ä Inspecting libraries and device driver code / symbols

Ä Figuring out code dependencies

ÁCall and link graphs

BREAKING DVB CHIPSETS
Common approach (discovering core device drivers)
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BREAKING DVB CHIPSETS
Common approach (pinning down CWAPI calls)
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Ã Non-HD prepaid satellite TV service (TNK) 

available along the main Platform ôNõ

ÄDifferent set-top-box decoders

ÁTechnisat, ...

ÄConax CAS smartcards

Ã A few services available to both SAT TV platforms

Ä Shared audio / video streams (same broadcast)

Ä Separate conditional access information

Áseparate ECM streams

BREAKING DVB CHIPSETS
Helpful CASsystem implementation
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BREAKING DVB CHIPSETS
Helpful CASsystem implementation(2)
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Ã Parallel Conax CAS without chipset pairing

Ã The plaintext values of encrypted Control Words

BREAKING DVB CHIPSETS
Helpful CASsystem implementation(3)


