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$
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8)6%29%!"#$%&'()'*+,- %

•  :#;,523+%<#9#'5;)#5%

•  =5>'*2(#5%6?%@#?;6*%A-5'2*#%B56,C%

•  865-2*>%2*%AD%&#5-"#+%2*%&23&"'(#%C56E#;3%

•  :6"7#9%C56F"#G9%6?%',36G'H6*%6?%<I%



8)6%29%12-23'%4'5'-'*67 %%

•  J*K#C#*K#*3%:#;,523+%<#9#'5;)#5%

•  !,3)65%6?%96G#%'5H;"#9%2*%LM'-#C %G'>'(2*#%

•  N2-#9%36%5#7#59#%#*>2*##5%5O%C'539%

•  @29;67#5#K%'%"63%6?%NPI%7,"*9%

•  :6"7#9%C56F"#G9%6?%',36G'H6*%6?%<I%



!>#*K' %

•  J*356%
•  4'2*3%'*'"+929%3)#65+%
•  &23&"'(#%3)#65+%
•  :!:Q%2GC"#G#*3'H6*%
•  N,"(%42G#%
•  P2R'""9%
•  D6*;",926*%



:!:Q%G'2*%C'539%

•  J@!%P56%C",>2*9%%

•  &23&"'(#S%Q2*#T,H"9U%4IVA%T%C",>2*9%



4)#65+%



4'2*H*>%

•  4'2*3%96,5;#9S%
1#3W65-U%X#+F6'5KU%V#G65+U%@29-U%Y,*;H6*%
6,3C,39%
Z%4'2*3%C56C'>'H6*S%'%K'3'%[6W%3#;)*2\,#%
:)'K6W%G#G65+%

8)6"#]9+93#G%
!;5699%5#>293#5^G#G65+^K29-^9W'CC2*>%



Y,*K'G#*3'"9%6?%3'2*3%'*'"+929%



!.23($81*8.4./*3$
ZJ?%'*%6C#5'H6*%,9#9%3)#%7'",#%6?%96G#%(.23(#9$
6FE#;3U%9'+%_U%36%K#527#%'%7'",#%?65%'*63)#5U%9'+%
`U%3)#*%6FE#;3%`%F#;6G#9%(.23(#9:$=FE#;3%_%
3'2*39%3)#%6FE#;3%`%
Z4'2*3%6C#5'365%(%
Z; !"(<=>%
Z4'2*3%6C#5'365%29%35'*92H7#%
_%!"3.`0%'*K%`!"3.a0U%3)#*%_!"3.a0%



%(./0$!.23($,3.6&'2'%

!*'"+929%C#5?65G#K%67#5%#$%&'%("')*+,"6?%'%
C56>5'G%
b%4+C2;'""+%C#5?65G#K%6*%'%;6*356"%[6W%>5'C)%
.DYB0S%

93'3#G#*39%'5#%*6K#9U%'*K%3)#5#%29%'*%#K>#%
F#3W##*%*6K#9%2?%3)#5#%29%'%C6992F"#%35'*9?#5%6?%
;6*356"c%



&23&"'(#S%&2*'5+%!*'"+929%J*?5'935,;3,5#%
%

•  !,36G'H;'""+%#$35';H*>%9#;,523+]5#"'3#K%C56C#5H#9%?56G%%
•  F2*'5+%;6K#%

•  &,2"K%'%,*2d#K%F2*'5+%'*'"+929%C"'R65G%?65%9#;,523+%
]%:3'H;%'*'"+929%T%@+*'G2;%'*'"+929%T%:+GF6"2;%!*'"+929%

]%N#7#5'>#9%5#;#*3%'K7'*;#9%2*%C56>5'G%'*'"+929U%?65G'"%
G#3)6K9U%F2*'5+%2*935,G#*3'H6*e%
:6"7#%9#;,523+%C56F"#G9%72'%F2*'5+%'*'"+929%

Z%V65#%3)'*%'%K6(#*%K2f#5#*3%9#;,523+%'CC"2;'H6*9%
Z%=7#5%gh%5#9#'5;)%C,F"2;'H6*9%



&23&"'(#%

•  )iCS^^F23F"'(#c;9cF#5-#"#+c#K,^%
•  4IVAUQJ1I%
•  <,KK#5U%P'*65'G'U%<#*676%



4IVA %



D6*d*#9%4IVA%

•  ?36&$400@A:B$

•  C#)- $D:E:F$@$!GHI$$

•  C#)- $D:FD$@$!JK<!23&$J*9#$K#3#1.(*1>@!?L?$

•  C#)- $D:FD$ó$C#)- $F:DF$



QJ1I%



4)#%Q2*#%J*3#5G#K2'3#%N'*>,'>#%



?;jgK;#;S%%%%%%%5#C%9369%k#'$Uk#9S.k#K20%%%%%%%%</#'$ MO$OOOOOOOOLMlL.<0%4O%%%%%%
</#;$ MO$OOOOOOOgLMlL.<D80%%%%%%%4O%%%%%%V/O$mnFf?oMO$OOOOOOOOLMlL.D80%4p%qph%
.pgjpU%rsrgl0%.pgjpU%rsrgh0%.pgjpU%rsrgr0%.pgjpU%rsrgn0%t%

?;jgK;#;S%%%%%%%5#C%9369%k#'$Uk#9S.k#K20%%%%%%%%</#'$ MO$OOOOOOOOLMlL.<0%4O%%%%%%
</#;$ MO$OOOOOOOpLMlL.<D80%%%%%%%4O%%%%%%V/O$mnFf?;MO$OOOOOOOOLMlL.D80%4p%qph%
.pgjpU%rsrgo0%.pgjpU%rsrgs0%.pgjpU%rsrjO0%.pgjpU%rsrjp0%t%
?;jgK;##S%%%%%%%G67%%%%k#K$Uk#;$%%%%%%%%</#K$ MO$OOOOOph;LMlL.<0%4O%%%%%%
</#;$ MO$OOOOOOOOLMlL.80%4O%

?;jgK;?OS%%%%%%%'*K%%%%uOvjUk#;$%%%%%%%%J/OvOOOOOOOOMO$OOOOOOOjLMpL.<0%%4O%%%%%%
</#;$ MO$OOOOOph;LMlL.<80%%%%%%%%4O%
?;jgK;?hS%%%%%%%'*K" %%%uOvOU]Ovl.k#FC0%%J/OvOOOOOOOOMO$OOOOOOOOLMpL.<0%%4O%%%%%%
V/O$mh'#njoMO$OOOOOOOgLMlL.<80%4O%

?;jgK;?sS%%%%%%%EGC%%%%O$OOOOOOOO?;jg;ngr%%%%%%%w/OvOOOOOOOOMO$ff#'gKLMlL.<0%%4O%
?;jg;ngrS%%%%%%%;GC"%%%uOvOU]Ovho.k#FC0%J/OvOOOOOOOOMO$OOOOOOOOLMpL.<0%%4O%%%%%%
V/O$mh'#r#lMO$OOOOOOOOLMlL.<0%%4O%

I$'GC"#%6?%K29'9GS%



4'2*3%2*?6%

•  4O%]%G#'*9%3)'3%3)#%93'3#G#*3%K2K%*63%3'2*3#Kc%
•  4p%]%G#'*9%3)'3%3)#%2*935,;H6*%3'2*3#K%2*%;,5"+%F5';-#39%;'*%

F#%9##*%3)'3%3)#5#%3'2*3#K%'*K%W)'3%23%K#C#*K9c%

•  x#5#y9%'*%#$'GC"#%6?S%
•  ?;jgK;#;S%5#C%9369k%#'$Uk%#9S%.k%#K20%<%/%#'$%MO$OOOOOOOOL%

MlL%.<0%4O%<%/%#;$%MO$OOOOOOOpL%MlL%.<D80%4O%V%/%O$mnFf?;%
MO$OOOOOOOOL%MlL%.D80%4p%qph%.pgjpU%%rgo0%.pgjpU%%rgs0%.pgjpU%
rjO0%.pgjpU%%rjp0t%

•  l%F239%6?%2*?65G'H6*%3'2*3#K%'*K%3)#+%K#C#*K%6*%3)#%6f9#3S%%
rgoU%%rgsU%%rjOU%%rjpc%pgjp%]%3)29%%*,GF#5%%29%652>2*.-2*K%6?%J@%
3)'3%4IVA%C",>2*%9#390c%



'CC5#C"'+%

•  c^72*#]pcO^35';#z,H"9̂ 'CC5#C"'+%]35';#%?6*3c35';#%]25]6,3%
?6*3c35';#c2"%]'99#5H6*]6*]7'5%?'"9#],9#]C693]7'5%?'"9#%

W)#5#S%

•  'CC5#C"'+%]%6;'G" %9;52C3%3)'3%W#%5,*{%
•  ]35';#%]%3)#%W'+%36%3)#%35';#{%

•  ]25]6,3%]%3)#%C'3)%36%W)2;)%W#%W523#%JN%;6K#c%
•  ]'99#5H6*]6*]7'5%?'"9#],9#]C693]7'5%?'"9#%]%['>9%3)'3%9)6W%3)#%

?65G'3%6?%JN%;6K#%?65%3)29%36%?'"9#%G'-#9%23%G65#%5#'K'F"#%3#$3c%



I$'GC"#%6?%JN%;6K#S%
•  &#>2*9%W23)%3)#%K#;"'5'H6*%6?%7'52'F"#9S%
•  J1PA4%]%23y9%?5##%G#G65+%;#""9U%3)69#%3)'3%'5#%3#93#K%2*%3)#%7#5+%F#>2**2*>%

.F';-%2*%3#G,0U%2*C,3%2*36%3)#%C56>5'G%?56G%'*%#$3#5*'"%96,5;#c%

7'5%;6*KzOOOOpnzO$lOpO;#zOOzprgS5#>pz3{%

7'5%;6*KzOOOOpjzO$lOpO;jzOOzprpS5#>pz3{%
7'5%;6*KzOOOOpgzO$lOpO;OzOOzprOS5#>pz3{%
7'5%;6*KzOOOOOnzO$lOpOFrzOOzphsS5#>pz3{%

M.1$NOPI!QFDDDDQDDDDQRST1#4UQ(V$
M.1$NOPI!QFDDDDQDDDFQRAT1#4UQ(V$
M.1$NOPI!QFDDDDQDDDSQRBT1#4UQ(V$
M.1$NOPI!QFDDDDQDDDAQRWT1#4UQ(V$

7'5%G#Gz'55zhnS5#>oz3MlgslsrngsrL{%%|%G#G65+%'9%'*%'55'+%
7'5%G#GzjhSG#Gjg"z3{%



%

<zI!_zhS5#>jgz3%}%
OvnjrhnsjOS5#>jgz3{%

q%

7'5%2K$zpllS5#>jgz3{%
7'5%7'"zpljS5#>oz3{%

2K$zpllS5#>jgz3%}%
O$pg?#?OS5#>jgz3{%

7'"zpljS5#>oz3%}%
J1PA4zpOOOOzOOOOzrgS5#>
oz3{%

G#Gz'55zhnM2K$zpllS5#>jg
z3%T%OS5#>jgz3LS5#>oz3%}%

;'93..7'"zpljS5#>oz3%~%
O$fS5#>oz30%••%
OS5#>oz30NS5#>oz3{%

t%

T_32t2_60:reg32_t = 
R_ESP_1:reg32_t; 

T_32t1_59:reg32_t = 
T_32t2_60:reg32_t + 
0x1c8:reg32_t; 

T_32t3_61:reg32_t =(( 
cast(mem_arr_57[T_32t1_59:reg32_t 

+ 0:reg32_t]:reg8_t)U:reg32_t 
<< 0:reg32_t 
| 
cast(mem_arr_57[T_32t1_59:reg32_t 

+ 1:reg32_t]:reg8_t)U:reg32_t 
<< 8:reg32_t) 
| 
cast(mem_arr_57[T_32t1_59:reg32_t 

+ 2:reg32_t]:reg8_t)U:reg32_t 
<< 0×10:reg32_t) 
| 
cast(mem_arr_57[T_32t1_59:reg32_t 

+ 3:reg32_t]:reg8_t)U:reg32_t 
<< 0×18:reg32_t 
; 
R_EAX_5:reg32_t = 

T_32t3_61:reg32_t; 
} 



8)'3%29%:4P%'*K%W)'3%23%K6#9€%

•  :4P%]%;6*935'2*3%96"7#5%?65%F23]7#;365%#$C5#9926*9c%

•  9#C'5'3#%C56E#;3%2*K#C#*K#*3%6?%3)#%&23&"'(#%

•  46%C56K,;#%:4P%;6K#%?56G%JN%;6K#S%

•  c^72*#]pcO^,H"9̂ WC,H"%35';#c2"%]93C6,3%93Cc;6K#%

•  W)#5#%3)#%2*C,3%29%JN%;6K#U%'*K%3)#%6,3C,3%29%:4P%

;6K#%



%

%
%
%
G#Gz'55zhnzo%S%!<<!`%&J4QID4=<.rl0%=Y%&J4QID4=<.o0{%
NOPI!QFDDDDQDDDDQRSQB$T$XN!5GJ!?Y<U>V$
!::I<4.%OF2*p%}%
.NI4%<zI!_zhzgjg%}%
O)#$njrhnsjO%
J1%
.NI4%2K$zpllzgjj%}%
O)#$OOpg?#?O%
J1%
.NI4%7'"zpljzgjl%}%
J1PA4zpOOOOzOOOOzrgzl%
J1%
.NI4%G#Gz'55zhnzjsj%}%
.G#Gz'55zhnzo%8J4x%M.OF2*OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO%/%&QPNA:.jgU%
2K$zpllzgjjUO)#$OOOOOOOO00L%S}%.7'"zpljzgjl{O)#$f0MnSOL0%
eec%
J1%
.;6*KzOOOOpnzO$lOpO;#zOOzprgzjsg{OF2*p00000000{%

J9%3)29%#$C5#9926*%?'"9#€%
CIGY=$<Z,[%G>V$
!*K%>27#%'%;6,*3#5%#$'GC"#S%
J?IO!GYG;,HP[G V$

:4P%C56>5'G%#$'GC"#%



:4P%6,3C,3%#$'GC"#%

•  x6W%36%'9-%?65%'%K#;2926*%36%:4PS%

•  c 9̂3C%%93Cc;6K#%
•  I$'GC"#%6?%:4P%6,3C,3S%

!::I<4.%J1PA4zpOOOOzOOOpzrjzh%}%OvOO%0{%

!::I<4.%J1PA4zpOOOOzOOOgzrlzr%}%OvOO%0{%
!::I<4.%J1PA4zpOOOOzOOOOzrgzl%}%Ovrp%0{%

!::I<4.%J1PA4zpOOOOzOOOjzrhzn%}%OvOO%0{%
J*7'"2Kc%



SASV	  Components:%
•  !#)- %.35';#;'C S%93'53^936C%35';2*>c%Q'526,9%'KK2H6*9%36%35';#;'C .)66-9%#3;c00%%
•  523#%.'CC5#C"'+U%WC,H"0%

•  %!P%%

•  NL,$86-423'T$
•  ]%-)./(01$,2$.3&1.,%|%d*K9%;'""9%36%G'""6;U935;C+UG#G;C+%#3;c%
•  ]%4.560(3*7)%%,%|%2*K25#;3%E,GC9U%2*K25#;3%;'""9c%
•  ]%65)8,9%%.(+*'G2;90%|2KF%2*%3)#%G+9\"%KFc%.)iCS^^F"6>c(+*'G2;9c;6G^gOpO^Or^gs^

2K'g9\"]#$C65H*>]2K']K'3'F'9#9]36]G+9\"^0%

•  N(#1.(*1'$|%W5'CC#5%?65%3#G,U%72*#U%93Cc%
•  5.12*-'$8-762'"#1'$\$?65%@#72;#J6D6*356"%#3;c$
$
%



x6W%K6#9%:!:Q%W65-€%



:!:Q %

•  :;)#G#S%

•  V2*%B6'"S%G'$%;67#5'>#%6?%3)#%K'*>#56,9%;6K#%

•  V'$%B6'"S%G'$%;67#5'>#%6?%3)#%'""%;6K#%



:!:Q%F'92;%'">6523)G%

pc  865-%6?%J@!%C",>2*9%]•%K'*>#56,9%C"';#9%
gc  P,F"29)#5.90%]•%2*76-#%3'5>#3#K%;6K#%
jc  4IVA%]•%35';#%
lc  45';#%]•%'CC5#C"'+%]•%JN%%
hc  JN%]•%;)'*>#%C'3)%'">6%]•%JN•%
rc  JN•%]•%WC,H"%]•%:4PzC565>'G•%
nc  :4PzC565>'G•%]•%:4P%]•%K'3'%?65%3]F%23#5'H6*%
oc  B636%‚g%



@2'>5'G%?65%*#W%C'3)%2*%>5'C)%

45';#U%'""6;]d"#U%93'3#%

4IVA %

96ƒW'5#%
2*C,3%
K'3' %

Q2*#%

'CC5#C"'+%

WC,H"%

93C%
1#W%
2*C,3%
K'3' %

45';#%

JN%;6K#%

:3C•%;6K#%

D)'*>#5U%
9+GF6"2;%
#$#;,H6*%

JN•%;6K#%

1#$3%
J3#5'H6*%



D6GF6%9+93#GS%@,GFT:G'53%

:!:Q % &"';-F6$%
?,((#5%

D67#5'>#%

2*C,3%K'3'%% :#3%6?%*#W%
2*C,3%K'3'%

:#3%6?%*#W%
2*C,3%K'3'%



@29'K7'*3'>#9%

•  @#d*2H6*%6?%3)#%7,"*#5'F2"23+%29%K2„;,"3%3'9-c%

•  P#5?65G'*;#%|%9C##K%6?%35';2*>%2*%4IVA%29%

% % %,^ZI[ $



=7#5)#'K%

•  JK#'""+%|%p^pOOOc%

•  J*%<#'"23+%]%%p^._%b%pOOOO0%

•  8)#5#%_%29%K+*'G2;%'*K%;6,"K%F#%p%36%pO…1%

•  @#C#*K9%6*%+6,5%3'5>#3%.5jU%5O0%

•  x66-9%\,'*H3+U%#3;%



JGC"#G#*3'H6*.Q2*#†]•4IVA0%299,#9%

%

•  QI_%‡}%_I@%%

•  QI_%29%C'53%6?%7'">52*K%]%,9#K%?65%<jc%

•  Y65G,"'%6*"+%?65%92*>"#%3)5#'Kc%%





B#3%52K%6?%3)'3%K'G*#K%ˆIVA‡%

•  V67#%3'2*3%C56C'>'H6*%36%x+C#572965‡%

•  @'G*%>66K%2K#'‡%

•  &,3%'%"63%6?%;6K#%36%C653^5#W523#%



!,36G'H6*%6?%I$C"623%B#*#5'H6*%

•  &,2"K%P52G2H7#9%.;655#;3%#$C"623'H6*%93'3#0‡%

•  !%"63%6?%#$C"623%G2H>'H6*9%

•  IJP%3'2*3#K%‡}%CW*'>#%.*6W'K'+90%

%



:gI%T%:!:Q%
%

:gI} ˆ#G,TX"##%
X"##}NNQVT:3C%

%
•  J*C,3%K'3'%}•%3'2*3%'*'"+929%.*#W%;6*;#C30%%
•  :,CC653%!<V%
•  :,CC653%̂#G, %Ocpg%



!Q%



Vulnerabilities in drivers 

•  =7#5[6W9S%93';-U%C66"U%2*3#>#5%

•  P62*3#5%67#5W523#%

•  1,""%C62*3#5%K#5#?#5#*;#.P"'>,#0%

•  <';#%;6*K2H6*.P"'>,#0%

•  Q'526,9%"6>2;'"%7,"*#5'F2"2H#9.)6W%36%',36G'3#€0%



Example of issue 

•  463'"%}%7'5p%b%7'5g%.7'5%|%;6,"K%F#%;6*930%

•  V#G %}%G'""6; .463'"0%

•  Y65.2}O{2†7'5{2TT0G#G;C+.V#G U%

V#GgUD=1:40%

•  Y5##.V#G 0%



Define Vulnerability  
(Memory corruption) 

•  7'5%}%7'5p%6C#5'H6*%7'5g%

•  V#G %}%'""6; .)#'CU%93';-0.7'50%

•  V#G M7'5jL%}%7'5l%

•  D6,"K%7'5j%•%7'5%.W523#%6,3]6?]F6,*K90%€%



@#d*#%7,"*#5'F2"23+%
pc%3'2*3#K%#2Cc%.7#5+%5'5#%2*%5#'"%"2?#U%"66-%'3%X2*>:6ƒ%!Q0%

gc%C62*3#59%'*K%6C#5'H6*9%6*%3)#Gc%

jc%F,f#5%67#5[6W%.)66-%b'""6; %?,*;H6*%'*K%;)'*>#%92(#%

6?%'""6; 0c%

lc%2*3#>#5%6C#5'H6*9%'*K%5#9,"39.Q:!0c%

hc4)5#'K9%5';#%;6*K2H6*%|%29%3)#5#%,92*>%6?%

9+*;)56*292*>%?,*;H6*9€%



Attack vectors(r3->r0) 

•  N?J![$

•  ::@4%)66-9.1'H7#%~%:)'K6W0%%

•  7'526,9%*6Hd;'H6*%56,H*#9%



@#72;#J6D6*356"%

•  P'5'G#3#59S%
–  )@#72;#%%

–  5:4171.*01%715(""

–  %'4.;$<(0""

–  .4.;$<(0=6>(""

–  %'?$*;$<(0""

–  .?$*;$<(0=6>("

–  %';@*(,A(*$0.(5""

–  %'?B(0%)''(5""



D6*;#C3%%
J=D4NS%

@'3'%36%3'2*3S"

–  5:4171.*01%715("%]%36%>#3%"293%6?%9,CC653#K%26;3"%;6K#9"

–  %'4.;$<(0""C"'16.*(0DEFGH?-IJF4GHFAK").5"5)*)"DEFGH?-I;L22FAF-K"

–  .4.;$<(0=6>(""C",6>("0)./(,"

–  %'?$*;$<(0"C"'16.*(0DEFGH?-IJF4GHFAK").5"5)*)"DEFGH?-I;L22FAF-K"

–  .?$*;$<(0=6>(C",6>("0)./(,"

Tracing	  only	  driver	  code	  



:)'G2*>%#$'GC"#9%

• N,"(%42G#‡%



B@'3'%N,"(%‚OSV2*2J;C3c9+9%

•  J6;3"%;6K#%O$ojpnOpoO%.VI4x=@z&AYYI<I@0%
•  A*35,93#K%K'3'%>6#9%36%Y3"<#"#'9#D6*3#$3%
•  N#'K9%36%K#;5#G#*3%'5F235'5+%G#G65+%
•  N#'K9%36%;6*356"%6?%IJP%
•  463'"D'5#%gOpp]•gOpg.gO%G6*3)9%6"K%OK'+0%
•  86663%463'"D'5#%gOpj%d$#K%?#'3,5#%L%



B@'3'%N,"(%‚pS%B@1K29J;c9+9%

•  8)'3%'F6,3%;6*356"%67#5%1K29%Y2"3#5€%

•  O$ojOOgOIO%|%1P@%T%9W23;)2*>%6*^6f%

•  O$ojOOgpOo%|9W23;)2*>%6*^6f%!,36P2"63%%

•  Y2593%352>>#5%'9%*6*]2*3#5#9H*>%7,"* .1P@0%

•  &,3%"6>%?56G%@F>P52*3%9)6W9%N,"(%



!>*23,G.€0%Q&I*>14c9+9%Y!JN%

•  Q&I*>14c9+9%|%1=4%!>*23,G%;6K#%
•  Q&I*>14c9+9%|%?56G%Q25,9&,93#5‡%
•  P"'+9%K""%56"#%2*%-#5*#"%"'*K%
•  hO.‡‡‡0%7,"*#5'F"#%?,*;H6*9%|%6*#%93,C2K%F,>%%
•  Y,""%35,93%6*%C62*3#59%
•  A92*>%F+%9#7#5'".67#5%o0%C56K,;39%%
•  4#93%F#?65#%+6,%F,+%96G#%5O.‡‡‡0%;6K#‡‡‡%



V2;5696ƒ%Y#'3,5#9%

•  VI4x=@z&AYYI<I@%‰92>*'"Š%

•  VI4x=@zJ1^=A4z@J<ID4%%

•  P56F#Y65<#'K̂P56F#Y658523#%|%-*6W*%?65%'>#9U%

F,3%V:%239#"?%Y!JN:%96G#HG#%%



B@'3'%N,"(%‚gS%4:l*3c9+9%

•  1#W‡‡‡‡%

•  463'"%D'5#%gOpj.?,3,5#‡‡‡0%

•  P56;#99#9%9#7#5'"%26;3"9%%

•  VI4x=@z&AYYI<I@%‰92>*'"Š%.1P@0%

•  A9#9%C62*3#5%3)'*%;)#;-%|%9G'53‡%



VI4x=@z&AYYI<I@%‰92>*'"Š%

•  D!%J*3#5*#3%:#;,523+%XG$YW.O$ohOOOoOO0%

•  D!%J*3#5*#3%:#;,523+%XG$!G53.O$oIOOOoOO0%

•  D!%J*3#5*#3%:#;,523+%XG$D?>%.O$onOOOOl!0%

•  D!%J*3#5*#3%:#;,523+%XG$D?>%.O$onOOOoOO0%

•  463'"%l%93,C2K%9),3K6W*%?#'3,5#9%6?%xJP:‡%S@%



Q2C5#%J::%gOpg%:&<I@57c9+9%

•  <#F66H*>%J6;3"9S%O$ggDlpoU%O$ggDpDU%O$ggDODD%

•  X#5*#"%P66"%D655,CH6*9SO$ggDpOlU%O$ggDpOoU%

O$ggDpODU%O$ggDppOU%O$ggDpglU%O$ggDpoO%

•  463'"%j.?#'3,5#9%0%T%r%7,"*9%%

•  T%'"96%C5#9#*3#K%2*%A*3)5#'3UN'7':6ƒ%C56K,;39%



45#*KV2;56%3G3K2c9+9%‚p%

•  J6;3"%;6K#%O$ggOOll%.VI4x=@z&AYYI<I@0%
•  16%5'*>#%;)#;-%?65%92(#%
•  w,93%;)#;-%?65%;655#;3%'KK5#99%|%1P@%;)#;-%

.VGJ9!KK5#99Q'"2K0%
•  P66"%;655,CH6*%2*%;+;"#%

•  16%;6*356"%6?%67#5[6W2*>%K'3'%L%



45#*KV2;56%3G3K2c9+9%‚p%

•  c3#$3SOOOp@oop%%%%%%%%%%%%%%%%%G67%%%%%#K2U%M#F$TOD)L%
•  c3#$3SOOOp@ool%%%%%%%%%%%%%%%%%C,9)%%%%#K2%%%%%%%%%%%%%{%6,5%F,f#5%
•  c3#$3SOOOp@ooh%%%%%%%%%%%%%%%%%;'""%%%%#92%{%H)N',991#''5.629 $

•  c3#$3SOOOp@oon%%%%%%%%%%%%%%%%%3#93%%%%'"U%'"%

•  c3#$3SOOOp@oos%%%%%%%%%%%%%%%%%E(%%%%%%"6;zp@@!&%

•  c3#$3SOOOp@ooY%%%%%%%%%%%%%%%%%C,9)%%%%M#FCT6,3C,3zF,fz92(#L%%%

•  c3#$3SOOOp@osg%%%%%%%%%%%%%%%%%C,9)%%%%#K2%
•  c3#$3SOOOp@osj%%%%%%%%%%%%%%%%%C,9)%%%%6f9#3%5,"#9z"293%

•  c3#$3SOOOp@oso%%%%%%%%%%%%%%%%%;'""%%%%26;3"zO$ggOOllz7,"*%

•  MccL%



45#*KV2;56%3G3K2c9+9%‚p%
•  c3#$3SOOOphrI!%%%%%%%%%%%%%%%%%G67%%%%%#F$U%M#FCT*-1Q7-_#1Q'2`#Q0*3(1*66#9L%
•  c3#$3SOOOphrI@%%%%%%%%%%%%%%%%%G67%%%%%M#FCT1#WJ5\"LU%'"%
•  c3#$3SOOOphrYO%%%%%%%%%%%%%%%%%G67%%%%%#'$U%9a*19QSSJ,D$
•  c3#$3SOOOphrYh%%%%%%%%%%%%%%%%%G67%%%%%#K$U%6f9#3%9a*19QSSJ,D$
•  c3#$3SOOOphrY!%%%%%%%%%%%%%%%%%;GC%%%%%#'$U%#K$%
•  c3#$3SOOOphrYD%%%%%%%%%%%%%%%%%E(%%%%%%9)653%"6;zphnlo%
•  MccL%

•  c3#$3SOOOphnOO%%%%%%%%%%%%%%%%%G67%%%%%#;$U%M#'$TOD)L%
•  c3#$3SOOOphnOj%%%%%%%%%%%%%%%%%G67%%%%%M#F$LU%#;$%
•  c3#$3SOOOphnOh%%%%%%%%%%%%%%%%%G67%%%%%#;$U%M#'$TpO)L%
•  c3#$3SOOOphnOo%%%%%%%%%%%%%%%%%G67%%%%%M#F$TlLU%#;$%
•  c3#$3SOOOphnO&%%%%%%%%%%%%%%%%%G67%%%%%#;$U%M#'$Tpl)L%
•  c3#$3SOOOphnOI%%%%%%%%%%%%%%%%%G67%%%%%M#F$ToLU%#;$%ß%W523#%6,392K#%6?%3)#%C66"%;),*-%
•  c3#$3SOOOphnpp%%%%%%%%%%%%%%%%%G67%%%%%#;$U%M#'$Tpo)L%
•  c3#$3SOOOphnpl%%%%%%%%%%%%%%%%%G67%%%%%M#F$TOD)LU%#;$%



45#*KV2;56%3G3K2c9+9%‚g%

•  J6;3"%;6K#%O$ggOOjO%
•  <'*>#%;)#;-%?65%2*F,fz92(#%•}%O$g!!%
•  <'*>#%;)#;-%?65%6,3F,fz92(#%•}%O$l@O%
•  !""6;9%C66"%G#G65+%?65%;6*93%92(#%O$l@O%
•  !*Ke%
•  a#562*>%23%W23)%6,3F,fz92(#%"#*>3)‡%N=N%



45#*KV2;56%3G3K2c9+9%‚g%

•  c3#$3SOOOp@nOl%%%%%%%%%%%%%%%%%;GC%%%%%M#FCT2*F,fz92(#LU%g!!)%
•  c3#$3SOOOp@nO&%%%%%%%%%%%%%%%%%EF%%%%%%"6;zp@@!&%

•  c3#$3SOOOp@npp%%%%%%%%%%%%%%%%%G67%%%%%#92U%BLD"$
•  c3#$3SOOOp@npr%%%%%%%%%%%%%%%%%;GC%%%%%M#FCT6,3C,3zF,fz92(#LU%#92%

•  c3#$3SOOOp@nps%%%%%%%%%%%%%%%%%EF%%%%%%"6;zp@@!&%

•  c3#$3SOOOp@npY%%%%%%%%%%%%%%%%%C,9)%%%%nlr@nl)%%%%%%%%%{%4'>%
•  c3#$3SOOOp@ngl%%%%%%%%%%%%%%%%%C,9)%%%%#92%%%%%%%%%%%%%{%1,GF#5=?&+3#9%

•  c3#$3SOOOp@ngh%%%%%%%%%%%%%%%%%C,9)%%%%O%%%%%%%%%%%%%%%{%P66"4+C#%
•  c3#$3SOOOp@ngn%%%%%%%%%%%%%%%%%;'""%%%%K9SI$!""6;'3#P66"823)4'>%

•  MccL%



45#*KV2;56%3G3K2c9+9%‚g%
•  c3#$3SOOOp@nl&%%%%%%%%%%%%%%%%%C,9)%%%%#K2%{%C66"zG#Gz;6*93z92(#%
•  c3#$3SOOOp@nlD%%%%%%%%%%%%%%%%%"#'%%%%%#'$U%M#FCT6,3C,3zF,fz92(#L%
•  c3#$3SOOOp@nlY%%%%%%%%%%%%%%%%%C,9)%%%%#'$%%%%%%%%%%%%%{%6,3C,3zF,fz92(#%
•  c3#$3SOOOp@nhO%%%%%%%%%%%%%%%%%C,9)%%%%M#FCT1#WJ5\"L%%%{%2*F,f %
•  c3#$3SOOOp@nhj%%%%%%%%%%%%%%%%%C,9)%%%%ggOOjO)%%%%%%%%%{%26;3"z;6K#%
•  c3#$3SOOOp@nho%%%%%%%%%%%%%%%%%;'""%%%%26;3"z9#7#5'"z26;3"z;6K#9%
•  MccL%
•  c3#$3SOOOplspo%%%%%%%%%%%%%%%%%)*M $$$$$#'2b$c#78]*-(8-(Q7-_Q'2`# d$
•  MccL%
•  c3#$3SOOOplsnn%%%%%%%%%%%%%%%%%C,9)%%%%KW65K%C35%M#92L%{%%
•  c3#$3SOOOplsns%%%%%%%%%%%%%%%%%C,9)%%%%O%%%%%%%%%%%%%%%{%%
•  c3#$3SOOOplsn&%%%%%%%%%%%%%%%%%C,9)%%%%M#FCT8**6Q)#)Q0*3'(Q'2`# L%{%%
•  c3#$3SOOOplsnI%%%%%%%%%%%%%%%%%;'""%%%%G#G9#3%



45#*KV2;56%3G*;2#9;c9+9%

•  J6;3"%;6K#%O$ggglOl%

•  X#5*#"%P66"%D655,CH6*%%

•  `6,5%)6G#W65-%{0%



P2R'""9%6?%3'2*3%'*'"+929%

•  J*K25#;3%C56C'>'H6*%

•  Y"'3%G6K#"%C56F"#G.K'3'%29%3'2*3#KU%C62*3#5%29%

*630%|%935"#*%C56F"#G%

•  D6*93%7'",#9%3'2*H*>.9W23;)%C56F"#G0%

•  V65#%3'2*3%2*?6."#7#"90%|%G65#%67#5)#'K%



P2R'""9%6?%3'2*H*>%5O%

•  4'2*3%2*?6%"693%

•  D)#;-%6?%9+93#G%7'52'F"#9%

•  :+93#G%K#?#*9#%G#;)'*29G.90%.W2*jg-c9+9%

8!4Dx@=B%&,>D)#;- 0%



P2R'""9%6?%3'2*H*>%5O.J=D4N0%

•  X#B#3P5#726,9V6K#%

•  J6B#3D,55#*3P56;#99%

•  I7#*%)66-2*>%13@#72;#J6D6*356"Y2"#‡%



D6*;",926*9%

•  ˆ,'"23+%]•%9#;,523+%"#7#"%
•  4'2*3%'*'"+929%29%*63%-#+%36%#7#5+%7,"* %
•  :!:Q%E,93%'*63)#5%'CC56';)%36%',36G'3#%<I%
•  :,;-9%?65%,9#5"'*K%96ƒW'5#%'*'"+929%
•  12;#%'CC56';)%?65%-#5*#"%"'*K%
•  &,3%?'2"9%96G#HG#9%{0%
•  V:%9)6,"K%?,((^3#93^'*'"+(#%W)'3%23%92>*9‡%



4)'*-9U%J%

• ̂ ,#9H6*9€%

)iCS^^3W2i#5c;6G^‚‡^!&'()'*+,- %
)iCS^^3W2i#5c;6G^‚‡^14'5'-'*67%

%
%
$


