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program ::= decl* instr*

instr = var =exp | jmp exp | cjmp exp.exp.exp | halt exp | assert exp
| label integer | special id;

exp ::= load(exp, exp, Trg) | sStore(exp, exp, exp,Treg) | exp Qp exp | Ou exp
| const | var | let var = exp in exp | cast(castkind, Treg,exp)

castkind ::= unsigned | signed | high | low

decl 1= var var

var ;= (string, idv, T)

Ob =+, —, %, /, /s, mod, mods, &, >, >, &, .8, ==, #. <. <, <., <s
Qu ::= — (unary minus), ! (bit-wise not)

value = const | { na1 — Nw1, Na2 — Nw2, ... }: Tmem | L

const =M I Treg

T 1'= Treg | Tiem | Bot | Unit

T reg n=regl-t | reg8.-t |reglb_t | reg32_t | regbd_t

Tinem i=mem_t (Tendian, Treg)

Tendian ~ '= 1little|big | norm
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T 32t2 60:reg32 t=

<zIl! zhS5#>)gz3%}% R_ESP_1:reg32_t;
: - - T 32t1 59:reg32 t =
OvnjrhnsjOS5#>jgz3{% 2 ot toseas2 t +
q% Ox1c8:reg32_t;
T 32t3 61:reg32 t =((

7'5%2K$zplIS5#>jgz3{% cast(mem_arr_57[T_32t1_59:reg32_t

] + 0:reg32_t]:ireg8 t)U:reg32 t
7'5%7"zpliS5#>023{% << Oirega2 1
2K3zplIS5#>jgz3%}% lcast(mem_arr_S?[T_32t1_59:reg32_t
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Vulnerabilities In drivers
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Example of issue
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Define Vulnerability
(Memory corruption)
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iCY0F, f#5%6 7#5[6\W%.) 8886k ?,*: H6*%'*K %) *>#% 92
62956 0%
IC%2*3H#>#5%B6CHS'H6*9%*K%5#9,"39.Q:10c%
hC4)5#'K9%5':#%6; 6K 2HB*%6|%29%3)#5#%6,92*>%66 29
9+*:)56*292%647? *: H6*Rh



Attack vectors(r3->r0)
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— 2$%:$<(0=6>(C, 6> ('0) . /("
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