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Organizations that don’t have enough resources to implement
perceived basic security needs.

Security Subsistence Syndrome

“| can’t even do the barest minimum to cover my ass, so |I'd better
not do anything but cover my ass.”
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I Security Poverty Line Gkamai

Organizations that don’t have enough resources to implement
perceived basic security needs.

Security Subsistence Syndrome

“| can’t even do the barest minimum to cover my ass, so |I'd better
not do anything but cover my ass.”

Accruing Technical Debt

With every step forward, the undone work increases risk and
makes future steps harder.
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Value = resources * capabillities




IAdding value: "measuring” a security program (Caramai

Value = resources * capabillities

—

time + money




IAdding value: "measuring” a security program (Cakamai

Value = resources * capabillities
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time + money SKill * effort * effectiveness
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‘ Where a good assessor can help you
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“Perfect” security

What you need to fend off a nation state
Where a good assessor can help you
“Good” security

Sufficient against the casual chaotic actor

Enough to convince a serious auditor

Security
value
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“Perfect” security

What you need to fend off a nation state

Where a good assessor can help you
“Good” security

Sufficient against the casual chaotic actor
Enough to convince a serious auditor

Enough to fool the standard auditor

What your organization thinks it can get away with
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“Perfect” security

What you need to fend off a nation state

Where a good assessor can help you
“Good” security

Sufficient against the casual chaotic actor

Enough to convince a serious auditor

Enough to fool the standard auditor

What your organization thinks it can get away with
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© “Perfect” security

@ What you need to fend off a nation state

‘ Where a good assessor can help you

@ Sufficient against the casual chaotic actor

@ Enough to convince a serious auditor

‘ What your organization thinks it can get away with
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@ “Perfect” security ?:
@ What you need to fend off a nation state /

‘ Where a good assessor can help you
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@ “Perfect” security ?:
@ What you need to fend off a nation state /
‘ Where a good assessor can help you

/

@ Sufficient against the casual chaotic actor

@ Enough to convince a serious auditor

‘ What your organization thinks it can get away with

Security
value
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Sufficient against the casual chaotic actor

A rising tide lifts all boats...
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Sufficient against the casual chaotic actor
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Sufficient against the casual chaotic actor

A rising tide lifts all boats...
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Tolerance of perceived risk drives to a stable equilibrium
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Utah CTO takes tall for data breach

Re S'(matiorl sought by Gov. Herbert after breach exposes data on
280,000 Medicaid recipients
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Utah CTO takes fall for data breach

esignation sought by Gov. Herbert after breach exposes data on
280,000 Medicaid recipients

“We need to roll out FDE immediately! And DLP!”
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Utah CTO takes fall for data breach

Resignation sought by Gov. Herbert after breach exposes data on
280,000 Medicaid recipients

“We need to roll out FDE immediately! And DLP!”

WikiLeaks, Pirate Bay suffer DDoS attacks, back

online
“We need DDoS protection, right away!”
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Don’t beg for money ... | — (Akamai
Utah CTO takes fall for data breach

Resignation sought by Gov. Herbert after breach exposes data on
280,000 Medicaid recipients

“We need to roll out FDE immediately! And DLP!”

WikiLeaks, Pirate Bay suffer DDoS attacks, back
online
“We need DDoS protection, right away!”

Hackers break into Azerbaijan Eurovision
websites
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I instead waste your crises ... @kamai

Dick. Fuffy Dick

once you go fluffy, you cant go back.

» And of course last but not LEAST a special From AKAMAI technologies yes sireee
* (you guys cant keep this kind of stuff under wrapps)

* (yes what if someone mass executed ping -f 6500 yahoo.com from your noc)

* (i dont think anyone could block 5000+ machines world wide)

® mmmmm—e- @athena.dialup.mit.edu's password: luxlacpconcaprevsiebsmdakanetwork24sdyoyo
» Got RSA key from '-----@crabcake.kendall.akamai.com' to macau.nocc.akamai.com with pass h4rdcOr3
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I and effect long term change (Cakamai

What if you found an organization where every developer had a

copy of the key used to gain root access to every production
system?

On their desktop?

At home?

How would you fix this?
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I Security Awareness (Cakamai

The Problem:

* Auditors believe that if we just train everyone with a basic security education,
then of course we’ll have no problems!

The Solution:

* Basic, standard security awareness, web-based, automated, simple.
* Targeted training, not exposed to auditors.
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Annual Security Awareness Certification

security education,

ed, simple.
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ducation,

Acknowledged

The Solution:

* Basic, standard security awareness, web-based, automated, simple.
* Targeted training, not exposed to auditors.
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Security Awareness (Akamai

The Problem:

* Auditors believe that if we just train everyone with a basic security education,
then of course we’ll have no problems!

The Solution:

* Basic, standard security awareness, web-based, automated, simple.
* Targeted training, not exposed to auditors.

name aellis

description Andy Ellis

email aellis@akamai.com
title Vice President..Chief Security Officer
location Cambridge
department InfoSec
department code 310

SSH policy acknowledgement 2012-05-

security awareness acknowledgement 2011-12-

ethics acknowledgement 2012-01-
termination process acknowledgement2008-03-

gss ccm policy acknowledgement 2011-11-

caddie policy acknowledgement

OTP token acknowledgement 2011-03-

employeetype
pcd waiver acknowledgement
startdate

Faster Forward ™
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Employee
2011-04-08
2000-05-31
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Define Evaluate Select Implement
requirement vendors vendor solution

Security
evaluation
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Define Evaluate Select Implement
requirement vendors vendor solution

Security Security
evaluation evaluation
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Security Security Security
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Define Evaluate Select Implement
requirement vendors vendor solution

Security Security Security Security
evaluation evaluation evaluation evaluation
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Define Evaluate Select Implement
requirement vendors vendor solution

Security Vendor Heli Security Security
evaluation evaluation evaluation
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IThird party security reviews @kamai

Define Evaluate Select Implement
requirement vendors vendor solution

Security Vendor Heli Auditor Security
evaluation CYA evaluation
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IThird party security reviews @kamai

Define Evaluate Select Implement
requirement vendors vendor solution

Security Vendor Hell Auditor Scapegoat
evaluation CYA hunt
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IThird party security reviews @kamai

Define Evaluate Select Implement
requirement vendors vendor solution

Business Vendor Hell Auditor Scapegoat
alignment CYA hunt
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Hunting for malware in a 10PB cloud (Akamai

http://bitly.com/AkaVscan
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IHunting for malware in a 10PB cloud (Akama:

http://www flickr.com/photos/james_lumb/3921969141/ httD / / bltly Com/ AkaVSCan
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Value = resources * capabillities
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time + money SKill * effort * effectiveness
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time + money SKill * effort * effectiveness

Goal of any security program: dv/dt > 0

- : B S — - A’;”N
Thursday, May 24, 2012
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Value = resources * capabillities

— e

time + money SKill * effort * effectiveness

Goal of any security program: dv/dt > 0

Below the Security Poverty Line, we see
Security Subsistence Syndrome: relying
on resources, not capabilities.
Goal: dr/dt >0
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ITakeaway: Measuring security value (Cakamai

Value = resources * capabillities

— N

time + money SKill * effort * effectiveness

Goal of any security program: dv/dt > 0

Below the Security Poverty Line, we see
Security Subsistence Syndrome: relying
on resources, not capabilities.
Goal: dr/dt >0

A good security program wants to
create surplus.
Goal: dc/dt >0
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IQuestions, Answers, and Pontifications @kamai

Andy Ellis
aellis@akamai.com
@csoandy
http://www.csoandy.com/
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