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Security Poverty Line

Organizations that don’t have enough resources to implement 
perceived basic security needs.

Security Subsistence Syndrome
“I can’t even do the barest minimum to cover my ass, so I’d better 
not do anything but cover my ass.”

Accruing Technical Debt
With every step forward, the undone work increases risk and 
makes future steps harder.
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Adding value:  “measuring” a security program

Value = resources * capabilities
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Adding value:  “measuring” a security program

Value = resources * capabilities
time + money skill * effort * effectiveness
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Don’t beg for money ...

“We need to roll out FDE immediately!  And DLP!”

“We need DDoS protection, right away!”

“And a WAF! And someone to look into our coding practices!”
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... instead waste your crises ...

• And of course last but not LEAST a special From AKAMAI technologies yes sireee 
• (you guys cant keep this kind of stuff under wrapps)
• (yes what if someone mass executed ping -f 6500 yahoo.com from your noc)
• (i dont think anyone could block 5000+ machines world wide)
• --

• ---------@athena.dialup.mit.edu's password:  luxlacpconcaprevsiebsmdakanetwork24sdyoyo
• Got RSA key from '-----@crabcake.kendall.akamai.com' to macau.nocc.akamai.com with pass h4rdc0r3

Thursday, May 24, 2012
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... and effect long term change

What if you found an organization where every developer had a 
copy of the key used to gain root access to every production 
system?

On their desktop?

At home?

How would you fix this?
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Security Awareness

The Problem:
• Auditors believe that if we just train everyone with a basic security education, 
then of course we’ll have no problems!
The Solution:
• Basic, standard security awareness, web-based, automated, simple.
• Targeted training, not exposed to auditors.
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Third party security reviews

Define 
requirement

Evaluate 
vendors

Select 
vendor

Implement 
solution

Vendor Hell Auditor 
CYA

Scapegoat
hunt

Business 
alignment
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Hunting for malware in a 10PB cloud

http://bitly.com/AkaVscan
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Hunting for malware in a 10PB cloud

http://bitly.com/AkaVscanhttp://www.flickr.com/photos/james_lumb/3921969141/
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Takeaway: Measuring security value

Value = resources * capabilities
time + money skill * effort * effectiveness

Goal of any security program: dv/dt > 0

Below the Security Poverty Line, we see 
Security Subsistence Syndrome: relying 

on resources, not capabilities.
Goal: dr/dt > 0

A good security program wants to 
create surplus.
Goal: dc/dt > 0
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Questions, Answers, and Pontifications

Andy Ellis
aellis@akamai.com

@csoandy
http://www.csoandy.com/
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