
TRACK	  1 TRACK	  2	   TRACK	  3

7:30	  AM REGISTRATIONREGISTRATIONREGISTRATION

9:00	  AM9:00	  AM
Prac4cal	  Exploita4on	  of	  Embedded	  Systems	  
Andrea	  Barisani	  &	  Daniele	  Bianco	  (Inverse	  Path)

You	  and	  Your	  Research	  
Haroon	  Meer	  (Founder,	  Thinkst)

Tracking	  Large	  Scale	  Botnets	  
Dr.	  Jose	  Nazario	  (Senior	  Manager,	  Arbor	  Networks)

10:00	  AM COFFEE	  BREAKCOFFEE	  BREAKCOFFEE	  BREAK

10:45	  AM10:45	  AM
Data	  Mining	  a	  Mountain	  of	  Vulnerabili4es	  

Chris	  Wysopal	  (CTO/Co-‐Founder,	  Veracode)

Hackers,	  The	  Movie:	  A	  Retrospec4ve	  

Don	  Bailey	  (Founder,	  Capitol	  Hill	  Consultants)

Don’t	  Stand	  So	  Close	  to	  Me:	  An	  Analysis	  of	  the	  NFC	  ASack	  
Surface	  
Charlie	  Miller	  (Security	  Researcher)

11:45	  AM11:45	  AM
6000	  Ways	  and	  More:	  A	  15	  Year	  Perspec4ve	  on	  Why	  Telcos	  Keep	  
GeXng	  Hacked	  
Philippe	  Langlois	  (Founder,	  P1	  Security)	  &	  Emmanuel	  Gadaix	  (Director,	  
Megapay)

Defibrila4ng	  Web	  Security	  	  

Meder	  Kydyraliev	  (Google	  Security	  Team)

Messing	  Up	  the	  Kids	  Playground:	  Eradica4ng	  Easy	  Targets	  

Fyodor	  Yarochkin	  (Security	  Analyst,	  P1Sec)	  &	  Vladimir	  Kropotov	  
(Independent	  Security	  Researcher)	  

12:45	  PM LUNCH	  BREAKLUNCH	  BREAKLUNCH	  BREAK

2:00	  PM2:00	  PM A	  Short	  History	  of	  The	  JavaScript	  Security	  Arsenal	  	  

Petko	  D.	  Petkov	  [pdp],	  Founder,	  GNUCITIZEN)

Supercompu4ng,	  Malware	  and	  Correla4on:	  What	  a	  Year	  in	  the	  Life	  of	  a	  MD5	  
Taught	  Us	  
Wes	  Brown	  (Chief	  Architect,	  ThreatGRID)

A	  Historical	  Look	  at	  The	  Personal	  Computer	  and	  The	  Phreaking	  
Scene	  	  
John	  ‘Captain	  Crunch’	  Draper	  (Hacker	  Legend)

3:00	  PM3:00	  PM Data	  is	  Poli4cal	  

Peter	  ‘brokep’	  Sunde	  &	  Fredrik	  ‘famo’	  Neij	  (Founders,	  The	  Pirate	  Bay)

iOS6	  Security	  	  
Mark	  Dowd	  (Founder,	  Azimuth	  Security)	  &	  Tarjei	  Mandt	  (Senior	  Vulnerability	  
Researcher,	  Azimuth	  Security)

Innova4ve	  Approaches	  to	  Exploit	  Delivery	  	  

Saumil	  Shah	  (Founder,	  Net-‐Square)

4:00	  PM COFFEE	  BREAKCOFFEE	  BREAKCOFFEE	  BREAK

4:45	  PM	  4:45	  PM	   Mozilla	  Apps,	  Firefox	  OS	  and	  You	  
Lucas	  Adamski	  (Director	  of	  Security	  Engineering,	  Mozilla	  Corp)	  

IPv6	  Insecurity	  Revolu4ons

Marc	  ‘Van	  Hauser’	  Heuse	  (Founder,	  THC.org)

“I	  Honorably	  Assure	  You:	  It	  is	  Secure”:	  Hacking	  in	  the	  Far	  East	  
Paul	  Sebasfan	  Ziegler	  (Independent	  Security	  Researcher)

5:45	  PM EVENT	  CONTINUES	  WITH	  #HackWEEKDAYEVENT	  CONTINUES	  WITH	  #HackWEEKDAYEVENT	  CONTINUES	  WITH	  #HackWEEKDAY
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HITB2012KUL	  AGENDA	  -‐	  CONFERENCE	  DAY	  2	  -‐	  11TH	  OCTOBER	  2012

TRACK	  1 TRACK	  2	   TRACK	  3

8:00	  AM REGISTRATIONREGISTRATIONREGISTRATION

9:00	  AM9:00	  AM
Silo	  Bus4ng	  in	  Informa4on	  Security:	  The	  ISC	  SIE	  Approach	  

Paul	  Vixie	  (President,	  ISC)

Why	  Web	  Security	  is	  Fundamentally	  Broken

Jeremiah	  Grossman	  (Founder/CTO,	  Whitehat	  Security)

Behavior-‐based	  Methods	  for	  Automated,	  Scalable	  Malware	  
Analysis	  	  
Stefano	  Zanero	  (Assistant	  Professor,	  Politecnico	  di	  Milano)

10:00	  AM COFFEE	  BREAKCOFFEE	  BREAKCOFFEE	  BREAK

10:30	  AM10:30	  AM
How	  to	  Get	  Along	  with	  Vendors	  Without	  Really	  Trying	  
Kafe	  Moussouris	  (Senior	  Security	  Strategist,	  Microsoj	  Security	  
Response	  Center)

Pwn@Home:	  An	  ASack	  Path	  to	  ‘Jailbreaking’	  Your	  Home	  Router	  
Fredric	  Raynal	  (Founder,	  QUARKSLAB)	  &	  Gabriel	  Campana	  (Senior	  Security	  
Researcher,	  QUARKSLAB) PEDA	  -‐	  Polishing	  GDB	  for	  Exploit	  Development	  

Thanh	  ‘Red	  Dragon’	  Nguyen	  &	  Long	  Le	  (VNSECURITY)11:30	  AM

PEDA	  -‐	  Polishing	  GDB	  for	  Exploit	  Development	  

Thanh	  ‘Red	  Dragon’	  Nguyen	  &	  Long	  Le	  (VNSECURITY)11:30	  AM
XSS	  &	  CSRF	  Strike	  Back	  Powered	  by	  HTML5	  

Shreeraj	  Shah	  (Founder,	  Blueinfy)

Crypto	  for	  the	  Public	  Cloud	  	  

John	  Viega	  (Execufve	  Vice	  President,	  Perimeter	  e-‐Security)

PEDA	  -‐	  Polishing	  GDB	  for	  Exploit	  Development	  

Thanh	  ‘Red	  Dragon’	  Nguyen	  &	  Long	  Le	  (VNSECURITY)

12:30	  PM LUNCH	  BREAKLUNCH	  BREAKLUNCH	  BREAK

1:30	  PM1:30	  PM iOS	  PANEL	  DISCUSSION	  -‐	  @Musclenerd,	  David	  ‘@planetbeing’	  Wang,	  Cyril	  ‘@pod2g’	  &	  Mark	  Dowd	  iOS	  PANEL	  DISCUSSION	  -‐	  @Musclenerd,	  David	  ‘@planetbeing’	  Wang,	  Cyril	  ‘@pod2g’	  &	  Mark	  Dowd	  iOS	  PANEL	  DISCUSSION	  -‐	  @Musclenerd,	  David	  ‘@planetbeing’	  Wang,	  Cyril	  ‘@pod2g’	  &	  Mark	  Dowd	  

2:30	  PM COFFEE	  BREAKCOFFEE	  BREAKCOFFEE	  BREAK

2:45	  PM2:45	  PM Finding	  the	  Weak	  Link	  in	  Binaries	  

Ollie	  Whitehouse	  (Associate	  Director,	  NCC	  Group)	  

OPSEC:	  Because	  Jail	  is	  for	  wufpd	  

The	  Grugq	  (Senior	  Security	  Researcher,	  COSEINC)

Behind	  Enemy	  Lines	  

Mikko	  Hypponen	  (Chief	  Research	  Officer,	  F-‐Secure	  Corp)

3:45	  PM COFFEE	  BREAKCOFFEE	  BREAKCOFFEE	  BREAK

4:00	  PM	  4:00	  PM	   A	  Scien4fic	  (But	  Non	  Academic)	  Study	  of	  Malware	  Obfusca4on	  
Technologies	  
Rodrigo	  Rubira	  Branco	  (Director	  of	  Vulnerability	  and	  Malware	  Research,	  
Qualys)

Informa4on	  Warfare	  &	  Cyberwar:	  What’s	  the	  Story	  Morning	  Glory?	  

Raoul	  Chiesa	  (UNICRI	  /	  ISECOM	  /	  TSTF)	  

Hacking	  Huawei	  VRP	  

Felix	  ‘FX’	  Lindner	  (Founder,	  Recurity	  Labs	  GmbH)

5:00	  PM	  5:00	  PM	  
Element	  1337	  in	  the	  Periodic	  Table:	  Pwnium
Chris	  Evans	  (Informafon	  Security	  Engineer	  /	  Troublemaker	  /	  Chrome	  
Security,	  Google	  Corp)	  

Something	  MEGA
Emmanuel	  Gadaix	  (Technical	  Director,	  Megapay)

6:00	  PM CTF	  PRIZE	  GIVING	  +	  HACKWEEKDAY	  AWARD	  CEREMONYCTF	  PRIZE	  GIVING	  +	  HACKWEEKDAY	  AWARD	  CEREMONYCTF	  PRIZE	  GIVING	  +	  HACKWEEKDAY	  AWARD	  CEREMONY

6:30	  PM CHARITY	  AUCTIONCHARITY	  AUCTIONCHARITY	  AUCTION

7:30	  PM END	  /	  HITB2012KUL	  POST	  CONFERENCE	  PARTY	  @	  G-‐TOWER	  21:30	  ONWARDSEND	  /	  HITB2012KUL	  POST	  CONFERENCE	  PARTY	  @	  G-‐TOWER	  21:30	  ONWARDSEND	  /	  HITB2012KUL	  POST	  CONFERENCE	  PARTY	  @	  G-‐TOWER	  21:30	  ONWARDS
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