




Á Huawei is the #2 telecommunications  
equipment vendor worldwide 
Á Founded 1988 

Á 155.000 employees worldwide 

Á Three major business units 
Á Telecom Networks 
Á Accounted for 15.7% global carrier network infrastructure 

market in 2010 

Á Customers are 80% of the worldôs top 50 telecoms 

Á Global Services 
Á Builds and operates networks for clients 

Á 47 managed services contracts in 2010 alone 

Á Devices 
Á White label products and branded cellphones 

Á 120 million devices, 30 million of which were cellphones 



Á Radio Access equipment 
Á BTS and BSC 

Á Fixed line equipment 
Á Fiber and copper infrastructure, DSLAMs 

Á Transport network 
Á Optical transport, MSTP, microwave 

Á Core network 
Á CDMA, soft switches, session border controller, IP multimedia, 

Universal Media Gateways 

Á Telco infrastructure 
Á Antennas, power supplies, etc. 

Á Storage 
Á Cloud, SAN, NAS 

Á Software 
Á Network Management, CRM, enterprise solutions 

Á Devices  
Á Mobile phones, mobile broadband, home devices 



Á Data communications equipment 
Á NE Series (5000E, 80/40, 80E/40E, 20/20E) 

Á AR Series (3200, 2200, 1200, 49, 46, 29, 28, 19, 18) 

Á Metro Service Switches (CX series) 

Á Ethernet switches (S series) 

Á The router and switch products are also known as 
ñQuidwayò 

Á There are H3C (Huawei-3Com) versions as well 
Á On April 12, 2010, Hewlett-Packard completed its 

acquisition of 3Com Corporation 

Á Statements from Huawei and HP differ on who uses 
what code 
Á Following our DEFCON talk, HP immediately provided 

information and machines for testing 

Á Interesting past joint venture: Huawei-Symantec 



Á ĂTaking on an open, transparent and sincere attitude, 
Huawei is willing to work with all governments, customers 
and partners through various channels to jointly cope with 
cyber security threats and challenges from cyber security.ò 
Á http://www.huawei.com/en/about-huawei/corporate-

info/declarations/cyber-security/index.htm 

Á ñHuawei calls for global cooperation in data protection. 
Founder of Chinese telecom giant, which has faced security 
concerns in the US and Australia, makes call for global 
cooperation to improve data protection, according to 
reports.ò 
Á http://www.zdnet.com/huawei-calls-for-global-cooperation-in-

data-protection-2062305225/ 

Á Following our DEFCON Talk, Huawei published  
ñCyber Security Perspectivesò  
Á by John Suffolk, Global Cyber Security Officer 



Á The product security team used to be hard to find 
Á There was a CERT team for the FIRST membership 

Á Now there is a PSIRT (used to be called NSIRT) 
Á http://www.huawei.com/ilink/en/special-release/HW_093771 

Á The PSIRT is now listed on OSVDB 

Á Product security advisories are published ñfor customersò 
Á You need to be registered / logged in on their web site 

Á We have been provided with previews of advisories in PDF format 
Á Huawei-SA-20120808-01-HTTP-Module 

Á Huawei-SA-20120808-02-HTTP-Module 

Á Huawei-SA-20120808-03-HTTP-Module 

Á Product security related updates to software are currently not 
marked as such 
Á According to private reports, security vulnerabilities used to get fixed 

ñon the flyò when customers complaint 

Á The UK-based ñHuawei Cyber Security Centreò actively audits 
code of Huawei products 







Á The Versatile Routing Platform (VRP) is the software 
platform used on data communication products of the vendor 

Á Multiple branches are known: 
Á VRP 1.x and 2.x ï Not the Cisco IOS copy! 

Á In fact only Ciscoôs EIGRP code and DUAL algorithm were copied 
verbatim, including a bug in Ciscoôs EIGRP code 

Á CLI and commands were imitated from IOS 

Á User manuals were copied 

Á VRP 3.x: VxWorks 3.x based 

Á VRP 5.x: VxWorks 5.x based 
Á According to Huawei largely rewritten 

Á VRP 8.x: Unknown (new in 2011) 

Á Versioning based on platform, release and revision 
Á E.g. S3500EA-VRP520-F5305L01.bin 

Á Also known as: COMWARE (OEM), VXLS 
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Á Standard interfaces 

Á Command line interface (CLI)  
Á Via SSH, Telnet and Console 

Á Web based configuration 

Á NetConf (RPC/XML) 

Á SNMP 

Á Branch Intelligent Management System (BIMS) 

Á Remotely update configuration and software 

Á Language settings for Chinese and English 

Á Including the logging functions 

Á Debug functionality often only available in Chinese 



********************************************************************************  
*  Copyright (c) 2004 - 2007 Hangzhou H3C Tech. Co., Ltd. All rights reserved.   *  

*  Without the owner's prior written consent,                                  *  

*  no decompiling or reverse - engineering shall be allowed.                     *  

********************************************************************************  

Login authentication  

 

Username: admin  

Password: <our password>  

<H3C>system - view  

System View: return to User View with Ctrl+Z .  

[H3C] _ 

Now you enter a hidden command view for developer's testing, some commands may 
affect operation by wrong use, please carefully use it with our engineer's 
direction.  

[H3C - hidecmd] en_diagnose    

 input password (1 - 12 characters) : huawei - 3com 

 This mode is for our engineers to test. Running these commands could result in 
exceptions. Please do not run these commands without directions of our 
engineers.  

[H3C - diagnose]  





Á The support area on Huaweiôs web site contains 
images 

Á You have to get ñauthorizedò to download them 
Á No idea how that works 

Á The flash file system is available via FTP on 
devices, including the current image 

Á system  is the image 

Á http.zip  contains the static web content 

Á config.cfg  contains the current configuration 

Á webinit.cfg  contains the default configuration 

Á Legal access to images is difficult 

Á Buying entire routers helps 


