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iINalyzer — No More iOS
Blackbox Assessments
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TIMSLE| fEJ[ aim

Application security (=] =¥



WTF Disclaimer

/" This presentation will demonstrate a new approach and tool to )
perform practical black box testing on any iOS application.

These demos will be illustrated using technical terms and tools of
trade that relates to black-box effort on iOS applications.

If terms such as: ObjC, Class-Dump-z, Cycript, Clutch, Proxies,
Scanners, etc. make you want to WTF it, please see the reference
slides at the end of the presentation to upgrade your knowledge.
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About me

o Security Researcher ,Trainer, Speaker

° Pervious Publications:
Lenovo privilege escalation WiFi driver
SOAP patch for Sqlmap
Belch — Burp suite plugin for binary protocols (AMEF Jser, etc.)
EvilQR open Research

AppUse - Android Applicaition Uniform Security Evaluation
Platform (Developed with Erez Metula)

Talks: OWASP IL (201 1,2012) DC9723(2013)
o B.Sc. Biomedical Engineering
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Agenda

e Current BlackBox iOS Technique
e Current Agony
e iNalyzer
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10S Apps and
vulnerabilities
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Recap: What’s an iOS App ?

> ObjC/C/C++ Compiled (ARM) Executable
o Encrypted Executable (fairplay)

o Self contained under
~/Applications/GUID/AppName.app folder

o Installed by “mobile” user

o Executes under sandbox i “: = .
By s ( x
> Under the radar can escape > ﬁi e

(SpyPhone, Storm8, etc.) —

"'!Ea"
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IOS App: Common Vulnerabilities

Source: www.owasp.org

OWASP Mobile Top 10 Risks

M3 - Insufficient
Transport Layer
Protection

M4 - Client Side
Injection

M2 - Weak Server
Side Controls

M1 - Insecure
Data Storage

MS5 - Poor
Authorizationand
Authentication

M7 - Security
Decisions Via
Untrusted Inputs

M8 - Side Channel
Data Leakage

M6 - Improper
Session Handling

M10 - Sensitive
Information
Disclosure

MS9 - Broken
Cryptography
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Real World Pen Testing

screenshots, -
screenshiots. more time.

screambols ﬁi need more time!

yeah i found like 30 e N
: : 1 think it

vulns just sneezing ,
might be
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t i really suck & engineer. 1 hear they make good
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iOS Black Box means

Static analysis
Dynamic analysis
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Static Analysis Tools

e Tools:
o iFile / iTools/ iExplorer (Cydia iOS/PC)
o Clutch (Cydia)
o |DA / Dissasembler (PC)
o SSH / Putty (iOS + PC)
> HexEditor (Win/Mac)
o Plist Editor (iOS, PC)
o SQLite Browser (Win/Mac)

amsteEm
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Dynamic Analysis Tools

e Tools:
o Proxy (PC) + Certificate (Root CA)

iISEC SSL KillSwitch (iOS)

Mallory (VM)

WiFi HotSpot

Cycript (iOS)

o Class-Dump-Z (iOS)

o GDB (iOYS)

o Theos / Logos / CaptainHook (iOS)

(0]

(0]

(0]

(0]
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Typical Black Box Setup

© O O Burp Suite Professional v1.4.10 - licensed to AppSec Labs [single user license]
Burp Intruder Repeater Window About

Intruder Repeater Sequencer Decoder Options Alerts
Proxy Scanner

Scope

Filter: Hiding out of scope and not found items; hiding 4xx responses; hiding empty folders

Method | URL

<X J T
Request | Response

Raw  Hex
]
v

<[+ (> J [Tvpe a search | 0 matches

\/

Attacker

amstefdzm
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Black Box Agony: Uncover

No Code

|

No Simulator

sl msmfrd[ m

the missing pieces

Unknown end points

/fuaskldL:KDF JBERFYbRTKIne! "t; Lvby=bmde623[g-sernnSVGow48969780yu, strwsl
|shtraevgtt,1358)qdrn. p’p:{Pul; 78loMLBaats /' [waTwin 72120 ,6:, /SDGZ0acS w4l
il;yi g g phi* u[Y (snncron&[uu’""w
e
30B“hio578nk;
]d}vh‘t-"”id.

-:mYB'u]uKIJG’uKn mnBFn

2;!83R?.’?:?,{:;"“”’°W ' Y 45 % of Functionality
% Coverage
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Typical approach

e File System:
> Monitoring (DB, Plist, Logs)
o Tampering (SQLite, plutil)

e Network:
> Monitoring (Mallory, Proxy)
o Tampering (Proxy, Scanners, tools)

e Application Resources:
o CFURL invocations
> EA protocols

amstedzm
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Typical approach - Cont
e Binary:
o Decryption (Clutch)
o Class identification (class-dump-z)
> Reversing (IDA)
o Patching (when needed)

e Application Runtime:
o Objc_msgSend monitor

o Theos / Logos Tweaks
- GDB

o Cycript

amstedzm

_ﬁ_ @App&ec

Application security (W= =¥



Typical approach —ARM RCE ing

Use GDB / IDA Pro + zynamics

Problems:

* Assembly Language ARM
* Overhead for mid scope
* Tedious

* Manual

aMsLeiam

_@_ @Appbec

Application security (W= =¥



Eventually you will get there..

P
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Black Box Agony:

22:04 V- 68% @}

Raw | Params | Headers

POST /check HTTP/1.1

Host: prod-mistert.orcali.com

Proxy-Connection: close

Accept-Encoding: gzip

Content-Type: application/x-www-form-urlencoded; charset=utf-8
Content-Length: 124

Connectinn: close

User-Abant: Mailbkox 1.1.0 (iPhone; iPhone 08 6.1.2; he IL)I

wui o= -:sion nunber=1.1.061 ine_number=l-84:hecksum=a0068354887b4b6d844959'!d7fae6f06||

@ u B EJ Type a search term

Response

Raw | Headers

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=utf-g £ MAILBOX
Date: Thu, 04 Apr 2013 20:19:29 GMT

{-Powered-By: Express

Content-Length: 15

Connection: Close

@App&ec

Application security (=] =¥




Protocols

GENDER All Segments W All Yersions W Across All Time W

Source: :Flurry Estimates V: Explain &

Response 88.5%
483,777 users =
_[ Raw T Params T Headers T Hex ] Unknown
POST /aas.do HITP/1.1 -
Host: data.flurry.com J
Proxy-Connection: keep-alive f 11.5%

Accept-Encoding: gzip, deflate

- , 62,863 USers
Content-Type: application/octet-stream

Accept-Language: en-us Known
Accept: */% "__/
Pragma: no-cache — Fermnale: 30.1%

Content-Length: 357
Connection: keep-alive
User-Agent: Pango/3.0 CFNetwork/609.1.4 Dal

o:éc*”.o C&060&"E 5r0 ¢ G{¢ i Ughoi=e—_sN7T :IBP% & B =idnTés”
scr.height 450 scr.width 320 device.os.version6.1.2 device.model. 1 iPhone3,13.0&¢" © 1» he_IL Asia/Jerusalem”™ ™ "—%g

.
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—#"Burp Suite Professional v1.4.10 - licensed to AppSec Labs [single user license]
Burp Intruder Repe:

Aing out of scope and not found items; hiding 4xx responses; hiding empty folders

\/

Attacker

amstefdzm
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Obijective C class interposing
What should be the result of running this code:

N35tring* ErrorMsg N35tring stringWithString @

Surprise, Surprise!

cy# ErrorMsg =| NSString stringWithString:c
EF# ErrorMsg =| NSString stringWithString:@
%F# ErrorMsg =| NSString stringWithString:c
li: W

amsteelzm
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Obijective C class interposing

Presenting a new implementation to a foundation
class selector:

N35tring-=isa.messages »
cy# ErrorMsg NSString stringWithString =@
cy# ErrorMsg NSString stringWithString @
cy# ErrorMsg NSString stringWithString @
Cy#

amsteelzm
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T Wi-Fi I

Cycript: Tampering tool

Server

e Not a new concept

Port

2 F-SCI"iPt.OI"g (OSX) Authentication
o Cycript (@saurik iOS)

(J. Zdziarski — Hacking and securing iOS applications)

iPhone:/adpplications/iNalyzer5.app root# cycript -p Preferences

cy# Uldpp.keyWindow recursiveDescription .toString .split split
.pop. .split split
10.0.0.2
cy# lable=new Instance
: Port Cycript Was Herd
et Authentication *’ ‘ OFF

cy# lable.text=a@

@ AppSec
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Binary protocols
Signed Request

Solved, But need advanced inside
Application knowledge
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<ImportControllerDelegate>
<ConnectControllerDelegate=

<GenericTourControllerDelegate>
<CUTourMainViewControlier
Delegate>
<SharedFolderinviteController
Delegate>

Vewtamotorbecgmon
P —— |

passcodeView

—--- waminayow

~

<UlTextFieldDelegate>

=
’ AN

NSObect [——————

notAlenView
<UINavigationControllerDelegate>

<DBRestClientDelegate>
<PadSetupViewDelegate>

<HelpViewControllerDelegate
Protocol>

DBSession

restClient
~ —| oBRestclient |

credentialStore

<PadTabViewDels

tabView

PadTabView -

troVideoController

<UisplitviewControllerDelegate=
<UlActionSheetDelegate>

DBLoadingView

BlockActionSheet

favoritesTableViewContr

T —————

roller_
- - Sharing ViewController
FavoritesTableViewController |

<UlDocumentinteractionController
Delegate>

TT

<UnplayableMovieFavoriting
AlertDelegate>

DropboxDirectoryEntry

AppSec
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Gettlng |Nalyzer

@ Sources

| O Welcome to Cydia™ Packaaes
’ by Jay Freeman (saurik) — g
View or remove packages
you previously installed.

v

| @ Cydia Store: (Late) Tonight

Find saurik on Twitter > ®  Sources

List current sources and add

custom ones you may Know.
Featured Packages >

J L.
More Package Sources > Sto rag e
A -_—
. \ See how much room you "

Frequently Asked Questions > \_// have left for new packages. {H> clv a

TO® o @
Change Manage Searcl

Rep05|tory urI Http :/[appsec-labs. com/cydla

amste am
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Mailbox iFile Jackpot

©
_ A

After restart open browser to
http://< you iDevice IP>:5544

aIMStefd@m
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: ( 1 Bookmarks ¥ .
Back Forward : Home Firesheep Firebug Websecurify EPUBRea

D APRSec

iNaIyzer PaCKager — Application security (W= =1=)

How to use:

1. Install GraphViz-Dot on PC/Laptop
2. Install DoxyGen on PC/Laptop
3. Choose Application from the list and click Package

Choose application to Pack: | Dropbox _C]

Be patient as package creation can take a while

4. Save .zip to disk and extract
5. Run Setup.bat(Win) or Setup.sh(Other)




Packaging an App (Dropbox)

iNalyzer5 Packager
Mailbox.app: ORVelvetRoomMa... iNalyzer5 Packager

=N e il
145.220.13.64:5544 B-
Subscribe Reload Stop

iNaIyzer Packager Application security (W= =1

How to use: \J /
1. Install GraphViz-Dot on’%p //
Opening Dropbox-v2.1.3.zip >n PC/kapt —

ion from-the list and cliolwRaekage
You have chosen to open: ‘

& Dropbox-v2.1.3.zip Pa(lon tg/Pacie (g Dropfy
which is a: WinRAR ZIP archive

from: http://145.220.13.64:5544

‘ppatient as package creation can take a while

What should Firefox do with this file? ‘

and extract
=) Open with | The Unarchiver (default) I ]

\
(O DownThemAll!

in) or Setup.sh(Other)
(O dTa OneClick! § | /Users/_coredu...nextVersions/ |# ]

() Save File

") Do this automatically for files like this from now on.

v
( Cancel )
S—————

team
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Extraction (Dropbox)

-~ ~
145.220.13.64:5544 &

Subscribe Reload Stop

iNa]yzer Packager Application security (W] ST

How to use:

1. Install GraphViz-Dot on'Rg/Laptop
2. Install DoxyGen on PNXD
3. Choose Application frewwtive list and click-Package
The Unarchiver

m! [ (] dropbox »: Q )

DEVICES Name Date ...dified v

Fackaging

ackage creation can take a while
J _ coreDump’s ... P <

El ipisk ct

-} Mac-NonCS up.sh(Other)
! Backup

|_ TC_STORE

SHARED
@ All..

PLACES

(] toFTP

(] Courses
(L] Personal
(] Installations

| (" New Folder ) (ﬂ)
‘ J]Lgm_ﬂ[aﬂﬂru h Q Search

e ‘ e
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Dashboard Building

In the Payload/Appname.app/Doxygen/ folder:
Execute the doxMe.sh file (Mac)
Open dox.Template with DoxyGen (Win)

o) () ( Terminal — bash — 98x29
coreDumps-MacBook-Pro-Z2:Doxygen _coredump$ cd ~/Desktop/iNalyzert/dropbox/Dropbox-vZ.1.3-2/Payload
/Doxygen/

coreDumps-MacBook-Pro-Z:Doxygen _coredump$ ls -1

total o4

-rwxr-xr-x@ 1 _coredump staff 11628 17:31 10 nawn dox.template

-rwxr-xr-x@ 1 _coredump staff 103 B7:33 8 an doxMessh

-rwxr-xr-x@ 1 _coredump staff 7201 17:31 10 1an footer.html

-rwxr-xr-x@ 1 _coredump staff ©799 07:33 8 1an logo.gif

coreDumps-MacBook-Pro-Z:Doxygen _coredump$

amstefdam
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Dashboard Building: it :could take time

coreDumpS—MacBooL—PPo—Z.Doxygen _coredump$ ls -1
total &4
-rwxr-xr-x@ 1 _coredump staff 11628 17:31 10 nanx dox.template
-rwxr-xr-x@ 1 _coredump staff 103 B7:33 8 1an doxMe.sh
-rwxr-xr-x@ 1 _coredump staff 7201 17:31 10 nawx footer.html
-rwxr-xr-x@ 1 _coredump staff ©799 07:32 & 1an logo.gif
coreDumps-MacBook-Pro-2:Doxygen _coredump$ ./doxMe.sh
Searching for include files...
Searching for example files...
Searching for i1mages...
Searching for dot files...
Searching for msc files...
Searching for files to exclude
Searching for files to process.
Searching for files 1in dlrectory /sers/_coredump/Desktop/1Nal yzero/dropbox/Dropbox-vZ.1.3-2/Paylo
ad/ReversingFiles
Reading and parsing tag files
Preproce331ng /Users/ coredumpresktop 1N01y q1dropboxXDropbox vZ.1l.3-2/Payload/ReversingFiles/_
sncL nce finished open t
Payload/Appname.app/Doxygen/html/index.html

file with FireFox

amste@m
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Dropbox.app

Main Page i Related Pages Files i

Class List _J Class Index l

L LS e I e T F RS TS T S e e S e v

fileExceedsWWANLimitAlert
handleCameraUploadTourDismissalFf
handleLocalNotification:
handleRemoteNotification:
importControllerDidimportToPath: m
importControllerDidSelectFolder:
importControllerWillCancel:animatec
importFolderChooserDidCancel:
interfaceOrientation
isPasscodeBackgroundDisplayed
passcodeBackground
passcodeParentController
passcodeViewControllerDidReceiveC
passcodeViewControllerPasscodeRet
popoverControllerDidDismissPopove
popoverControllerShouldDismissPog
presentAccountinfoViewlfNeeded
presentBackgroundUploadingTourAt
presentCameraUploadTour
presentConnectControllerInitial
presentCurrentSharingViewControlle
presentLockoutAlertView
presentModalNavController:animate
presentModalNavController:fromCor v

) 4| >

amsLeEm

AppSec
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iNalyzer Dashboard @

Q- Search

Class Hierarchy l Class Members

| <UlApplIcauonvelegate> [

Ing

- o

passcodeBackground

_____ :{ DropboxAppDelegate
7/

-

importController

AppSec
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Dropbox.app

iNalyzer Dashboard @

Main Page ' Related Pages m Files '

Class List _J Class Index l Class Hierarchy i Class Members l

oIy Dy SLC i SN U e Ll Uy

fileExceedsWWANLimitAlert
handleCameraUploadTourDismissalForcedByUser:animat
handleLocalNotification:

handleRemoteNotification:
importControllerDidimportToPath:
importControllerDidSelectFolder:
importControllerWillCancel:animated:
importFolderChooserDidCancel:
interfaceOrientation
isPasscodeBackgroundDisplayed
passcodeBackground

passcodeParentController
passcodeViewControllerDidReceiveCorrectPasscode:
passcodeViewControllerPasscodeRetriesDidFail:
popoverControllerDidDismissPopover:
popoverControllerShouldDismissPopover:
presentAccountinfoViewlfNeeded
presentBackgroundUploadingTourAnimated:
presentCameraUploadTour
presentConnectControllerlnitial
presentCurrentSharingViewController
presentLockoutAlertView
presentModalNavController:animated: )

presentModalNavController:fromController: v

———

amsLeEm

(void)
(void)
(void)
(void)
(void)
(void)
(id)
(void)
(void)
(void)
(void)
(void)
(void)
(BOOL)
(void)
(void)

- sharedFolderinviteAccepted:metadata:

- importFolderChooserDidCancel:

- importControllerDidSelectFolder:

- importControllerDidimportToPath:

- importControllerWillCancel:animated:

- dismissimportViewAnimated:

- passcodeBackground

- dealloc

- sessionDidReceiveAuthorizationFailure:userid:
- alertWithNotificationUserinfo:

- fileExceedsWWANLimitAlert

- syncOutOfSpaceAlert

- popoverControllerDidDismissPopover:

- popoverControllerShouldDismissPopover:

- alertView:didDismissWithButtonindex:

- passcodeViewControllerPasscodeRetriesDidFail:

(void)
(void) - tourControllerDidDismissTour:
(void) - cuBackgroundUploadingTourViewControllerDidD
(void) - cuTourMainViewControllerDidDismissTour:
(void) - dismissCUTourController
(void) - handleCameraUploadTourDismissalForcedByUse
(void) - applicationWillEnterForeground:
(void) - applicationDidEnterBackground:
(void) - application:didFailToRegisterForRemoteNotificati
(void) - application:didRegisterForRemoteNotificationsWi
(void) - registerForRemoteNotifications
(void) - applicationDidBecomeActive:

R —

- O O O coredumps-iphone.local - VNC Viewer

AppSec

Analication cocurite (IF1ETS)

-100 ORANGE k48 0:28 BE B 95% b

< i ol

3 Enter your Dropbox passcode




) ) O coredumps-iphone.local - VNC Viewer

-99 ORANGE -48 0:31 BE R 94% &b

D oomem . aED - N -
| @ file: G Q ki - -
Back Forward 9 file:// /U Subscribe ® Reload Stop nm marks Firebug Websecurify EPUBReader

Home Firesheep

JTAop Go @'<BIApplication: 0xle574320>Y<br>

Clear

< coredumps-iphone.local

Main Page ‘ Related Pages W Flles l X" Search

Class List J Class Index l Class Hierarchy l Class Members l
ISPy oy St I HIC U Ceu e Lo oy ] Ry R R R
fileExceedsWWANLimitAlert (void) - sharedFolderinviteDeclined:

(void) - sharedFolderinviteAccepted:metadata:

handleCameraUploadTourDismissalForcedByUser:animat -
(void) - importFolderChooserDidCancel:

handleLocalNotification:

(void) - importControllerDidSelectFolder:
handleRemoteNotification: (void) - importControllerDidimportToPath: ml
importControllerDidimportToPath: m (void) - importControllerWillCancel:animated:
importControllerDidSelectFolder: (void) - dismissimportViewAnimated:
importControllerWillCancel:animated: (id) - passcodeBackground

(void) - dealloc
(void) - sessionDidReceiveAuthorizationFailure:userid:
(void) - alertWithNotificationUserinfo:

importFolderChooserDidCancel:
interfaceOrientation

isPasscodeBackgroundDisplayed (void) - fileExceedsWWANLimitAlert
passcodeBackground (void) - syncOutOfSpaceAlert
passcodeParentController (void) - popoverControllerDidDismissPopover:
passcodeViewControllerDidReceiveCorrectPasscode: (BOOL) - popoverControllerShouldDismissPopover:

(void) - alertView:didDismissWithButtonindex:
(void) - passcodeViewControllerPasscodeRetriesDidFai
(void) - passcodeViewControllerDidReceiveCorrectPass

passcodeViewControllerPasscodeRetriesDidFail:

popoverControllerDidDismissPopover:

popoverControllerShouldDismissPopover: (void) - tourControllerDidDismissTour:
presentAccountinfoViewlfNeeded (void) - cuBackgroundUploadingTourViewControllerDit
presentBackgroundUploadingTourAnimated: (void) - cuTourMainViewControllerDidDismissTour:
presentCameraUploadTour (void) - dismissCUTourController

@App&ec
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:
Back Forward = 1 Subscribe ®

Reload Stop

-
Home Firesheep

L

~

n Bookmarks ¥

Firebug Websecurify EPUBReader

Go

Clear

e coredumps iphone.

Main Page l Related Pages W Flles l

Class List l J

v DropboxAppDelegate
alertView:didDismissWithButtonindex:
alertWithNotificationUserInfo:

Class Index Class Hierarchy l Class Members '

FoUULUITiLYCU viTYw LUl unicr

application:didFailToRegisterForRemoteNotificationsWithErr
application:didFinishLaunchingWithOptions:
application:didReceiveLocalNotification:
application:didReceiveRemoteNotification:
application:didRegisterForRemoteNotificationsWithDeviceTc
application:handleOpenURL:

applicationDidBecomeActive:
applicationDidEnterBackground:
applicationDidReceiveMemoryWarning:

applicationVersion

applicationWillEnterForeground:
applicationWillResignActive:

applicationWillTerminate:

browseState

cleanupDropboxVideolfNeeded

clearBrowselocation

amstefezm

local
Q" Search

importFolderChooserDidCancel:
importControllerDidSelectFolder:
importControllerDidimportToPath:
importControllerWillCancel:animated:
- dismissimportViewAnimated:

- passcodeBackground

- dealloc

0

- sessionDidReceiveAuthorizationFailure:userid:

- alertWithNotificationUserinfo:

- fileExceedsWWANLimitAlert

- syncOutOfSpaceAlert

- popoverControllerDidDismissPopover:

- popoverControllerShouldDismissPopover:

- alertView:didDismissWithButtonindex:

- passcodeViewControllerPasscodeRetriesDidFail:

- passcodeViewControllerDidReceiveCorrectPasscode:

- tourControllerDidDismissTour:

- cuBackgroundUploadingTourViewControllerDidDismissTc
- cuTourMainViewControllerDidDismissTour:

- dismissCUTourController

- handleCameraUploadTourDismissalForcedByUser:animate
- applicationWillEnterForeground:

Folder is Empty

@4
2

Dropbox
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[PasscedeViewControllexr passcodelc

et | NI o bod NS T\ NA I ot

Main Page I Related Pages @ Flles l

Class List

L4
>
>
>
>

¥V vV v vV vy Y Y Y VY Y

rauiauvicw
PadTabViewDelegate-p
PasscodeBackgroundController
PasscodeSettingsTableViewController
PasscodeView
PasscodeViewController
PasscodeViewControllerDelegate-p
Payments

PDFCompositeFontinfo
PDFDocumentViewController
PDFSimpleFontinfo
PhotoPermissionController
PhotoPermissionControllerDelegate-p
PhotoViewController

PLCrashReport
PLCrashReportApplicationinfo

amstedzm

1s:@"1200" ]

Class Index l Class Hierarchy I Class Members l

GCo
Clear

O<br>

Z110.0.0.5

(void) - dealloc
(id) - initWithPasscodeEntryMode:
(void) - clearViews

» Public Member Functions inherited from

» Public Member Functions inherited from

» Public Member Functions inherited from

Static Public Member Functions

(void)
(BOOL)
(BOOL)

(void)
(BOOL)

(void)
(BOOL)
(BOOL)

(unsigned)

+ clearPasscode
+ isPasscodeSet
+ passcodeEquals:

+ setRequireimmediatelyOnActive:

+ requirelmmediatelyOnActive

+ setEraseDataOnPasscodeFailure:

+ eraseDataOnPasscodeFailure
+ isLockedOut
+ lockoutSecondsRemaining

™ Search

AppSec
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Back Forward :

\ 0 file:///Users/_coredump/Desktop/iNalyzer6/dropbox/Dropbox

[PasscodeViewController passcodeEquals:@"1200" ]

bt } NI pf o NS TN NA B i

Main Page l Related Pages W Fllee § O O

Class List Class Index ' Class Hierarchy ‘ Class Me}

1 4

radiauvvicw

» PadTabViewDelegate-p

» PasscodeBackgroundController

» PasscodeSettingsTableViewController

» PasscodeView

PasscodeViewController
PasscodeViewControllerDelegate-p
Payments

PDFCompositeFontinfo
PDFDocumentViewController
PDFSimpleFontiInfo
PhotoPermissionController
PhotoPermissionControllerDelegate-p
PhotoViewController
PLCrashReport
PLCrashReportApplicationinfo
PLCrashReportBinarylmagelnfo
PLCrashReporter
PLCrashReporterCallbacks
PLCrashReportExceptioninfo
PLCrashReportFormatter-p
PLCrashReportMachinelnfo

0

| & A (B~ Google Q) © Elsookmarks~> _ * -

Subscribe Reload Stop Home Firesheep Firebug Websecurify EPUBReac
Wait... 0<br>

Clear )

Z:10.0.0.5
Burp Suite Professional v1.5.07 - licensed to AppSec Labs [single user license]

Burp Intruder Repeater Window Help

[Target T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Options T Alerts ]

_[ Intercept I History T Options ]

Request to http://coredumps-iphone.local:5544 [10.0.0.19)

|  Forward || Drop J [ Interceptison | l Action J Comment this item

j RawT Headers T Hex ]

GET /Dropbox/Invoke=%5BPasscodeViewControllers20passcodeEquals: @%221200%22%20%5D§End1nvoke HTTP/1
Host: coredumps-iphone.Tocalibbdd

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.6; rvil2.0) Gecko/20100101 Firefox/19.0
Accept: text/html,application/xhtml+xml,application/zml;gq=0.9,*/%;gq=0.8

Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Origin: null

| Connection: keep-alive

2 T T T [passcodeViewControIIer

(void) + clearPasscode
(BOOL) + isPasscodeSet
(BOOL) + passcodeEquals:
(void) + setRequirelmmediatelyOnActive:
(BOOL) + requireimmediatelyOnActive
(void) + setEraseDataOnPasscodeFailure:
(BOOL) + eraseDataOnPasscodeFailure

@A ppSec
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Burp Intruder Repeater Window Help

f Target T Proxy T Spider T Scanner T Intruder

Payload Positions | 1 x | B ...

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help fo [ Target T Positions T Payloads T Options ]

Attack type: | Sniper

@ Payload Sets

GET /Dropbox/Invoke=%5BPasscodeViewControllers20passcodeEquals:@%22812008%22%20%5D&EndInvoke HTTP/1.0 X
Host: coredumps-iphone.local:5544 You can define one or more payload sets. The number o
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS5 X 10.6; rvil2.0) Gecko/20100101 Firefox/19.0 in different ways.

Accept: text/html,application/xhtml+xml,application/zml;g=0.9,%/%;q=0.8
Accept-Language: en-US,en;g=0.5 - v
Accept-Encoding: gzip, deflate Lo L - d Lz
Origin: null .

Connection: keep-alive Payload type: l Numbers "]

Request]

eno Intruder attack 2

Attack Save Columns

mbers]

1s humeric payloads within a ¢

Results T Target T Positions T Payloads T Options ]

Filter: Showing all items

equential () Random

Request 4 | Payload | Status | Error | Timeout | Length ‘ 148 [ C()0

153
153
153
153
153
153
153
153
153
153
153
153

U Define the location of the item to be extracted. Selecting the item in the respons:
automatically. You can also modify the configuration manually to ensure it work] 25 1224 200

o

[ Define start and end () Extract 26 1225 200 i0
27 1226 200
(O Start after expression: ?)<br> 28 1227 200
@ Start at offset: Case sé 29 1228 200
30 1229 200
31 1230 200
@ End at delimiter: 32 1231 200
O End at fixed length: 33 1232 200
34 1233 200
35 1234 200
@ Exclude HTTP headers (@ Update config based on selection below 36 1235 200
37 1236 200 153

HTTP/1.0 200 OK

: BaseHTTP/0.3 Python/2.5.1 38 1237 200 153
: Sat, 06 Apr 2013 22:26:24 GMT S — S0 e
Content-type: text/html
Access-Control-Allow-Origin: *

O0gopooooooooo
OOgopooooooooo
oo OO0 O0O0O0O0O0O0O

O<br>

@App&ec
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l:, Dropbox.app: Info.Plist Content

p | >
Back Forward :

Dropbox.app iNalyzer Dashboard @ADQ&?C

Application security (WE=] =

(.' Google Q) * < B3 Bookmarks ~ ¥ @ -

[(‘L file:///Users/_coredump/Desktop/iNalyzer6/dropbox/Dropbox ] D) @ T B et ify EPUBR
Home resheep irebug ‘ebsecurt eal

Subscribe

Rdcad Stop

Main Page Related Pages Classes Files Q- Search
CrodlidiciuciiLciliicL — LUl yoLus U}JUUA [R*2 S UPUUA
v Dropbox.app CFBundleInfoDictionaryVersion = "6.0"
. . CFBundleName = Dropbox
Strings analysis CFBundlePackageType = APPL
CFBundleResourceSpecification = "ResourceRules.plist"
T Ca— CFBundleShortVersionString = "2.1.3"
Info.Plist Content — CFBundleSignature = "?2222"
CFBundleSupportedPlatforms = (
e—-bhadad CStrinnc iPhone0S
» Classes & PRund) aURigus

» Files

T - - -
CFBundleURLSchemes
"dbapi-1",
£5210019893730

}

)

CFBundleVersion = "2.1.3"
DBInternalBuild = 0
DTCompiler = ""
DTPlatformBuild = 10B141
DTPlatformName = iphoneos
DTPlatformVersion = "6.1"
DTSDKBuild = 10B141
DTSDKName = "iphoneos6.1l"

DTXcode = 0460
DTXcodeBuild = 4H127
FacebookAppID = 210019893730
LSRequiresIPhone0S = 1
MinimumOSVersion = "5.0"
NSMainNibFile = Maanlndow
"NSMainNibFile~ipad" = "MainWindow-iPad"
UIBackgroundModes = (
audio
)
UIDeviceFamily = (
lr
2
)
UIPrerenderedIcon = 1
UIStatusBarStyle = UIStatusBarStyleBlackOpaque
UIStatusBarTintParameters =

@App&ec
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Dropbox.app

iNalyzer Dashboard @ADD59C

Application security [(WiE=] =¥

Main Page Related Pages ‘ Classes l Files ' Q- Search

v Dropbox app

Strings analysis

» ViewControllers
Info.Plist Content

» Embeded Strings

» Classes

» Files

Analysis of Strings found in the executable

SQL Strings
1 11699 INSERT INTO asset_ids VALUES (?);
2 11700 INSERT INTO cache_index VALUES (?,?,?,?)

311 SERT INTO data_cache VALUES(%@', '%@) >

4 11702 INSERT OR IGNORE INTO urls VALUES (?);

5 13642 SELECT SUM(file_size) FROM cache_index

6 13643 SELECT asset_id FROM asset_ids WHERE asset_id = ?;

7 1¥844 SELECT data FROM data_cache WHERE key = %@ __—

8 13645 SELECT hash FROM hashes WHERE hash = ?;
9 13646 ECT id,access_token FROM test_account WHERE app_i@

SELECT key FROM data_cache WHERE key = ’@ —

11 13648 SELECT name FROM sqlite_master WHERE type="table' AND name="hashes';

12 13649 SELECT uid,name FROM user WHERE uid IN (SELECT id FROM #test_accounts)
13 13650 SELECT url FROM urls WHERE url = ?;

14 13651 SELECT uuid, key, access_time, file_size FROM cache_index WHERE key = ?

amsLeEm
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> N X L
< <0 file:/ [ /Users/_coredump/Desktop/iNalyzer6 /dropbox/Dropbox N ) ¢ BY~ Google Q L @ BlBookmarksy =~ @ L‘
Back Forward Subscribe Reload Stop Home Firesheep Firebug Websecurify EPUBReac

Dropbox.app iNalyzer Dashboard | APPSEX

Application security [(WiF=] =
Main Page Related Pages Classes ] Files

3896 /iphone/plans

(Q~ Search
Terminal — ssh — 103x19

v Dropbox.app 3897 /iphone/upgrade
Stri lysi 3898 /localhost
trings analysis 3899 /login
» ViewControllers 3900 /me/

3901 /media/%@%@
3902 /media_transcode/;
3903 /metadata/%@%@
3904 /notifications/u
3905 /notifications/us 4-87 o hb ? { NG { 4 . Th application
3906 /notifications/us§ i C SN A
p Classes 3907 /oF 4-@7 o ropb 7 7 ge rotation animation d. Th application
. 3908 /password reset
» Files 3909 /private/var/lib/apt 4-87 & nb 7 NG] Dr App hlicati andle RL: bag
3910 /report hOatrl"fO i
3911 /restore/%@%E
3912 /revisions/%€%@
3913 /search/%@%Q@
3914 /shared folder/accepii
3915 /shared folder/decli
3916 /shares/%@%@
3917 /threads

v Embeded Strings
strings

/thumbnalgs ba
/tmp/run.log
d /twofactor
392 woiactor vcrvfy

3923 /usr/lib/dyld

3924 /usr/lib/libSystem.B.dylib
3925 /usr/lib/libobjc.A.dylib
3926 /u;r/'ib/‘*b;q"tcB dylib
3927 /usr/lib/libz.1l.dylib

3928 /Var/mODlLQ/App‘l”ct‘OnS/
3929 /watch?v=

3930 /xDF

3931 /zz6o<

3932 /{EbO%m

3933 0 "F

DISLQUEJ[EI i

@ AppSec
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iNalyzer Setup — iPhone as the
Pen Testing Tool

SpringBoard_app: Strings analysis - (Private Browsing)

SpringBoard_app: Strings a.
N ¢ X
Subscribe  Reload Stop.

Classes Files

SQL Strings

123894 inserticon:intoListViewiconindex:moveNow

2 27201 textField willChangeSelectionFromCharacterRange:toCharacterRange:
URI strings

121510 doubletap://com.apple.camera

221511 doubletap://com.apple.mobilephone?view=FAVORITES

321512 doubletap:/ /com.apple. mobileslideshow-Camera

4 21513 doubletap://com.apple.springboard-Search

5 23332 http:/ /itunes.apple.com/us/app/ibooks,

6 24756 music:/ /playlmmediately

7 25208 photos-event:/ /?uicmd=show-import
825495 radr.//5614542

927184 telemergency://

10 27185 tellock://

11 27187 telshow://

12 27894 x-web-search:/ / /7X@

13 27895 x-web-search:/ /wikipedia /%@

Go | @ AppSec:

Clear | \security (W1 STS)

Attacker

© O O Burp Suite Professional v ensed to AppSec Labs [single user license]
Burp Intruder Repeater Window About

Intruder Sequencer Decoder Options
[ se [ sam

Filter: Hiding out of scope and not found items; hiding 4xx responses; hiding empty folders

| Method | URL

[ —— |
Request _

arch t| 0 matches

Application security (=] =1



iNalyzer 5.5b: The Recipe

| Jail-borken 6.1.2 device (@evad3rs)
2. Clutch to decrypt app (ttwj)

3. Class-dump-Z to app prototypes (@kennytm)

4. Doxygen engine to render a Dashboard (@doxygen)
5. FireFox to run the Dashboard (@firefox)

6. Cycript to modify the app behavior(@saurik)

/. Repeat step 6 until completed

Optional:
8. SubjectiveC to log selectors (@kennytm)

amsteEm
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Pros:

e No GDB/IDA required
e Semi - Automatic Static Analysis (Expandable)
e Automatic Call Graph/Hierarchy Graph

e Attaches to any scanner or other Web testing
Tool.

Cons:

e It’s free, open-source

amsteEm
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iINalyzer & Burp Vs. Mailbox

uite Proressional . nsed 0 App>ec Phone — VNC Viewer
rp Intruder Repeater Window Help 17.13 'V' 1000/0 ﬂ
Target | Proxy | Spider | Scanner ] Intruder | Repeater | Sequencer ] Decoder | Comparer ] Extender ] Options | Alerts

1 3
= Yo N Intruder attack 8

= Attack Save Columns

Results | Target | Po: ns | Payloads
I Filter Showing all items

Request ¥ | Payload Status Error Timeout | Length Comment
171 2636947 200 a 156
170 2637070 200 8] 156
169 2637193 200 a 156
168 2637316 200 a 156
11167 2637439 200 a 156
166 2637562 200 8] 156
165 2637685 200 ) 156
164 2637808 200 a 156
163 2637931 200 a 156
162 2638054 200 156
161 2638177 200 156
160 2638300 200 156
159 2638423 200 156

158 2RINTAR 200 ( 18R
- k / »
Request | Response

_IRaw Params | Headers | Hex

6415544
1la/5.0
Fire
v

) = | )] 0 matches

171 0f333 |

AppSec
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Open Live Demo (as time permits):
/,/ -

Bring it On

amsteelzm
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Summary

e iOS Black Box testing, just got grayer ©
 Mobile PT requires Mobile understanding

e Join our mobile application security
hands-on training black

USAFE2E=

Mobile Hacking (Black Hat USA 2013 —iOS / Android )

Mobile Secure Coding (TBD, info@appsec-labs.com)

Mobile Awareness (TBD, info@appsec-labs.com)

amste eam
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Questions ?

amsteEm
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Thank You

amstedzm
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References:

e ObjC interposing —
http://culater.net/wiki/moin.cgi/CocoaReverseEngineering

e Clutch — https://github.com/ttwij/ClutchMod

e Class-dump-z —
https://github.com/kennytm/Miscellaneous/downloads

e Cycript — http://www.cycript.org/
e |DA — https://www.hex-rays.com/products/ida/index.shtml

e Mallory — http://intrepidusgroup.com/insight/mallory/

e Burp — http://www.portswigger.net/burp/download.html

amsteEm
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INalyzer — No more iOS BlackBox assessments
https://appsec-labs.com/iNalyzer

Chilik Tamir
Chief Scientist

@_coreDump
chilik <at> appsec-labs.com

| www.appsec-labs.com
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