ABUSINGBROWSERSUSERINTERFACES

-
Unsafe Download - Security Warning P I >

This download has been reported as unsafe

The file you are downloading has been reported to be unsafe. The download
website contains links to viuses or other software that can ham your computer or
reveal your personal information.

For your safety, we recommend you cancel this file download

Disregard and download unsafe file {not recommended)

Report that this download is safe

Information Bar

Did you notice the Information Bar?

The Information Bar alerts you when Intermet Explorer blocks a
pop-up window or file download that might not be safe. IF a
‘wiebh page does not displaw properly. lock for the |nfarmation
Bar [near the top of your browser).

[] Do ot showe this message again.

Leamn about the Information Bar....

iccount Control

Do you want to allow the following program to make
changes to this computer?

Program name:  Microsoft Management Console
@B  Verified publisher: Microsoft Windows

Windows protected your PC

Windov \artScreen prevented an unrecog app from starting. Running this app might put
at risk. 2

~ ' Show details




=
Z
wmm 22 M.M %
= »Vlf M_i.. N
Tl %y
N4 z\@av.m.% Ao,
¥ %@%%ih.wm
p%w Osw_\aé PN Aﬂ\ ﬁ/@/ u.mwm r—“\,ﬂ.v\\”
fQQ L Managery NS %, s
e S AL W@’ o= W ¢t
g ‘\,m’ % n\\\&%\ k- ¥ 0% .m
4 IR Z A g
= r-l@*vmm .wwm._mb—tc o iy, m g Ah..uhk.wﬂ.&hhs_wﬁ& 'Nv_su‘.\ cuww., -
g e lgg,  ISeIspis S T &
ES @ 97 W gy U . wae.wc %y ON
- B3 gy Sez
%&\ e —g
S Yo wits, ) S S
- ~hunter £ 7 ) W\ OIS B
pemonel Y %z:.u_as soeisiy'c YA oy S S
mﬁu\ N ﬂ; 2\ kot 3 = Tuzzer smm %W QA #da.o
3 §w B %, L) I
LA S
% S
Gt
o5
X4

sites.google.com/site/tentacoloviola/




SUBIAI.I.YENGINEEREDMAI.WARE

"‘ m
} aame  aaaa
// Q\ 2 N
& // ;(// %\ ' .

—(1%’7 —

1. 5+31LEIDNS WIAiWﬂE ATTABKS ORI NATED FRﬂM E WEB

FACTS

| ¥
MBSTI.Y URIGINATEDBY USER INITIAT{D ]U_J\QWNL(]MTS'1 f;fff!c e




* GUIDANCE WHILE SURFING THE WEB

» PROTECTION FROM MALICIOUS SITES

* RELIABLE BROWSER SECURITY
MECHANISMS




VENDORSREPLIES

ENHANCED MEMORY PROTECTION TECHNOLOGIES FOR
PROTECTING AGAINST EXPLOITS AND DRIVEBY
DOWNLOADS (ASLR, DEP, S, ETC)

EMBEDDED SECURITY FITERS AGAINST WEB ATTACKS
(XSS FILTER, ANTI FRAMING,/CLICKJACKING, ETC)

TRUSTED AND RECOGNIZABLE USER INTERFACES TO
HELP USERS IN MAKING AWARE CHOICES WHILE
SURFING THE WEB

MALWARE/PHISHING RECOGNITION TECHNOLOGIES
(SAFE BROWSING, SMARTSCREEN FILTER, ETC)







CHROME

~ 2 & X | &I Yahoo! News - Latest News ... |

“ﬁ S hitty sws.yahoo.com

For your safety,
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CONTENT

New User? Register | Signin | Help Get new Yahoo! Mail apps M | B Mail | MyY! | # Yahoo!

YHFHIOO! NEWS

WORLD BUSINESS ENTERTAINMENT SPORTS TECH POUTICS SCIENCE HEALTH BLOGS LOCAL POPULAR

=.yahoo.com &/ Yahoo! News - Latest News ...

News Search v Photos K T Powwer Players  This Could Be Big Weather Who Knew Newsmakers Enterprise

NEWS FOR YOU »

All 3 women in SUV in Vegas attack

WVozniacki slips to shock defeat in
a

EStumbles onto a Cure for Color
The file you are downloading has been reported to be unsafe. The download lss

website cortaine links to viruses or other softwars that can ham your computer or
reveal your persanal information Bhelorette Season 9 To Premiere On ABC
For your safety, we recommend you cancel this file download
M¥ho Voted Against the Violence Against
Disregard and download unsafe file inot recommended) AC"[ jated Againg e ——

Show More

What to expect in sequestratio

Barring a st . nt within the next few

Beport that this download is safe

Top Stories Yahoo! News ABC News Associated Press Reuters

Pay attention: Youngster demands politicians' attention

David Williams doesn't get the respect he deserves from city council members. More

Obama to urge Supreme Court to allow gay marriage in California R




WHICH!SCHROME?

£ nttp: lipaypal login. com/ - Windows Internet Explorer

el e m——

£ o [fosypal dogin. comf

€ Welcome - PayPal - Windows Internet Explorer
2 Wetps:fiveven. paypel.com| v 5% PoypdInc(us]) | ¥2 | X
[P wiekome - PayPal .

PayPa 3 sign Up |

Send Money Request Money Merchant Services I c I U R I
Member Log-In i Join PayPal Today

Now Ov Learn more about
on »

withouSharing

PayPal. Privacy is built in.

Sae All Cifers

16 Ways to Promote
Your E-Business
Buyers eBay Sellers Merchants Domniead your free
guide tocay

noney to s : R dit cards
anyone with an email 3 5 with PayPal.
address in 55 PayPal Mobile
countries and regions Get paid by phone, Lean . more
. fax, and mad with

PayPal is fis virtual Teominal.
buvers. PayPal simplifies

. n dC I ee how PayPal can St the O

What's New

v & Irteret




URL OBFUSCATION FLAWS

EXPLOIT A DESIGN FLAW IN BROWSERS THAT ARE NOT ABLE TO RELIABLY RENDER THE URL REQUIRED BY THE USER

URL FORMAT FOLLOWS THE GENERAL PATTERN http://username:password@mysite.com WITH OPTIONAL password FIELD

http://www.hankofamerica.com&service=...8174.120.41.176/  inferno/exploits/obfusurl /index.htm

wauabot.lboloq thasl '69 62?0. 30° with dlnwunam
" ZEbank

(e JC e J

e Y Y RAISE A WARNING

bk ¢ I'nubslodwsmw mrtltdim Trisnwbemdturotho ik you,
15"63.162.70, 130" the sike you want ko visit?

-
Barra degli indirizzi

S

@ Imp ssibile
ffwwwb k f america.col

che il nome sia col

m &'.SEI'VI ce=account
rlprova re.

login&isess

ionid=AxYghT809532AjAhklkjfld...

@ DISABLES RESOLUTION FOR URLS WITH EMBEDDED CREDENTIALS

@ RENDERS PAGE AND STRIPS CREDENTIALS FROM THE URL AND REVEALING TRUE NATURE OF THE DOMAIN



DOWNLOAD DIALOG SPOOFIN G EEE

« VICTIM VISITS ROGUE WEBSITE

Ilmio Adobe Privacy 2 llmio carrello Accedi @

WEBSITE IMMEDIATELY SPAWNS A NEW NAVIGATION

[ ]
WINDOW LINKING TO A BENIGN WEBPAGE Adobe Flash Player
Adobe Flash Player 11.6.602.180 (15,1 ue RISORSE
Sistema in uso: Windows 32-bit, ltaliano, MSIE Ulteriori informazioni su Flash Player
® Il browser o il sistema operativo & differente? Requi ma di Flash Player
. - Nota: a partire dalla versione 11.3, il programma di installazione universale a 32 bit o tori [T/OEM - Distribuzione Flash
- - di Flash Player includera la versione a 32 e a 64 bit ay
s Ulteri ioni su Google Toolbar
Infa rivacy di Google Toolbar
attachment HEADER e Ulteri u Google Chrome
a : ‘. Informativa sulla privacy di Google Chrome
M &N RS
Si, installa Google Chrome come browser predefinito e Google Toolbar per
Internet Explorer - facoitativo. (32,11 MB) Opzioni installazione
« ADOWNLOAD NOTIFICATION BAR/DIALOG APPEARSIN ~ »-
softwar Contratto di | Googlt
THE CONTEXT OF THE NEW NAVIGATION WINDOW s
Nota: in base alle impostazioni, pud essere necessario disabilitare
temporaneamente il programma antivirus.
Eseguire o salvare flash11_updater.exe da 199.58.85.407 Esegui | Salva ‘- || Annula | %
« VICTIM IS TRICKED T0 BELIEVE DOWNLOAD HAS BEEN

ORIGINATED FROM THE BENIGN WEBSITE hittp://Icamtuf.coredump.cx/fldl/



BROWSER NUTIFIBATIUNS

o CRUCIAL PART OF THE BROWSER TRUST MllllEl

 NOTIFY USERS'BEFORE MAKING IMPORTANT EHIIICE&
« COMMUNICATION MEDIUM BETWEEN USERS ANI) BROWSERS
o NEED TO BE REL'I]ENIZAB[E ANII TRllST EI)




NOTIFICATIONS

STRONG VISUAL CONTRAST  GRAB USER ATTENTION < BLOCK WORKFLOW
0S GENERATED BROWSER GENERATED

« IMPORTANT NOTIFICATIONS ONLY » TRIGGERED IN SEVERAL SCENARIOS
«  NOT STRICTLY PART OF CHROME o SOMETIMES CAN BE VERY ANNOYING
o DEFAULT ANWSER PROBLEM o DEFAULT ANWSER PROBLEM



MODELESS

* DESIGNED TO INFORM USER WITHOUT INTERRUPTING NAVIGATION
o STAY IN CONTEXT OF THE NAVIGATION WINDOW
e CHROME NOT DOM

2 FILE <> APIS

3 ACTIVATION




MODAL MODELESS

“

e
0EXTENSIIINS/AIJDI]NS
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e @ €
MODELESS ~ MODELESS ~ MODELESS
MODELESS ~ MODELESS ~ MODELESS

MODAL MODAL MODAL

MODELESS

MODELESS

MODELESS

J

MIXED
MODAL

MODAL

MODELESS

MODAL
MODAL

MODAL

MODAL



MODELESS



3 NﬂTIFIBAmN BARS CAN B;’VIEATED IISING TABJ(EY

4. NOTIFICATION BARS'ARE BOUND:T0:THE NAVIGATION W DIlW

Y 82, 2005




NOTIFICATIONSINBACKGROUNDWINDOWS

CROSS BROWSER ENVIRONMENTS.

SCENARID:

1. USER BROWSES ON ATTACKER WEBSITE ALITTLEBITOF  ISREQUIRED FORTHIS TO
WORK IN EVERY BROWSER.

2. WEB PAGE SPAWNS A POPUP WINDOW STV BROPER DN SN

3. POPUP IS OPENED ON THE BACKGROUND (POPUNDER) IPLEMENTATONS

4. ONWINDOWS 7/8 THE POPUNDER IS MERELY UNNOTICED Ll

@ é b

9. POPUNDER INITIATES A DOWNLOAD
6.  MODELESS NOTIFICATION IS TRIGGERED (HIDDEN FROM USER VIEW)
1. POPUNDER TAB DOESN'T BLINK TO GIVE EVIDENCE OF A PENDING NOTIFICATION



KEYBOARDSHORTCUTS

e ARE AVAILABLE FOR ACTIVATING ACTIONS ON NOTIFICATION BARS
- I AlI.(lWS THIS FOR FILE DOWNLOAD NUTIFICATIUNS

o run or save thebat_home 4-2-42.msi (6.87 MB) from fs13.filchippo.com | Run || save |v|| Cancel | x ALT +R « ALT +S ALT + 0

. IE & FF ALLOW THIS FOR HTML3 API NUTIFIBATIUNS

» | =

ALT+0

ALT+A<ALT+0

’ tentacolowviola.altervista.org wants to track your physical location. | Allow once | | Options for this site ~ »

*  NAVIGATION WINDOW NEEDS T0 BE FOCUSED FOR USING SHORTCUTS




USINGTABINNOTIFICATIONBARS

SOME BROWSERS ALLOW USING TAB KEY TO NAVIGATE ON NOTIFICATION BARS
o |[EALLOWS THIS FOR FILE DOWNLOAD NOTIFICATION

‘ Do you want to run or save CosmicBreak_BR_setup.exe (1,12 ME] from tentacoloviola.altervista.org?

$-
Fun Save hd

»  CHROME SKIPS THE FILE OPENING BUTTON 3

|

NOTIFICATION BAR IS PART OF CHROME: NO NAVIGATION USING DOM EVENTS IS ALLOWED
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ATIACKSCENARIOH1 22 = @

USER BROWSES ON ATTACKER WEBSITE

WEB PAGE SPAWNS A POPUNDER WINDOW

ON WINDOWS 7/8 THE POPUNDER IS MERELY UNNOTICED
POPUNDER INITIATES A DOWNLOAD OF A .EXE FILE

MODELESS NOTIFICATION IS TRIGGERED (HIDDEN FROM USER VIEW)
POPUNDER TAB DOESN'T BLINK TO GIVE EVIDENCE OF A PENDING NOTIFICATION

AFTER NOTIFICATION IS READY, POPUNDER IS STILL IN BACKGROUND BUT HAS THE FOCUS!
EVERY KEYBOARD INPUT WILL BE DIRECTED TO THE POPUNDER...

USER ENTERS “TAB" + “R” or “SPACE" or “ENTER”

CODEEXECUTION WITHOUT ANY NOTIFICATION OR USER CONFIRMATION

—h
=



ATTACKSCENARIO#1- BONUS 22 @

« IN1E9 OPENING POPUNDER WINDOW USING:

<meta http-equiv="X-UA-Compatible" content="IE=EmulateIE7" />

WILL BRING THE FOCUS OF THE POPUNDER DIRECTLY ON THE NOTIFICATION BAR

o THIS MEANS YOU CAN TRIGGER CODE EXECUTION BY JUST TYPING A KEY:
* R key (key changes according to 0S language)
o SPACE key
o ENTER key
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MALICIOUSDOWNLOADPROTECTIONS

BLOCKING ACCESS T0 MALICIOUS URLS&FILES BEFORE LOADING THE CONTENT

FUNCTIONAL COMPONENTS:

« ACLOUD REPUTATION-BASED SYSTEM  ABROWSER AGENT

« SCOURS THE WEB FOR MALWARE « REQUESTS INFORMATIONS FROM THE CLOUD

e CATEGORIZES FILES USING BLACKLISTS « PROVIDES FEEDBACKS ABOUT DOWNLOADED FILES
« ASSIGNS FILES A SCORE « ENFORCES WARNING/BLOCKING FUNCTIONS




IMPLEMENTATIONS

SAFEBROWSING SMARTSCREENFILTER
@ ¢ © e

« BASED ON GOOGLE SAFEBROWSING API'V.2 « INTRODUCED IN IES
« SUPPORTS URL REPUTATION « SUPPORTS APP REPUTATION SINCE IE9
« APPLICATION REPUTATION (CHROME ONLY) o SYSTEM WIDE EXTENSION IN WINDOWS 8

//f

-
g g8

o o
FEEFEFERER

£&8 83

EFFECTIVENESS

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100% 0%
]

" CHARTS FROM NSS LABS REPI]RT 2(]12

MALWARE URL RESPONSE TIME

| 3d ad 5d 6d 7d Total




<App>

SMARTSCREENFILTER

INPUT:  IP * URL * FILE HASH SHA25B F"_ENAME BASE64) <FHash>d3ff5939726c9f8fa6e514fb65eba70

alf9ec7a65b2706732a03749226¢c25
« SIGNING CERTIFICATE (if available) stgrpe o FHash>
<Sz>45056</Sz>
<M>1</M>
<SR>100< /SR>
</App>

OUTPUT:

Do you want to run or save thebat_home_4-2-42.msi (6.87 MB) from fs13.filehippo.com? Run Sawve - Cancel o é SuccEDEED

@ malware.zip.zip is unsafe to download and was blocked by SmartScreen Filter, Learn more View downloads > é BLACKLISTED

e ———————————————————————————————————————————————————————————————————————————————
@ 02-FHU-TVU.exe is net commonly downloaded and could harm your computer. Delete Actions View downloads > é REP“TATIUN FAIL"RE

BAR COLOR CHANGES ACCORDING TO THE SIGNING CERTIFICATE + CHECK RESULT



(NOTSO)SMARTSCREENFILTER

REPUTATION CHECK IS NOT 100% RELIABLE RESPONSE TIME FOR CATCHING NEW EXECUTABLE

MORE THAN 20% SAMPLES ON
http://minotauranalysis.com/exetweet/default.aspx WILL SAMPLES ALLOWS FOR EASY BYPASS IN THE FIRST

PASS THROUGH PUBLISHING DAYS

BUY AN EV CERTIFICATE AND GAIN REPUTATION!

NEWLY PUBLISHED EXECUTABLES SIGNED WITH AN EV INTERNET CONNECTION NEEDED FOR PERFORMING THE
CERTIFICATE WILL IMMEDIATELY ESTABLISH A G0OD CHECK (more on this later...)

REPUTATION EVEN IF NO PRIOR REPUTATION EXISTS




ATTACKSCENARIO#10NSTEROIDS

MITM SCENARIO

=

= K-
o \‘:la’ NN)
& /

1. ATTACKER SETS UP A FREE ACCESS POINT
2. BLOCKS COMMUNICATIONS TO SMARTSCREEN SERVER
3. RESULTIS:

g.' The publisher of durmptrash.exe couldn't be verified. Learn more Run View downloads

4. TRICKVICTIM TO TYPE “R"/ "Enter” / "Space” ONCE AGAIN...
CODE EXECUTION!



USERACCESSCONTROL

ONLY TRIGGERED WHEN ADMINITRATIVE PRIVILEGES ARE REQUIRED

YOU CANNOT BYPASS THAT. FULL STOP.

DO YOU REALLY NEED THAT FOR CAUSING SERIOUS TROUBLES? ASK ZEUS / CARBERP...
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ATTACKSCENARIO#2  mmine/posmonsriack @ @

ER Windows 8
DYNAMIC WINDOW OVERLAY

USER BROWSES ON ATTACKER WEBSITE

WEB PAGE SPAWNS A POPUNDER WINDOW AT SOME GIVEN COORDINATES

POPUNDER INITIATES A DOWNLOAD OF A .EXE FILE

MODELESS NOTIFICATION IS TRIGGERED (HIDDEN FROM USER VIEW)

POPUNDER TAB DOESN'T BLINK TO GIVE EVIDENCE OF A PENDING NOTIFICATION

ATTACKER TRICKS VICTIM TO CLICK ON A GIVEN LINK/BUTTON

PAGE IS LISTENING ON MOUSE MOVES

AS SOON AS THE MOUSE IS HOVERING ON THE BUTTON, WINDOW IS CLOSED

IF TIMING IS APPROPRIATE THERE ARE GOOD CHANCES OF VICTIM CLICKING ON THE UNDERLYING POPUNDER



ATTACKSCENARIO#2RELOADED e e

 EVERY TIME A FILE IS DOWNLOADED FROM THE WEB THE 0S ADDS A ZONE INFORMATION FILE TO THE DISK &8 Windows 8
o ZONE INFORMATION FILE IS WRITTEN IN AN ASD (alternate data stream)
o [T CONTAINS A REFERENCE TO THE SECURITY ZONE THE FILE WAS DOWNLOADED FROM (e.g. INTERNET)

.1U ER Windows 8

Wmdows 7

«  LAUNCHING AN UNKNOWN EXE FILE DOWNLOADED FROMTHE = A SMARTSCREEN CHECK IS PERFORMED (BUT YOU

WEB WILL PROMPT A CONFIRMATION DIALOG, NOT BYPASSABLE ALREADY KNOW HOW TO BYPASS IT)
eeeeeeeeeeeeeeeee «  NOFURTHER DIALOGS ARE DISPLAYED

*’;‘D:‘““*"’""::E.“ 'f...,“ifi“’"’“' o »  CODE EXECUTION!

Publisher: Unknown Publisher

[#] Always ask befors opening this file

This file does not have a valid digital signature that veries it
@ publisher. You shotjdnriynnsmﬂwa’efrmnmbishssymmﬂ
low can | decide what software to un?




ATTACKSCENARIOH 2.k

DYNAMIC WINDOW OVERLAY

USER BROWSES ON ATTACKER WEBSITE

WEB PAGE SPAWNS A POPUNDER WINDOW AT SOME GIVEN COORDINATES

POPUNDER LOADS A WEBPAGE

MODELESS NOTIFICATION IS SHOWN (HIDDEN FROM USER VIEW)

POPUNDER TAB DOESN'T BLINK TO GIVE EVIDENCE OF A PENDING NOTIFICATION

ATTACKER TRICKS VICTIM TO CLICK ON A GIVEN LINK/BUTTON

PAGE IS LISTENING ON MOUSE MOVES

AS SOON AS THE MOUSE IS HOVERING ON THE BUTTON, WINDOW IS CLOSED

IF TIMING IS APPROPRIATE THERE GOOD CHANCES THE VICTIM CLICKS ON THE UNDERLYING POPUNDER

e

B8 Windows 8



ATTACKSCENARIO#2.c ce

DYNAMIC WINDOW OVERLAY & Windows 8

USER BROWSES ON ATTACKER WEBSITE

WEB PAGE SPAWNS A POPUNDER WINDOW AT SOME GIVEN COORDINATES

POPUNDER LOADS

ATTACKER TRICKS VICTIM TO CLICK ON A GIVEN LINK/BUTTON

PAGE IS LISTENING ON MOUSE MOVES

AS SOON AS THE MOUSE IS HOVERING ON THE BUTTON, WINDOW IS CLOSED

IF TIMING IS APPROPRIATE THERE GOOD CHANCES THE VICTIM CLICKS ON THE UNDERLYING POPUNDER



SUME PROPOSALS

NOTIFICATIONS ON BACKGROUND WINDOWS ARE USELESS (AT BEST). LET THE NOTIFICATION POPS-UP AFTER
SOME SECONDS SINCE THE WINDOW HAS REGAINED FOCUS

2. DISABLE TAB KEY IN THE NOTIFICATION BAR, JUST USE THE MOUSE. IF YOU ARE CONCERNED ABOUT ACCESSIBILITY
ENABLE COMPLEX KEYBOARD SHORTCUTS IN ORDER TO LIMIT THE CHANCE OF BEING SOCIAL ENGINEREED

3. SOME SENSITIVE NOTIFICATIONS (E.G. FILE DOWNLOADING) SHOULD BE EVER KEPT IN A STATIC FRAME OF THE
CHROME, NOT BOUND TO NAVIGATION WINDOW

4. BROWSER INITIATED SWITCHES BETWEEN WINDOWS OF DIFFERENT DOMAINS SHOULD BE COMBINED WITH A
GRAPHICAL EFFECT (e.g. fading, etc) IN ORDER TO GIVE USERS ADEQUATE REACTION TIME



1. THEBROWSERS SHIFT FROM MODAL TO MODELESS NOTIFICATIONS IS STILL NOT MATURE

2. IMPLEMENTATIONS ARE NOT SECURE ENOUGH TO PROTECT USERS SAFETY: AL LEAST TWO
TECHNIQUES ALLOW FOR STEALTH REMOTE CODE EXECUTION

3. WHYTRING T0 BUILD COMPLEX AND UNRELIABLE EXPLOITS IF GETTING CODE EXECUTION
IS SIMPLE LIKE PRESSING ONE KEY? ©



THANKA[T

valotta.rosario@gmail.com @tentacolo_Viola sites.google.com/site/tentacoloviola/




