HITB20O015SAMS AGENDA - CONFERENCEDAY 1-2S8THMAY 20715

7:30 AM REGISTRATION / MORNING COFFEE
5:00 AM KEYNOTE 1 - Fighting for Internet Security in the New Crypto Wars
Marcia Hofmann
10:00 COFFEE BREAK
IWusionaryTLS: Impersonate, Tamper | Uncovering Secret Connections
and Exploit Using Network Theory and Custom
10:45 AM Honeypots
Alfonso De Gregorio (Founder, BeeWise / | Pedram Hayati (Founder, Security
Security Consultant, SecYOUre) Dimension)
e —
Bootkit via SMS: 4G Access Level USB Armory
Security Assessment
11:45 AM
Timur Yunusov (Senior Expert of Banking | Andrea Barisani (Founder, Inverse Path)
Systems Security) & Kiril Nesterov
(Information Security Specialist)
12:45 PM LUNCH BREAK
Relay Attacks in EMV Contactless Oracle PeopleSoft Applications Are
2-:00 pm | Cards with Android OTS Devices Under Attack
Ricardo J. Rodriguez (Senior Researcher, | Alexey Tiurin (Head of Security
RIASC) & Pepe Vila (Security Consultant, | Assessments, ERPScan)
Ernst & Young)
How Many Million BIOSes Would You | Fuzzing Objects d’ART: Digging Into
Like to Infect? the New Android L Runtime
3:00 PM Internals
Corey Kallenberg (Co-Founder, Anestis Bechtsoudis (Security Engineer,
Legbacore) & Xeno Kovah (Co-Founder, CENSUS S.A.)
Legbacore)
4:00 PM COFFEE BREAK
Mobile Authentication Subspace Exploiting Browsers the Logical Way
Travel
4:30 PM
Markus Vervier (Security Consultant, Bas Venis (Independent Security
LSExperts GmbH) Researcher)
e —
Stegosploit: Hacking with Pictures The Savage Curtain: Mobile SSL
Failures
5:30 PM
Saumil Shah (Founder, Net-Square) Tony Trummer (In-House Penetration
Tester, LinkedIn) & Tushar Dalvi (Senior
Information Security Engineer, LinkedIn)
6:30PM HAXPO SOCIAL IN GROTE ZAAL CONTINUES TILL 2100
HARDWARE | APP SECURITY | GENERAL HACKFU MOBILE PRIVACY / CRYPTO SCADA



http://conference.hitb.org/hitbsecconf2015ams/sessions/keynote-1-internet-security-crypto-wars/
http://conference.hitb.org/hitbsecconf2015ams/sessions/illusorytls-impersonate-tamper-exploit/
http://conference.hitb.org/hitbsecconf2015ams/sessions/uncovering-secret-connections-using-network-theory-and-custom-honeypots/
http://conference.hitb.org/hitbsecconf2015ams/sessions/lab-attacking-android-apps/
http://conference.hitb.org/hitbsecconf2015ams/sessions/bootkit-via-sms-4g-access-level-security-assessment/
http://conference.hitb.org/hitbsecconf2015ams/sessions/usb-armory/
http://conference.hitb.org/hitbsecconf2015ams/sessions/relay-attacks-in-emv-contactless-cards/
http://conference.hitb.org/hitbsecconf2015ams/sessions/oracle-peoplesoft-applications-are-under-attack/
http://conference.hitb.org/hitbsecconf2015ams/sessions/lab-memory-forensics-for-cisco-ios/
http://conference.hitb.org/hitbsecconf2015ams/sessions/how-many-million-bioses-would-you-like-to-infect/
http://conference.hitb.org/hitbsecconf2015ams/sessions/fuzzing-objects-d-art-runtime-internals/
http://conference.hitb.org/hitbsecconf2015ams/sessions/mobile-authentication-subspace-travel/
http://conference.hitb.org/hitbsecconf2015ams/sessions/exploiting-browsers-the-logical-way/
http://conference.hitb.org/hitbsecconf2015ams/sessions/lab-breaking-bad-crypto/
http://conference.hitb.org/hitbsecconf2015ams/sessions/stegosploit-hacking-with-pictures/
http://conference.hitb.org/hitbsecconf2015ams/sessions/savage-curtain-mobile-ssl-failures/

HITB2015SAMS AGENDA - CONFERENCE DAY Z2-29THMAY 2015

B:00AM REGISTRATION / MORNING COFFEE
9:00 AM KEYNOTE 2 - The Return of Dragons
John Matherly (Founder, Shodan)
10:00 AM COFFEE BREAK
e —
10:45 AM
Eight Ou Two Mobile Non-Hidden Services Considered
Harmful: Attacks & Detection
Matias Eissler (Founder, Cubica Labs) Filippo Valsorda (Independent Security
Researcher) & George Tankersley
(Developer & Researcher)
11:45 AM
The Windows Phone Freakshow Supervising the Supervisor:
Reversing Proprietary SCADA Tech
Luca De Fulgentis (Chief Technology Jean-Baptise Bedrune (R&D Engineer,
Officer, Secure Network) Quarkslab), Alexandre Gazet (R&D
Engineer, Quarkslab) & Florent Monjalet
(R&D Engineer, Quarkslab)
12:45 PM LUNCH BREAK
2:00PM
HMIMOSAWRITERROUTER - Abusing | Mozilla InvestiGator: Distributed and
EPC on Cisco Router to collect data | Real-Time Digital Forensics at the
Speed of the Cloud
Joaquim Espinhara (Independent Security | Julien Vehent (Senior Operations
Consultant) & Rafael Silva (Chief Security Engineer, Mozilla)
Technology Officer, EstuarioTl)
3:00 PM
Yes Parking: Remotely Owning Opcodes in Google Play: Tracing
‘Secure’ Parking Systems Malicious Applications
Jose Antonio Guasch (Security Dr. Alfonso Munoz (Senior Cyber
Researcher, Tiger Team Technical Security Researcher, 11 Paths) & Segio de
Coordinator) los Santos (Head of Lab, 11 Paths)
4:00 PM COFFEE BREAK
-
What You Always Wanted and Now | Hacking Samsung'’s Tizen: The OS of
430pm | €an: Hacking Chemical Processes Everything
Marina Krotofil (Senior Security Ajin Abraham (Security Engineer, Yodlee)
Consultant, European Network for Cyber
Security) & Jason Larsen (Security
Consultant, I0Active)
5:30 PM CLOSING KEYNOTE - Bringing Security & Privacy to Where the Wild Things Are
Runa A. Sandvik (Privacy & Security Researcher)
©:30PM CTF PRIZE GIVING + CLOSING REMARKS
6:45 PM END

PRESENTATION MATERIALS, SLIDES AND WHITE PAPERS ARE LINKED FROM THEIR RESPECTIVE PAGES AND AVAILABLE
FOR DOWNLOAD IMMEDIATELY AFTER EACH TALK. FOLLOW @HITBSECCONF ON TWITTER FOR ON-THE-FLY LINKS


http://conference.hitb.org/hitbsecconf2015ams/sessions/keynote-2-return-of-dragons/
http://conference.hitb.org/hitbsecconf2015ams/sessions/eight-ou-two-mobile/
http://conference.hitb.org/hitbsecconf2015ams/sessions/non-hidden-hidden-services-considered-harmful-attacks-and-detection/
http://conference.hitb.org/hitbsecconf2015ams/sessions/lab-powershell-for-penetration-testers/
http://conference.hitb.org/hitbsecconf2015ams/sessions/windows-phone-freakshow/
http://conference.hitb.org/hitbsecconf2015ams/sessions/reversing-proprietary-scada-tech/
http://conference.hitb.org/hitbsecconf2015ams/sessions/abusing-epc-on-cisco-routers/
http://conference.hitb.org/hitbsecconf2015ams/sessions/mozilla-investigator-distributed-and-real-time-digital-forensics/
http://conference.hitb.org/hitbsecconf2015ams/sessions/lab-irma-framework/
http://conference.hitb.org/hitbsecconf2015ams/sessions/pentesting-secure-parking-systems/
http://conference.hitb.org/hitbsecconf2015ams/sessions/google-play-tracing-malicious-apps/
http://conference.hitb.org/hitbsecconf2015ams/sessions/hacking-chemical-processes/
http://conference.hitb.org/hitbsecconf2015ams/sessions/hacking-samsungs-tizen-the-os-of-everything/
http://conference.hitb.org/hitbsecconf2015ams/sessions/closing-keynote/
http://haxpo.nl/hitb2014ams-katie-moussouris/
http://haxpo.nl/hitb2014ams-yashin-mehaboobe/
http://haxpo.nl/hitb2014ams-marco-balduzzi/
http://haxpo.nl/hitb2014ams-kallenberg-cornwell-kovah-butterworth/
http://haxpo.nl/hitb2014ams-michael-ossmann/
http://haxpo.nl/hitb2014ams-paul-sabanal/
http://haxpo.nl/hitb2014ams-yashin-mehaboobe/
http://haxpo.nl/hitb2014ams-rahul-sasi/
http://haxpo.nl/hitb2014ams-wojtczuk-kashyap/
http://haxpo.nl/hitb2014ams-james-forshaw/
http://haxpo.nl/hitb2014ams-ferrante-auriemma/
http://haxpo.nl/hitb2014ams-yashin-mehaboobe/

