Invest in security to secure investments

ERPScan

Security Solutions for SAP

OraclePeopleSoftapplications
are under attacks

&)

%,

\|u\nerab”@’



» ERP

\—f y Security Solutions for SAP

A The only 360-degree SAPSecuritysolution - ERPScaecurity
Monitoring Suitefor SAP

A Leaderby the numberof acknowledgementsrom SAP( 150+)
A 60+ presentationskey securityconferenceswvorldwide
A 25 Awardsand nominations

A Researcheam - 20 expertswith experiencein different areas
of security

A Headquarteredn PaloAlto (US)and Amsterdam(EU)
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A Working together since 2007

@2S ¢g2dzf R f A1 S-—clasg G KI vy
security experts oERPScalor the highly
gualified job performed to help us assess the
security of ourpreNB f S &S LINR R dzO

Senior Director, Head of Global Security Alliance Management
Product Security, Technology and Innovation Platform
SAP Labs, Palo Alto, USA

oedF Available on the ® ‘[
&1 SAP Store SAP Certified

U= Integration with SAP Applications
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A ERPScamesearchers were acknowledged 15 times during

guarterly Oracle patch updates since 2008

A Totally 40+ Vulnerabilities closed in Oracle Applications

I Oracle Database . -
Oracle provides recognition to

I Oracle Peoplesoft people that have contributed to

i Oracle Weblogic our Securityin-Depthprogram.

Oracle recognizeslexander
Polyakovfrom ERPScalor

i Oracle Bl contributions to Oracle's

Securityln-Depth program

I Oracle JDE
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A Director of Oracle Security department of
the ERPScatompany

A WEB/EBA/Networkecurityfun

D ere
‘,/ Security Scanner for SAP

A Hackedmanyonline bankingsystems

A Hackedmanyenterpriseapplications

Tweeter @antyurin
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A Introduction to Oracld®eopleSoft
A PeopleSoffArchitecture
A Attacks on baclend systems

A External attacks oReopleSoft
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Introduction to Oracle PeopleSoft
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A Oracle PeopleSoft AppdRMSFMSSCMCRM9 t a X
A Can work as one big portal or separately

A Many implementations in different areas
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A Large companies. HRMBIS
A GovernmentHRMS

A Universities. Student Administratigystem
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Security Solutions for SAP

erpscan.com

Agriculture&Food
170

Utilities; 230 Pharmaceutical255

Telecommunication

Computing&I17940
997 puting&IT!

Manufacturing
1160

Educational1900
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A Personal information
I SSN
I Salary data

A Payment information

T Credit card data
T Bankaccount data

A Bidding information
i RFP
I Prices
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A Espionage
I Theft of financial information
I Corporate trade secret theft
I Theft of supplier and customer lists
I Stealing HR data Employee Data Theft

A Sabotage

I Denial of service
I Tampering with financial reports

A Fraud

I False transactions
T Modification of mastedata

erpscan.com ERPScan - Invest In Security To Secure Investments
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A Two Charged with Hacking PeopleSoft toGixdegCalifornia state
university) - 2007

T http://Iwww.pcworld.com/article/139233/article.html

A Studentsentenced to jail for hacking universijyades(Florida A & M
University - 2009

T http://Iwww.geek.com/news/studenisentencedto-jail-for-hacking
universitygrades742411%1

A Undergrad suspected in massiveach(Universityof Nebrask- 2012

T http://Iwww.computerworld.com/article/2503861/cybercrime
hacking/undergraesuspectedn-massiveuniv--of-nebraskabreach.html

A Hacking HigheEducation- last years

T http:// www.darkreading.com/security/hackingighereducation/d/d-
id/1109684
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The A Register’

Biting the hand that feeds IT

a, DATA CENTRE SOFTWARE NETWORKS SECURITY BUSINESS HARDWARE SCIENCE BOOTNOTES
Student sentenced for F-ucked up grade hack

Act of Ged clods Two Charged with Hacking
14 Apr 2009 at 23:52, Dan Goodin OO GpeopleSOft to Fix Grades

A university student in Florida on Tuesday was sentenced to 22 months ir _
scheme to hack into his school's computer system and make hundreds of2Y fobert McMillan, IDG News Service

Nov 4, 2007 7:00 AM D<= ]
Christopher Jacquette, 29, of Tallahassee was also ordered to serve three
for his part in the plot, which used keyloggers to access protected comput TWO California men are facing 20 years in prison on charges they hacked into a

according to federal prosecutors. Along with cohorts Lawrence Secrease (Cglifornia state university's PeopleSoft system to change their grades.
caper reads like a modern-day episode of The Three Stooges.

In an October 25 grand jury indictment, John Escalera, 29, and Gustavo Razo, 28,

The tale begins in August 2007, when Jacquette installed keyloggers ontc . . , ” L . ) |
- ... were charged with using Escalera's position within California State University, Fresno's
computers after sneaking into a locked ballroom where student registratio

order, the trio had access to the school's PeopleSoft accounts. They pronl T Nelp desk center to gain access to the university's grades database.

of grades belonging to them and their friends, in many cases from Fs to A . . . ) :
The men could face 20 years in prison and US$250,000 in fines if convicted of the

eleven counts on the indictment, which includes charges of unauthorized computer
access, identity theft, conspiracy and wire fraud.

Though they are charged with identity theft, a university spokeswoman could not
immediately say whether or not sensitive information such as social security numbers
had been compromised during the crime.
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Somevulnsevery year, but no info fgpentestingK

Oracle » Peoplesoft Products : Security Vulnerabilities

CWS55 Scores Greater Tham: 0 1 2 32 4 3 & 7 8 9
Sort Results By : CWVE Number Descending OCWE Number &scending CWVSS Score Descending Mumber Of Exploits Descending

Total number of vulnerabilities : 143 Page : 1 (This Page)2 3

Copy Results Download Results Select Table

# CVEID CWEID #of Exploits  WVulnerability Typei(s) Publish Date Update Date Score Gained Access Access Complexity Authentication Conf. Integ. Avail.
Lewvel
1 CWE-2015-0497 2015-04-16 2015-04-17 4.3 MNone Remote Medium Mot required MNone  Partial MNone

Unspecified vulnerability in the PeopleSoft Enterprize Portal Interaction Hub component in Oracle PeopleSoft Products 9.1.00 allows remaote attackers to affect integrity via unknown vectors related to Enterprise
Portal.

2 CVE-2015-0496 2015-04-16 2015-04-17 4.0 Mone Remote Low Single system Partial MNone Mone

Unspecified vulnerability in the PeopleSoft Enterprise PeopleTools component in Oracle PecpleSoft Products 8.53 and 8.54 allows remote authenticated users to affect confidentiality wia vectors related to PIA
Search Functionality.

3 CVE-2015-0487 2015-04-16 2015-04-17 4.0 None Remote Low Single system Mone  Partial MNone

Unspecified vulnerability in the PeopleSoft Enterprise PeopleTools component in Oracle PeopleSoft Products 8.53 and 8.54 allows remote authenticated users to affect integrity via vectors related to P1A Core
Technology, a different vulnerability than CVE-2015-0472.

4 CVE-2015-0485 2015-04-16 2015-04-17 3.5 MNone Remote Medium Single system Partial MNone MNone

Unspecified vulnerability in the PeopleSoft Enterprise SCM Strategic Sourcing component in Oracle PeopleSoft Products 9.1 and 9.2 allows remote authenticated users to affect confidentiality via unknown vectors
related to Security.

5 CVE-2015-0472 2015-04-16 2015-04-17 3.5 MNone Remote Medium Single system Mone  Partial MNone

Unspecified vulnerability in the PeopleSoft Enterprise PeopleTools component in Oracle PeopleSoft Products 8.53 and 8.54 allows remote authenticated users to affect integrity via vectors related to P1A Core
Technology, a different vulnerability than CVE-2015-0487.

5 CVE-2015-0453 2015-04-16 2015-04-17 3.3 MNone Local Metwork Low Mot required Partial Mone MNone
Unspecified vulnerability in the PeopleSoft Enterprise PeopleTools component in Oracle PeopleSoft Products 8.53 and 8.54 allows remote attackers to affect confidentiality via vectors related to PORTAL.
7 CVE-2015-0354 2015-01-21 2015-04-14 4.0 Mone Remote Low Single system Partial MNone Mone

Unspecified vulnerability in the PeopleSoft Enterprise PeopleTools component in Oracle PecpleSoft Products 8.52 and 8.53 allows remote authenticated users to affect confidentiality wia unknown vectors related
to Report Distribution.
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Oracle PeopleSoft Architecture
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A Many applications, but they have one architecture

A PeopleSoft Internet Architecture

T Internet oriented since version 8

A Based on several special core technologies
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PeopleTools

A Technology

A Developer tools
A Framework

A PeopleCode

All of the applications are created usiRgopleTools
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PeopleSoft Internet Architecture

External

System D .
<y §

=

= V.

n‘ P, oo '&Q(
4 y

ju/ RESY- REiid | RETY - |

Users Web Server Application Server RDBMS

Developers
3-Tier
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Web server
A WebLogid WebSphere
A PS Servlets

A Forwards request from a browser to an App Server

Application server
A PS ServicesTuxedo + Jolt

A Business logic, SQL transaction management, Transport

Database server
A SysteniTables PeopleToolsnetadata, PeopleSofapplicationdata
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Al A3K LINAGAT STISR | Oso@aadmih y t S
account)

I Attacks on business logic

I Critical information ifPeopleSoft

A Remote Command Execution in OS
i1 O0Saa G2 I O2YLIl yeQa AYUSNYylFft vy
I Critical information iPeopleSoft

We can geRCE in OS if we have high priv. access. Conversely situation is true

erpscan.com ERPScan - Invest In Security To Secure Investments 22
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Attacks on backend systems
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External

System D .
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Users Web Server Application Server RDBMS

N o
Ay " n Ay
Developers Hacker
3-Tier
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A User ID¢ an account in PeopleSoft Application
A Connect I alow privilegedaccount in theRDBMS

A Access I a high privileged account in the RDBMS

erpscan.com ERPScan - Invest In Security To Secure Investments
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User authentication process:

A
A

erpscan.com

User logs in witlhis Wser ID andpassword to the Application Server

ApplicationServerin turn,connects to DBMS usinghectID. User
ID and passwords for it stored in DBMS tables are compared to the
ones that were entered by the user.

I ConnectiD has limited rights, only to retrieveserIDand encrypted
password from DBMfables

If the comparison went successful, Application Server retrieves the
necessary Access ID with the encrypted password.

I Access ID with the password are storedP ACCESSPRible.

I AccesdDaccount has high privileges.

Finally, thesystem reconnects to DBMS usigcessD with full
access

ERPScan - Invest In Security To Secure Investments 26
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Some facts :

A Common Connect IRA LIS2 L Sé¢ GAGK LI &aa,;
ALIS2LI SEKELIS2LIMSE
A Default Access ID:
a{.{!5a¢ F2NJ hNIF Of S
dal é FT2NJ a{{v]
A Connect ID password is often the same as Access ID passwor
[ SGQa GNB (G2 LISNF2NY RAOUAZ2YI NEB | O

erpscan.com ERPScan - Invest In Security To Secure Investments
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C:On HECt I D haS 3 B 172.16.0.72_people
Bl & HC
A Access to 3 tables = 4 o

[ PSACCESSPRFL
[ PsOPRDEFN

AT ASNBEQ LI 8462NRe i oo BAGK

T OPRID VERSION IDPR.DEFNDESC
1 [PS] Peoplesoft Superuser

IDF‘ERPSWD IDF‘ERPSWDSALT EMCRYPTED SYMBOLICID
{1}¥50xL 1%p6dG JoQuewmmGnafIvILAM = JKgRwrfTgCQiQ2PeMf3TCO == 1 =a

A Accessl@nd its password is encrypted

SYMBOLICID VER.SIOM ACCESSID ACCESSPSWD EMCRYPTED
b 28 kCSYMMOCrag= gib8Y¥ZpHnlo= 1
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AGeKS '/ /9{{L5 YR '/ /19{{L5 L

encrypted in thePeopleSofi SOdzNA (1 & (I 0f S t
http://docs.oracle.com/cd/E18083 01/pt851pbrO/eng/psbooks/tadm/chapter.htm?F
lle=tadm/htm/tadm13.htm

AaecKS {eYo2fA0O L5 A& dzaSR I a
1/ 9{{L5 FYR '/ /9{{t{25 FNRY

http://docs.oracle.com/cd/E26239 01/pt851h3/enqg/psbooks/tsec/chapter.htm?File=
tsec/htm/tsec06.htm

Is Access ID really encrypted?

erpscan.com ERPScan - Invest In Security To Secure Investments 29
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A Is Access ID really encrypted?

i No.

ALOUQa 2dzald -hw gAUGK F KIFNRO2ZR
I sBzLcYIPrag -> SYSADM
| kCSYMMOCI’ag-; Sa |SYMEDLICID "IJERSIDN ml:g;:jaﬁ:rag= ;igiiii:ﬂf: EMCRYFTED 1

I gjb8YZpHnJo=->asdQWE12
A Some facts for a brute force attack:
I Access ID max lengg8 symbols
i1 O0Sa4&8 L5Qa VYIicHOsydhbalsa 62 NR f Sy 3K
A If we have Connect ID and network access to RDMBS, we car
Access ID.

erpscan.com ERPScan - Invest In Security To Secure Investments 30
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g o gl gl < Gl

Users Web Server Application Server RDBMS

»(?V

External "
System &“

Developers Developers

\-m/ N
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A 2-Tierc direct connection to DBMS.

) ab| Connectld REG_SZ people
I Trusted develo pPers (7) ab| ConnectPswd REG_SZ kyD3QPxnrag=
ab|DBChange REG_SZ YES
: ab| DBName REG_SZ HC
Some tools (likataMovej 2B DBType REG 57 MICROSFT
ab| EnableAuthSry REG_57 NO

I A config is stored in the Windows registry
i Aa9YONELNidathg/ ¢ Aa GUKS

A If we steal a config, we can have full access in RDBMS

erpscan.com ERPScan - Invest In Security To Secure Investments 32
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A 3-Tierc connection throughApplication Server.

I A developer uses only his own PS User ID and password
i L Op6xaible to restrict access for a developer (ready privs)
I Application Server connects to a RDBMS with Access ID account.

{ LISOA | f -SVBINR/SL2(To6o}.
i L (a@laintext protocol. Adza Spddwiord in each packet
A Man in the middle attack will beseful

/" Follow TCP Stream (tcp.stream eq 84)

M - SCer‘tReq. P.5..a.5.d.Q.W.E.1.2. . A T.Y.U.R.I.N.—.P.C...8B...5. 3. . A T.Y.U.R.I.N. —-. P.
Ecccoco®Weaoccos SParameters.

$. SO ML ALYy Auulubuu. « . o F_ . 7. ... .. . fFL. .. .. = Cr
[...".. k... .. Rk......... u..v?

erpscan.com
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A 3-Tierc connection throughApplication Server.
A Datainside packets look like plain SQL queries.

I SsamrReq........TS.E.L.E.C.T. .V.E.R.5.I.0.N. .F.R.0.M. .P.5.V.E.
I.0.N. .W.H.E.R.E. .0.B.J.E.C.T.T.Y.P.E.N.A.M.E. .=. .'.5.Y.5.

L|'|_

{fol.¥o~euo s .......55amReqg.........5.E.L.E.C.T. .D.I.5.T.I.N.C.T. .L.A.N.G.U.A.G.E.
.C.D. .F.R.O.M. .P.5.L.A.N.G.U.A.G.E.5. .W.H.E.R.E. .I.N.5.T.A.L.L.E.D. .=. .
-

= ssamReq.........5.E.L.E.C.T. .C.0.U.N.T.
I.M.E.Z.0.N.E.D.F.N.L.G. .W.H.E.R.E. .T.I.M.E.Z.0.N.E.=.:.1. .
M.=.:.2.. .C.5.T. .42.0.0.7.-.0.1.-.0.1.-.0.0...0.

Can a3-tier developeisendany SQlcommandio a RDBMS with
Access ID?

It should be sl
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3-Tierc connection through Application Server.

A Weird Design. We see all queries of the default authentication
process between Application Server and RDMBS

LR . T A o A . a.p.C.d.2.T.g.N.T.J.K. I.M.AN.0.p.g.F.5. T.U. V. W. X.¥y.Z.
{.l.}.~ ................ SSamReq. . . .. .S.E.L.E.C.T. .V.E.R.5.I.0O.N.,. .O.P.E.R.P.S._W.
D.,. -.0O.P.E.R.P.5.W.D.5.A.L.T.,. .E.N.C.R.Y.P.T.E.D.,. .5.¥.M.B.0.L.I.C.I.D.,. .A.C.C.
T.L.0.C.K. .F.R.O.M. .P.S5.0.P.R.D.E.F.N. .W.H.E.R.E. .O.P.R.I.D. .=. .:.1.......... P.

e e e mamenn
|
B e e e e e e e e e e e e e e e e e e e sglRrReques
L
[ Q... 4. ... ... Deoeoeeeemeaea i P...CARRA

Y e e e e m e ke e e e e e SsamReply. . .oo. .. SSAMEXECROWS. & o v s v s v m
. . o>

{-1.}.5.0.x.L.1. X . p.6.d.G.J.o. Q. x.w.m.m.G.n.a.F.3.v.l.L.AM.=__..._ ... 0J.K.g.R.w.r_f.T.
Q.C.Q.7.0.2.P.e.M.T.3.T.C.Q.=.= . P

o= == o = [ 2 i e e 4.....
e
o e e e e e e e e e e e e e e e e e e e e m e e e e CARRA

PE o e e e e e e e e e e e e e e e e e e e e e e e SCTX

. n.—.u A.T.¥.U.R.I.N.-.P.C..P.5..a.5.d.Q.w.E.1.2 @.Z.M.... qys ed g

e Y. .= X WO. 5. .. ... [ g e T d.d. . . M.M...y.y.¥y

= pescccccoscccsccsocococccosccoococoooccscc

...................................... [ T S i T
H.,.—-..,/.0.1.2.3.4.5.6.7.8.9.:.;.<.=.>.7.@8.A.B.C.D.E.F.G.H.I.J.K.L.M.N.O.P.Q.R.5.T. U
Vv.W.X. Y. Z.[.\.]. M. _. .a.b.c.d.e.f.g.h.i.j.k.T.m.n.o.p.g.r.s. t.u.v.w. x.y. z.

S T T S5amreq. - - . . - .S.E.L.E.C.T. .A.C.C.E.5.5.I1I.D.,. A.C.C.E.5.5.P
S.wW.D.,. .E.N.C.R.Y.P.T.E.D. .F.R.O.M. .P.5.A.C.C.E.5.5.P.R.F.L. .W.H.E.R.E. .5.¥Y¥.M.BE.
0.L.I.C.I.D =. .:.1...... ce5.d3. . e

B occoccoocococcoccoocoocaoocooooocanca

.- .5 1Reques
L
SB...... 2 M e e mm e a e P...CARRA

P e e e i e e e e e e e e e e e eeeeeeaaaaaaaa SSamRepWy

Eacos SSamExecRows. ... " . k.C.5.¥.M.M.0.C.r.a.g.= . e.-g.j-b.B.¥.Z.p.H.N. J. 0.

A A 3Tier developer knows an Access ID and its password
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Attacks on frontend systems
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External

System D .
<y §

=

= V.

n‘ P, oo '&Q(
4 y

oy < gl Gl - Gl

Users Web Server Application Server RDBMS

ew'\~ N ——— H‘

Hacker Developers
3-Tier
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peoplesoft inurl:cmd=login

Mowck Hoeoc T Bugeo KapTHHKM Eweé - AHC TPy MEHTEI NOKWCKa

Peaynetatos: npumepHo 7 120 (0,42 cex )

PeopleSoft - Emerson Process Management
https://home_emersonprocess.com/._/home/?em... ~ MNepesecTy 3Ty CTpPaHULY
“ou must have cookies enabled in order to sign in to your PeopleSoft applic ation.
Retumn to Sign In with cookies enabled. If your attempt fails, please contact ..

PeopleSoft Enterprise Sign-in - University of Missouri System
hitps:/fmyhr.umsystem.edu/_./n/7...cmd=login... ~ MNepeBECTH 3Ty CTPAHWLY
... with this application. For help in using PeopleSoft myHR, including training
resources, contact PeopleSoft HR Support at PSHRSUPPORT @umsystem.edu.

My UH - University of Houston System
https://my_uh_edu/psp/paprd/?cmd=login ~ MNepeBecTy 3Ty CTPAHMLY

You must have cookies enabled in order to sign in to your PeopleSoft applic ation.
Return to Sign In with cockies enabled. If your attempt fails, please contact .

Oracle | PeopleSoft Enterprise Sign-in - ESS - NYC.gov
https:/fa127-ess.nyc.gov/. _/prdess/7emd=login._. ~ MepeBecTH 3Ty CTPaHWULY
Oracle PeopleSoft logo. Error. Your User ID and/or Password are invalid. User |D:
Password: Forgot your password? NYCAPS News.
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A WebLogicY I yIF ASYSY (i akO2yazf Sé
A On the same port with PeopleSoft application by default

A Anyone can try to access the inside with default accounts

Welcome

Log in to work with the WebLogic Server domain

Username:

Password:

Login

erpscan.com ERPScan - Invest In Security To Secure Investments 39
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N\

X«
X«
-

A A defaultWeblogicK | & y 2 |
with a custompassword

AGA2YEE | C

I Weblogicwith PS has accounts:

I system: PasswOrd (passwoiginain administrator

| operator: password operator role

I monitor: password; monitor role
*¢KS LI aag2NR 2F aaeausSyé Aa
A WebLogiaccountbruteforcingis blocked bylefault

If we get access to Weblogicserver with system account,
we will getour goal¢ RCE
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What about operator and monitor users?

Almost nothing
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Force browsing will help us. Thaaee nosufficient authorization checks
Examples:
1) Browse @ S NJIJils $Nddain

ORACLE Weblogic Server® Administration Console

Change Center fa) Home Log Out Freferences Record Help Q,
View changes and restarts Home
Click the Lock & Edit button to modify, add or Install Application Assistant

delete items in this domain.

Back Mexd ‘ Finigh ‘ Cancel
Domain Structure

peoplesoft Locate deployment to install and prepare for deployment

-Environment
E—--Deployments

-Services
! )
F--Security Realms

Select the file path that represents the application root directory, archive file, explade:

Mote: Only valid file paths are displayed below, If you cannot find your deployment file

- N
$- In_terope_rablhty path: ICZ‘;
-Dlagnoshcs

Recently Used Paths: {none)

Current Location: 172.16.0,136 \ C:

D 342212787497bf8710ce 1299d7
= Documents and Settings

[ orade
[ Program Files
How do L.. = g
# Start and stop a deployed Enterprise D pra.50
application o RECYCLER
# Configure an Enterprise application (= WINDOWS
» Create a deployment plan [} WLS1031
* Target an Enterprise application to a server [:I wmpub
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- Ehrocan,
2) How about installing aew application (RCE)?
Yes, we can do it!
Some restrictions:
A Only with .war/.jar extension

Ahyte @ds2OFt é
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Howcan we upload the fife

Someattempts:

1. {{wC b a2l NE ONOJ
- No success. The file has a wrong extension

2. Via PS servlet
- No success. The file has a wrong extension

3. | Of FaaAO a! b/ é& GNARO]T F2N o
restriction.

We should usé&\any servevevil.jar
+ Success! But only for Windows OS
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PeopleSoft Portal
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A &t § super administrator
A There are many default users.

A BeforePeopleTool8.51: password = login
Like, PS:PS, VP1:VP1, PTDMO:PTDMO

A After PeopleTool8.51:password ¥ { Q& LJ- &8 & 6 2 NR
PS:Password/P1PasswordPTDMO:Password

A PSaccountbruteforcingis not blocked belefault

This Is a pretty good situation for brute force attacks
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A Information disclosure:

@ National Vulnerabilit... & NSEDoc Reference P... [E] PeopleSoft info - Go...

PeopleSoft Integration Gateway

PeopleSoft Listening Connector
Tools Version : 8.53
Status:ACTIVE

< C L] 172.16.0.79/xmllink/HF

@ National Vulnerabilit... s NSEDoc Reference P... [E] PeopleSoft info - Go...

Error: The return content is not xmllink data, please check log file
C/APPS/HRM webserv/HC/applications'peoplesoft PORTAL war/WEB-INF /psftdocs' HRDEMO 'xmllinkserviet log
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