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About ERPScan

ÅThe only 360-degreeSAPSecuritysolution - ERPScanSecurity
MonitoringSuitefor SAP

ÅLeaderby the numberof acknowledgementsfrom SAP( 150+)

Å60+presentationskeysecurityconferencesworldwide

Å25Awardsandnominations

ÅResearchteam - 20 expertswith experiencein different areas
of security

ÅHeadquarteredin PaloAlto (US)andAmsterdam(EU)
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ERPScanand SAP

ÅWorking together since 2007

Senior Director, Head of Global Security Alliance Management

Product Security, Technology and Innovation Platform

SAP Labs, Palo Alto, USA
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ά²Ŝ ǿƻǳƭŘ ƭƛƪŜ ǘƻ ǘƘŀƴƪ ǘƘŜ ǿƻǊƭŘ-class 
security experts of ERPScanfor the highly 

qualified job performed to help us assess the
security of our pre-ǊŜƭŜŀǎŜ ǇǊƻŘǳŎǘǎέΦ



ERPScanand Oracle 

ÅERPScanresearchers were acknowledged 15 times during 

quarterly Oracle patch updates since 2008

ÅTotally 40+ Vulnerabilities closed in Oracle Applications

ïOracle Database

ïOracle Peoplesoft

ïOracle Weblogic

ïOracle JDE

ïOracle BI
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Oracle provides recognition to 
people that have contributed to 
our Security-In-Depth program. 

Oracle recognizes Alexander 
Polyakovfrom ERPScanfor 
contributions to Oracle's 

Security-In-Depth program.



About Me

ÅDirector of Oracle Security department of 

the ERPScancompany

ÅWEB/EBA/Networksecurityfun

ÅHackedmanyonlinebankingsystems

ÅHackedmanyenterpriseapplications

Tweeter: @antyurin
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Agenda

Å Introduction to Oracle PeopleSoft

ÅPeopleSoftArchitecture

ÅAttacks on back-end systems

ÅExternal attacks on PeopleSoft

6



7

Introduction to Oracle PeopleSoft



What is it?

ÅOracle PeopleSoft Apps: HRMS, FMS, SCM, CRM, 9ta Χ

ÅCan work as one big portal or separately

ÅMany implementations in different areas
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Industries

ÅLarge companies. HRMS/ FMS

ÅGovernment. HRMS

ÅUniversities. Student Administration system
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Regions

USA
72%

UK
13%

APAC
11%
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Industries

Pharmaceutical; 255

Computing&IT; 940

Educational; 1900Retail; 437

Manufacturing; 
1160

Telecommunications, 
227

Utilities; 230

Agriculture&Food; 
170
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Why should we care

Å Personal information 
ï SSN

ï Salary data

Å Payment information
ï Credit card data

ï Bank account data

Å Bidding information
ï RFP

ï Prices
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Why should we care

ÅEspionage

ïTheft of financial information

ïCorporate trade secret theft 

ïTheft of supplier and customer lists

ïStealing HR data Employee Data Theft

ÅSabotage

ïDenial of service

ïTampering with financial reports

ÅFraud

ïFalse transactions

ïModification of master data
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Some cases

Å Two Charged with Hacking PeopleSoft to Fix Grades(California state 

university) - 2007

ïhttp://www.pcworld.com/article/139233/article.html

Å Student sentenced to jail for hacking university grades(Florida A & M 

University) - 2009

ïhttp://www.geek.com/news/student-sentenced-to-jail-for-hacking-

university-grades-742411/

Å Undergrad suspected in massive breach(University of Nebraska) - 2012

ïhttp://www.computerworld.com/article/2503861/cybercrime-

hacking/undergrad-suspected-in-massive-univ--of-nebraska-breach.html

Å Hacking Higher Education- last years

ïhttp:// www.darkreading.com/security/hacking-higher-education/d/d-

id/1109684
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Some cases
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Vulnerabilities in PeopleSoft

Some vulnsevery year, but no info for pentestingΧ

16



17

Oracle PeopleSoft Architecture



PeopleSoft Internet Architecture

ÅMany applications, but they have one architecture

ÅPeopleSoft Internet Architecture

ï Internet oriented since version 8

ÅBased on several special core technologies
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PeopleSoft Internet Architecture

PeopleTools:

ÅTechnology

ÅDeveloper tools

ÅFramework

ÅPeopleCode

All of the applications are created usingPeopleTools.
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PeopleSoft Internet Architecture
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PeopleSoft Internet Architecture

Web server

Å WebLogic/WebSphere

Å PS Servlets

Å Forwards request from a browser to an App Server

Application server 

Å PS Services +Tuxedo + Jolt 

Å Business logic, SQL transaction management, Transport

Database server

Å SystemTables, PeopleToolsmetadata, PeopleSoftapplication data
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IŀŎƪŜǊΩǎ ǘŀǊƎŜǘǎ

ÅIƛƎƘ ǇǊƛǾƛƭŜƎŜŘ ŀŎŎŜǎǎ ƛƴ tŜƻǇƭŜ{ƻŦǘ όάt{έςsuper admin 

account)

ïAttacks on business logic

ïCritical information in PeopleSoft

Å Remote Command Execution in OS

ï!ŎŎŜǎǎ ǘƻ ŀ ŎƻƳǇŀƴȅΩǎ ƛƴǘŜǊƴŀƭ ƴŜǘǿƻǊƪ

ïCritical information in PeopleSoft

We can get RCE in OS if we have high priv. access. Conversely situation is true too
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Attacks on back-end systems



Internal attacker
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tŜƻǇƭŜ{ƻŦǘ ά.ŀŎƪ 9ƴŘέ !ǳǘƘŜƴǘƛŎŀǘƛƻƴ

ÅUser ID ςan account in PeopleSoft Application.

ÅConnect ID ςa low privileged account in the RDBMS

ÅAccess ID ςa high privileged account in the RDBMS
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tŜƻǇƭŜ{ƻŦǘ ά.ŀŎƪ 9ƴŘέ !ǳǘƘŜƴǘƛŎŀǘƛƻƴ

User authentication process:

Å User logs in with his User ID and password to the Application Server.

Å Application Server, in turn,connects to DBMS using ConnectID. User 
ID and passwords for it stored in DBMS tables are compared to the 
ones that were entered by the user. 

ïConnect ID has limited rights, only to retrieve User IDand encrypted 
password from DBMS tables.

Å If the comparison went successful, Application Server retrieves the 
necessary Access ID with the encrypted password.  

ï Access ID with the password are stored in PSACCESSPRFLtable.  

ïAccess IDaccount has high privileges. 

Å Finally, the system reconnects to DBMS usingAccess ID with full 
access.
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RDMBS accounts

Some facts :

ÅCommon Connect IDςάǇŜƻǇƭŜέ ǿƛǘƘ ǇŀǎǎǿƻǊŘ 

άǇŜƻǇƭŜέκέǇŜƻǇмŜέ

ÅDefault Access ID:

ά{¸{!5aέ ŦƻǊ hǊŀŎƭŜ

άǎŀέ ŦƻǊ a{{v[

ÅConnect ID password is often the same as Access ID password

[ŜǘΩǎ ǘǊȅ ǘƻ ǇŜǊŦƻǊƳ ŘƛŎǘƛƻƴŀǊȅ ŀǘǘŀŎƪ ƻƴ w5.a{
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Connect ID has:
ÅAccess to 3 tables

Å¦ǎŜǊǎΩ ǇŀǎǎǿƻǊŘǎ ƘŀǎƘŜŘ ǿƛǘƘ ǎŀƭǘ

Å AccessIDand its password is encrypted

Connect ID access in RDBMS 
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Is Access ID encrypted?

Åά¢ƘŜ !//9{{L5 ŀƴŘ !//9{{L5 ǇŀǎǎǿƻǊŘ ŀǊŜ ǎǘƻǊŜŘ ŀƴŘ 

encrypted in the PeopleSoftǎŜŎǳǊƛǘȅ ǘŀōƭŜ t{!//9{{twC[Φέ 

http://docs.oracle.com/cd/E18083_01/pt851pbr0/eng/psbooks/tadm/chapter.htm?F

ile=tadm/htm/tadm13.htm

Åά¢ƘŜ {ȅƳōƻƭƛŎ L5 ƛǎ ǳǎŜŘ ŀǎ ǘƘŜ ƪŜȅ ǘƻ ǊŜǘǊƛŜǾŜ ǘƘŜ ŜƴŎǊȅǇǘŜŘ 

!//9{{L5 ŀƴŘ !//9{{t{²5 ŦǊƻƳ t{!//9{{twC[έ 

http://docs.oracle.com/cd/E26239_01/pt851h3/eng/psbooks/tsec/chapter.htm?File=

tsec/htm/tsec06.htm

Is Access ID really encrypted?
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Is Access ID encrypted?

Å Is Access ID really encrypted?

ïNo. 

ÅLǘΩǎ Ƨǳǎǘ ·hw ǿƛǘƘ ŀ ƘŀǊŘŎƻŘŜŘ ƪŜȅ 

ïsBzLcYlPrag=       -> SYSADM

ïkCSYMM0Crag= -> sa

ïgjb8YZpHnJo=  -> asdQWE12

ÅSome facts for a brute force attack:

ïAccess ID max length ς8 symbols

ï!ŎŎŜǎǎ L5Ωǎ ƳŀȄ ǇŀǎǎǿƻǊŘ ƭŜƴƎǘƘ ς10 symbols

Å If we have Connect ID and network access to RDMBS, we can get 

Access ID.

30



Internal attacker
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Attack on Developers

Å2-Tier ςdirect connection to DBMS. 

ïTrusted developers (?)

Some tools (like DataMover)

ïA config is stored in the Windows registry 

ïά9ƴŎǊȅǇǘƛƻƴέ ƛǎ ǘƘŜ same

Å If we steal a config, we can have full access in RDBMS.
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Developers

Å3-Tier ςconnection throughApplication Server. 
ïA developer uses only his own PS User ID and password

ïLǘΩǎpossible to restrict access for a developer (read-only privs)

ïApplication Server connects to a RDBMS with Access ID account.

ï{ǇŜŎƛŀƭ άǇǊƻǘƻŎƻƭέ - WSH, WSL (Tuxedo).

ïLǘΩǎa plain-text protocol. A ǳǎŜǊΩǎpassword in each packet.

ÅMan in the middle attack will be useful
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Developers

Å3-Tier ςconnection throughApplication Server. 

ÅData inside packets look like plain SQL queries.

Can a 3-tier developer send any SQL command to a RDBMS with 
Access ID?

It should be so!
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Developers

3-Tier ςconnection through Application Server. 

ÅWeird Design. We see all queries of the default authentication 
process between Application Server and RDMBS  

ÅA 3-Tier developer knows an Access ID and its password
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Attacks on front-end systems



External attacker
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Google Dorks
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WebLogic

ÅWebLogicƳŀƴŀƎŜƳŜƴǘ άκŎƻƴǎƻƭŜέ 

ÅOn the same port with PeopleSoft application by default

ÅAnyone can try to access the inside with default accounts
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WebLogic. Users

ÅA default WeblogicƘŀǎ ƴƻ ŀŘŘƛǘƛƻƴŀƭ ŀŎŎƻǳƴǘǎΣ ŜȄŎŜǇǘ άǎȅǎǘŜƳέ 

with a custom password

ïWeblogicwith PS has accounts:

ïsystem: Passw0rd (password) ςmain administrator

ïoperator: password ςoperator role

ïmonitor: password ςmonitor role

* ¢ƘŜ ǇŀǎǎǿƻǊŘ ƻŦ άǎȅǎǘŜƳέ ƛǎ ƻŦǘŜƴ ŎƘŀƴƎŜŘ ǘƻ ǘƘŀǘ ƻŦ άt{έ 

ÅWebLogicaccount bruteforcingis blocked by default

If we get access to  a Weblogicserver with system account, 

we will get our goal ςRCE
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WebLogic. Users

What about operator and monitor users? 

Almost nothing
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WebLogic. Force browsing

Force browsing will help us. There are no sufficient authorization checks.

Examples:

1) Browse a ǎŜǊǾŜǊΩǎfile system
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WebLogic. Force browsing

2) How about installing a new application (RCE)?

Yes, we can do it!

Some restrictions:

ÅOnly with .war/.jar extension

Åhƴƭȅ άƭƻŎŀƭέ files
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WebLogic. Force browsing

How can we upload the file?

Some attempts:

1. {{wC Ҍ άƧŀǊέ ǘǊƛŎƪ

- No success. The file has a wrong extension 

2. Via PS servlet

- No success. The file has a wrong extension 

3. ! ŎƭŀǎǎƛŎ ά¦b/έ ǘǊƛŎƪ ŦƻǊ ōȅǇŀǎǎƛƴƎ ƻƴƭȅ άƭƻŎŀƭέ ŦƛƭŜǎ 

restriction.

We should use \ \any_server\evil.jar

+ Success! But only for Windows OS

Å If we have access to a Weblogicconsole, we can execute our code
44
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PeopleSoft Portal



PeopleSoft Users

Åάt{έ ςsuper administrator

ÅThere are many default users.

ÅBefore PeopleTools8.51: password = login
Like, PS:PS, VP1:VP1, PTDMO:PTDMO

ÅAfter PeopleTools8.51: password = t{Ωǎ ǇŀǎǎǿƻǊŘ
PS:Password, VP1:Password, PTDMO:Password

ÅPS account bruteforcingis not blocked be default

This is a pretty good situation for brute force attacks
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PeopleSoft Servlets

Å Information disclosure:
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