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A post-APT1 security world

EANDIANTﬁ

» One of China’s Cyber
(& l,] N Wf’)

<indicatoritem id="1f3aff31-1155-4003-968c-40ebbdlled6e" condition="17
<context document="FileItem" search="FileItem/Md5sum" type="mir":>
<content type="md5">3ce55c6994101faec00b5b7c2feed94f</content>
</context></indicatoritem>



That unfortunate commit...

git commit -a . && git push github master

Raw Blame History ' 10

S mig file -path / -name "\.botoS" -content
"abcdef123456" -size "<1k" -maxdepth 5



We're building a better Internet




Strong startup/incubator mindset

Experiment & fail fast
Minimalistic centralization
Everyone can write and host a website...
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Security at the perimeter doesn't
work when your infrastructure lives
all over the internet

e 400+ active websites & services
e adozen offices, hundreds of remotees
e 2 datacenters, tons of AWS accounts, heroku, rackspace,

all loosely connected only when needed



Incident Response at Mozilla
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3 OpSec problems

too many systems doing too many
things in too many ways. Need to see
them all.

we don't have accounts or network
accesses to all systems.

every snowflake system is investigated
in its own special way.



99% of investigations are simple

- "Hey Systems, seen that <file|ip|process|user= lately?".
- "Nope"

- "Nope"

- "Nope"

- "Oh yeah, just yesterday!" <--- OMG DEFCON 1!



The faster we run investigations,
the more we will investigate.

e bob left the company, did we revoke all his accesses?

e massive libstuffl vulnerability, is it used anywhere?

e found IP 13.37.66.66 brute forcing the VPN, check other
nodes to see if it's connected

® jean-kevin put some AWS key on pastebin, is it
configured anywhere?

e anyone remembers that weird host that was running an
anonymous proxy?



We couldn't find a tool we liked,
so we built one




Demos!




Locating a cron job that contains a
password



Basic investigation workflow

RabbitMQ

Database Scheduler Relay




Got any private keys in those home
folders?



Is that botnhet IP connected
anywhere?
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Scan processes memories for a
regex
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Digital forensics on steroids

Massively Distributed means Fast.
Simple to deploy and Cross-Platform.
Secure! Don't trust until you verify.

Don't spy on data, respect Privacy.



Massively distributed

Central platform only passes messages around.
Investigation & computation is done on the agents.

Small infrastructure footprint
means easier to deploy and operate.



Simple to deploy

One static binary, no dependencies.
Configuration is built-in or deployed via provisioning.




As secure as PGP, so pretty good




Privacy: | used to be a spy...
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Doing forensics without full <
access to all data is hard, but ; PB';E
not impOSSible, | se%on one

Agents do the work and return
answers without raw data.




MEGEIS

REST API receives signed JSON messages
distributed to agents via RabbitMQ
and stored in a Postgres database.
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Architecture of the Agent
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Security of the Agent

Agent only runs something if these conditions are met:

1. action has valid PGP signatures
2. issued by trusted investigators
3. with ACL accesses to a given module

multiple signatures required to run sensitive modules



Agent ACLs




Agent ACLs

The weights of each investigator providing a valid signature
are summed, and if the total weight is equal or higher than
the minimum weight, the operation is considered valid.

TotalWeight = Weight[Alice} + Weight[Bob]
if TotalWeight >= MinimumWeight { run module }



Security of the platform: API

REST API, uses IdFix PGP Token authentication

curl -H 'X-PGPAUTHORIZATION: 1;2015-05-28T15:04:05Z;111;0wEBYQGe/pANAwAIAaF
https://api.mig.example.net/api/vl/

PGP already needed to sign actions
A PGP Token avoids needing another username/password.



Security of the platform: Database

Typical PostgreSQL protections (TLS, credentials, GRANTS)
Minimalistic attack surface:

e |nvestigator keys are not stored in DB
e Results are in DB but never contain raw data, minimize
impact of leak



Security of the platform: Scheduler

Complex code path to move messages around BUT:

e No user interaction
e No way to tamper with signatures



Security of the platform:
RabbitMQ.

Most exposed component (public).
Requires AMQP over TLS with client certs and credentials.
Tightly controlled RabbitMQ ACLs, but hard to write/audit.



Complex investigations:
write JSON directly

many samples at
https://github.com/mozilla/mig/tree/master/actions

Example: Shellshock I0Cs
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Visualizing results on a map
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A generic security platform

Security Compliance

Vulnerability scanning with mozilla/mozoval

Syscall auditing (auditd) with mozilla/audit-go

Log inspections (OSSEC style)

Network monitoring (distributed NSM) using GoPacket



Measuring security compliance




Storing security compliance




Graphing security compliance
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tl;dr

MIG is made of distributed agents securely
queried from a central platform to
investigate the state of large pools of
systems remotely.



Questions?
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