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Outline 

ÅAndroid Kernel Vulnerability Landscape 
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ïDevices Unpatched Forever/for A Long Period 
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ÅThe Solution: Adaptive Kernel Live Patching 
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Threats of Kernel Vulnerabilities 

ÅMost security mechanisms rely on kernel 
integrity/trustworthiness, thus will be broken 
ïAccess control, app/user isolation 

ïPayment/fingerprint security 

ïKeyStore 

ïOther Android user-land security mechanisms 

ÅTrustZone will also be threatened 
ïAttack surfaces exposed 

ïMany TrustZone logic trusts kernel input 



Kernel Vulnerabilities in Android Security Bulletin 

Month Vulnerability List Count 

2015/09 CVE-2015-3636 1 

2015/12 CVE-2015-6619 1 

2016/01 CVE-2015-6637   CVE-2015-6638 
CVE-2015-6640   CVE-2015-6642 

4 

2016/02 CVE-2016-0801   CVE-2016-0802 
CVE-2016-0805   CVE-2016-0806 

4 

2016/03 CVE-2016-0728   CVE-2016-0819   CVE-2016-0820 
CVE-2016-0822 CVE-2016-0823 

5 

2016/04 CVE-2014-9322   CVE-2015-1805   CVE-2016-0843 
CVE-2016-0844   CVE-2016-2409   CVE-2016-2410 

CVE-2016-2411 

7 

2016/05 CVE-2015-0569   CVE-2015-0570   CVE-2016-2434 
CVE-2016-2435   CVE-2016-2436   CVE-2016-2437 
CVE-2015-1805   CVE-2016-2438   CVE-2016-2441 
CVE-2016-2442   CVE-2016-2443   CVE-2016-2444 
CVE-2016-2445   CVE-2016-2446   CVE-2016-2453 

15 

Information Leakage Privilege Escalation 



Month Count 

2015/08 0 

2015/09 1 

2015/10 0 

2015/11 0 

2015/12 1 

2016/01 4 

2016/02 4 

2016/03 5 

2016/04 7 

2016/05 15 

ÅMore and more attentions are 
drawn to secure the kernel 
 
 
ÅMore and more vulnerabilities 

are in the N-Day exploit arsenal 
for the underground businesses 

The Growing Trend Indicates 



Recent Vulnerabilities with Great Impact 

ÅCVE-2014-3153 (Towelroot) 

 

 

 

 

 
ïThe futex_requeue function in kernel/futex.c in the 

Linux kernel through 3.14.5 does not ensure that calls 
have two different futex addresses, which allows local 
users to gain privileges. 



Recent Vulnerabilities with Great Impact 

ÅCVE-2015-3636 (PingPong Root) 

 

 

 

 

 

ïThe ping_unhash function in net/ipv4/ping.c in the Linux 
kernel before 4.0.3 does not initialize a certain list data 
structure during an unhash operation, which allows local 
users to gain privileges or cause a denial of service. 



ÅCVE-2015-1805 (used in KingRoot) 

 

 

 

 

 

ïThe pipe_read and pipe_write implementations in kernel before 
3.16 allows local users to cause a denial of service (system 
crash) or possibly gain privileges via a crafted application. 

ïA known issue in the upstream Linux kernel that was fixed in 
April 2014 but ǿŀǎƴΩǘ called out as a security fix and 
assigned CVE-2015-1805 until February 2, 2015.  

Recent Vulnerabilities with Great Impact 



Many Vulnerabilities Have Exploit PoC Publicly Disclosed 

Vulnerability/Exploit Name CVE ID 

mempodipper CVE-2012-0056 

exynos-abuse/Framaroot CVE-2012-6422 

diagexploit  CVE-2012-4221 

perf_event_exploit  CVE-2013-2094 

fb_mem_exploit CVE-2013-2596 

msm_acdb_exploit CVE-2013-2597 

msm_cameraconfig_exploit CVE-2013-6123 

get/put_user_exploit CVE-2013-6282 

futex_exploit/Towelroot CVE-2014-3153 

msm_vfe_read_exploit CVE-2014-4321 

pipe exploit CVE-2015-1805 

PingPong exploit CVE-2015-3636 

f2fs_exploit CVE-2015-6619 

prctl_vma_exploit CVE-2015-6640 

keyring_exploit CVE-2016-0728 

é... ...... 



¢ƘŜǊŜΩǊŜ ŀƭǎƻ ŜȄǇƭƻƛǘǎ ƳŀŘŜ ǇǳōƭƛŎ ōǳǘ 

ÅNever got officially reported to vendors 

ÅDisclosed before being patched 

ÅNot getting timely fix 

ÅΧΦΦΦ 



Exploits made public but not reported 

Android Root and its Providers: A Double-Edged Sword  
H. Zhang, D. She, and Z. Qian, CCS 2015 



Exploits disclosed but not timely patched 

https:// bugs.chromium.org/p/project-zero/issues/detail?id=734&can=1&sort=-id 



Malware/Adware with Root Exploits 

KEMOGE 



Malware/Adware with Root Exploits 

GHOSTPUSH 



Malware/Adware with Root Exploits 

DOGSPECTUS 

ά¢Ƙƛǎ is the first time, to my knowledge; an exploit kit has been able to 
successfully install malicious apps on a mobile device without any user 
interaction on the part of the victim... the payload of that exploit, a Linux ELF 
executable named module.so, contains the code for the futex or Towelroot 
exploit that was first disclosed at the end of 2014Φέ 
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iOS More Secure? 

? 



Kernel Vulnerability Disclosure 
Frequency Is Comparable 

iOS Version  Date Count 

8.4.1 8/13/15 3 

9 9/16/15 12 

9.1 10/21/15 6 

9.2 12/8/15 5 

9.2.1 1/19/16 4 

9.3 3/21/16 9 

Month Count 

2015/09 1 

2015/12 1 

2016/01 4 

2016/02 4 

2016/03 5 

2016/04 7 

2016/05 15 



HoweverΧ 

ÅIf Apple wants to patch a vulnerability 

ïApple controls the entire (mostly) supply chain 

ïApple has the source code 

ïApple refuses to sign old versions, forcing one-
direction upgrade 

ïAll the iOS devices will get update in a timely manner 

ÅAndroid 

ïMany devices stay unpatched forever/for a long 
period... 



Devices Unpatched Forever/for A Long Period 

ÅCause A: The long patching chain 

Customer delays or unwilling to take the OTA 

Carriers tested and approved the patch 

Phone vendors tested and took the patch 

Hardware vendors/Google finalized the patch 

Researchers found the vulnerability 



http:// opensignal.com/reports/2015/08/android-fragmentation 



Device Fragmentation 
Google Dashboard (2016/04/04) 

Version Codename API Distribution 

2.2 Froyo 8 0.1% 

2.3.x Gingerbread 10 2.6% 

4.0.x 
Ice Cream  
Sandwich 

15 2.2% 

4.1.x 

Jelly Bean 

16 7.8% 

4.2.x 17 10.5% 

4.3 18 3.0% 

4.4 KitKat 19 33.4% 

5.0 
Lollipop 

21 16.4% 

5.1 22 19.4% 

6.0 Marshmallow 23 4.6% 

Lollipop was released in November 12, 

2014, but 60% of the devices are 

still older than that! 

Google stopped patching for Android 

older than 4.4, but 26.2% of the 

devices are still older than that! 



Chinese Market Is Even Worse  
(Stats from devices with Baidu apps installed, 03/21/2016-04/21/2016)  

Lollipop was released in November 12, 

2014, but 82.8% of the devices are 

still older than that! 

Version Codename API Rate 

2.3.x Gingerbread 10 3.2% 

4.0.x Ice Cream Sandwich 15 3.6% 

4.1.x 

Jelly Bean 

16 7.6% 

4.2.x 17 12.4% 

4.3 18 13.6% 

4.4 KitKat 19 42.4% 

5 
Lollipop 

21 9.8% 

5.1 22 6.6% 

Others - - 0.8% 

3% 
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40.4% of the devices are <4.4! 

And China blocks Google.... 


