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Cloning

1996: Dolly the sheep



Cloning

1996: Dolly the sheep

2001: cat ăCopyCató 

2003: horse



Humans? Why no humans?

I. Commercial ðno commercial interest in industries

II. Ethical/legal ðbeliefs, laws...

III. Technical - pets easy, primates very hard



Are we sure?



2017 ςmobile contactless payment cards cloning?

I. Commercial

https://www.statista.com/statistics/461512/nfc-mobile-payment-users-worldwide/



2017 ςmobile contactless payment cards cloning?
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II. Ethical/legal

III. Technical
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Technical countermeasures

https://www.flickr.com/photos/un_photo/6872103103/www.wordclouds.com



https://www.flickr.com/photos/mujitra/8606262790/



HCE TECHNOLOGY



α{ŜŎǳǊŜ 9ƭŜƳŜƴǘέ όǎƛƴŎŜ нллтύ

OS

Mobile app

Applet NFC Antenna

Card data, payment services

SE communicates directly with NFC
ÅApps and OS have no access to card 

data and to communication during 
payment. 

Secure Element



SE dominance hierarchy clashes

Banks vs mobile operators, 

handset manufacturers, 

payment service providers...

Painful process

- special SIM required

- limited support
https://www.flickr.com/photos/jsouthorn/6616455243/



Google vs Isis Wallet

2011: Google Wallet with Galaxy Nexus 

embedded SE

Isis wallet (AT&T, Verizon, T-Mobile) -

blocked Google Wallet for their devices.

Google: we will go our way - without SE.



Host Card Emulation

Android >=4.4, Blackberry OS, Windows 

Phone

No need for troublesome Secure Element, 

moved to ăcloudó.

Software emulates contactless smart card.

OS

Payment app



Demo

How does it work?



INTEGRATION



How to embed it in mobile app?

ÅOwn implementation

ÅExternal, ăblackboxó 

library

- Visa, Mastercard SDK

- several other products

https://www.flickr.com/photos/lluniau_rich/580859948/



±ŜƴŘƻǊǎΩ ŘƻŎ



±ŜƴŘƻǊǎΩ ŘƻŎ

Mobile phone (Android 4.4 +)

.ŀƴƪΩǎ ƳƻōƛƭŜ ŀǇǇ
HCE Applet

NFC controller

HCE API

α{ŜŎǳǊŜ 
Element in the 
/ƭƻǳŘέ

SDK 

API



{ƱŀǿƻƳƛǊ WŀǎŜƪ

Enjoy appsec (dev, break, build...) 

since 2003.

Pentesting, consultancy, training -

web, mobile, embedded...

Significant part of time for research.



HOW TO STEAL THE 
MONEY?



Right, so how to steal the money?

http://en.wikipedia.org/wiki/Olsen_Gang



Steal the phone?

immediate report and cancel

https://twitter.com/thereaIbanksy/status/842853661407678464



Steal card data via NFC?

Credit card reader?

Letõs try!

The screen has to be on. In some cases 

unlock is required.

You wonõt make online payments using it.

Creating magstripe track may be possible.
https://play.google.com/store/apps/details?id=
com.github.devnied.emvnfccard



Tokenization

Random card numbers (tokens) replacing single static PAN

Limited ădomainó use ðonly for contactless transactions

4556 6519 7871 5407

4485 7332 2613 9733



So, how are the EMV transactions executed?

a

EMV crypto

tokenized 
PAN



The key

How to steal it? OS

Mobile app



Intercept in transfer?

"Secure 
Element in 
the cloud" 

server

Google Cloud 
Messaging

Mobile wallet 
server 



Typically

Multiple servers, push included

Certificate pinning

Second layer encryption

"encryptedData":"AAABdxcgfXea9B050gH9/a1fcJz//UpQihZrvfdHwZboTo3kNN45M0

eemFMrM1EM0BzixsDHTMFeUenl9CKMjsbJT/IvZZGceL5KmQK971NoI5wo8Kh5qgF/hazsU

2uOlyu5NxsE69QE62cffruh55DvX8f7/g=="



Flaws?

Improper pinning ðaccept all certs, use vulnerable lib...

Nasty bugs ădeeply hiddenó under the proprietary 

encryption layer.

- Difficult to exploit, need active access to transmission 

during provisioning.



The key

How to steal it?

Å Intercept in transfer?

Stored in user-space ðnot hardware Secure 

Element.

ÅGet it from the phone?

OS

Mobile app



Mobile malware?

Most common:

Å Overlay stealing data

Å Intercept SMS

Å ...

Å Does not have access to card 

data (private folder of the app) 

https://www.flickr.com/photos/freejay3/3335151608/


