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90 Accounts*

*https:// thycotic.com
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Password Manager

Source: https://www.getkeepsafe.com/about.html



7



8

App GooglePlayDownloads

Keeper 10 ς50m

Keepsafe 10 ς50 m

1Password 1ς5 m

Dashlane 1 ς5 m

Lastpass 1 ς5 m

Avast 0.5 ς1 m

MyPasswords 0.5 ς1 m

F-Secure 100 ς500k

PasswordManger 50ς100 k
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Password Manager

Autofill

Secure 
Synchronization

Confidential 
Password Storage

Custom Browser

Comfort Feature 
(PIN login)
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Manual Filling

Automatically Filling
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user
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Password Manager

user:pass

ŎƭƛǇōƻŀǊŘ αǎƴƛŦŦŜǊά- app 
(no permissions required)

user:pass

Receiver Apps

Manual Filling - Attack
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Accessibility Services

Source: https://developer.android.com

ά!ƴ ŀŎŎŜǎǎƛōƛƭƛǘȅ ǎŜǊǾƛŎŜ ƛǎ ŀƴ ŀǇǇƭƛŎŀǘƛƻƴ ǘƘŀǘ 
provides user interface enhancements to 
assist users with disabilities, or who may 
temporarily be unable to fully interact with a 
device. For example, users who are driving, 
taking care of a young child or attending a 
very loud party might need additional or 
ŀƭǘŜǊƴŀǘƛǾŜ ƛƴǘŜǊŦŀŎŜ ŦŜŜŘōŀŎƪΦά
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user
****

user1
****

user2
****
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****

Password Manager
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? Twitter-App
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Automatically Filling

Twitter-App
(com.twitter.android)

Password Manager



Automatically Filling - Attack

reverse
com.twitter

com.twitter .twitterleak

matches

inject credentials

find field
textPassword
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prefix



DEMO
DEMO TIME !
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File
(masterpassword)

PW-Manager App

user1:pw1
user2:pw2

...

Database

PC



UseBackup Function
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*

* https://github.com/nelenkov/android - backup - extractor

adbadb

tar ïxvf mybackup.tar

cat KeyStorage.xml

backup com.fsecure.key

<string name=" master_password "> secretpass </ string >
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File
(masterpassword)

PW-Manager App

user1:pw1
user2:pw2

...

Database
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API accessing browser elements

credentials

PW Manager


