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https://github.com/qilingframework/qiling

> Motivation

> Qiling framework

> Design & implementation

> Build dynamic analysis tools on top of Qiling Framework
> Hands On

H gilingframework / giling @ Unwatch 60 WUnstar 1k % Fork 181

<> Code (D) lssues 19 Il Pull requests 6 (¥) Actions [T Projects 0 wiki () Security |~ Insights 61 Settings

¥ Branch: master ~ Go to file Add file = About tox

Qiling Advanced Binary

‘B chfl4gs authored and xwings committed 43@1a52 16 da... + ¥%) 2,600 commits }* 2 branches >4 tags Emulation Framework

B .github fixing pypi packaging 16 days ago & dqiling.io

b docs clean up docs and plan for filter 2 months ago — e il il
unicorn-emulator malware

[0 examples remove .gdb_history 19 days ago
analysis giling

B qgiling change import method 16 days ago reverse-engineering

[0 tests test_elf.py: making sure thread and tcp_test is proper 25 days ago cross-architecture  uefi

unicorn-engine



Internet of Things




What is IoT

loT

Camera
Air-con
TV

FAN
Heater
Fridge
Watch
Lock
Security
Kitchen
Phone



Traditional 1oT Hacking




The Web Hacker

" ddos@DESKTOP-K9SINVY: ~/routersploit

Exploits found on the INTERNET

This is live excerpt from our database. Available also using API
Edit Date Name
2019-08-25 D-Link DIR-600M Authentication By Vietasploit
2019-08-01 3 X Information Disclosure
2019-05-07 K e ed OS Command Injecti
2019-04-11 D-Link DI-524 2.06RU Cross Site Scripting

2019-03-03 Xoops 1.0.2 PD-Links Modules 1.0 Krobi Databa: iscl

Status

Published

Published

Published

Published

ure Published

2018-12-23 D-Link DS DIR-140L / DIR- Credential Disclosure Published

2018-12-23 D-Link DSL-2770L Credential Disclosure

Published

2018-11-09 D-LINK Central WifiManager C! 100 1.03 r0098 Man-In-The-Middle Published

2018-11-09 D-LINK Central WifiManager 00 1.03 r0098 DLL

2018-11-09 D-LINK Central WifiManager 00 1.03 It

king Published

Published

2018-10-19 D-Link Plain-Text Password Sto GCode Execution / Directory Tr, 8 Published

2018-10-13 D-Link DS 0T Cross Site Scripting
2018-09-06 D-Link Di N150 Cross-Si

2018-09-03 D-Link DIR-615 - Denial of Servi

Published

Published

Published

2018-08-28 D-Link DSL-2750U Setup \ rd Page Authentication Bypass Published

2018-08-24

Published

2018-08-24 K or DCS Command Injection Published

2018-07-25 D-link DAP-1 s-Site Scripting
2018-07-03 D-Link DIR-890L A2 Improper Ac

2018-05-26 D-Link DSL-2750B OS

2018-05-25 D-Link DSL-2750B OS Command Inj

2018-05-09 D-Link DIR-868L 1.12 Ci ite Req

2018-04-17 D-Link DIR-615 Persistent Cross Site Scripting
2018-03-31 D-Link DIR-850L Wireless AC1 Dual Band Gigabit C
2018-03-01 D-Link DC Site Request Forg

2018-01-15 D-Link DN re 05 Command Injection

Published
Published
Published
Published
Published
Published
d Router Authentication Bypass Published
Published

Published

2018-01-15 K Command Injection Published

exploitalert.com




Firmware Hacking

-><tools binwalk -e test.bin
HEXADECIMAL DESCRIPTION

0x353B8 CRC32 polynomial table, little endian

524288 0x80000 ulmage header, header size: 64 bytes, header CRC:
0x4687D1AC, created: 2007-06-15 10:36:26, image size: 2217656 bytes, Data Addres
s: 0x2000000, Entry Point: 0x2000040, data CRC: OxA54DO9E1l, 0S: Linux, CPU: ARM,

image type: 0S Kernel Image, compression type: none, image name: "gm8136"
524352 0x80040 Linux kernel ARM boot executable zImage (little-en
dian)
542452 Ox846F4 gzip compressed data, maximum compression, from Un
ix, last modified: 1970-01-01 00:00:00 (null date)
3670112 0x380060 xz compressed data
3800908 Ox39FF4C xz compressed data
3931872 Ox3BFEEO Xz compressed data
4979008 0x4BF940 xz compressed data




Hardware Hacking
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Additional Note: What To Buy




Hot Air Gun
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Multi Meter
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Case Study




Buying a China Only Cam
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Talking Cam’s Warming

Yi2 1080p camera doesn't work anymore outside of China :( - Issue #9 ...
https://github.com/niclet/yi-hack-v2/issues/9 ¥

Dec 17, 2016 - Xiaomi Yi Ants Camera 2 hack. Contribute to yi-hack-v2 development by creating an
account on GitHub.

How to use Yi Home Camera 2 (1080p) outside of China | Mientras ...
tomascrespo.sofiytommy.com/how-to-use-yi-h ra-2-1080p-outside-of-chi v

Jun 19, 2016 - How to use Yi home camera 2 outside of China. I've been using a Yi Homme Camera for
a long (aka Xiaomi/Xiaoyi Small Ants Camera).

Images for yi cam 1080p China

=> More images for yi cam 1080p China Report images

Xiaomi Yi Action Camera - Chinese vs International Version (black ...
i\ n bhttps://www.youtube.com/watch?v=EAO0IOjxU211
Mar 14, 2016 - Uploaded by el Producente
Review & Unboxing of both versions of the Xiaomi Yi Action Camera. International
Pl \ersion (black): http ...

yi home camera 2 1080p problem (outside china?) - YouTube
https://www.youtube.com/watch?v=nvAeWJ-q9D4

May 23, 2016 - Uploaded by Ricardo Molina

i got several of this cameras like a month ago and i can not make them to work
and also it gets super hot when ..

How to fix Xiaoyi "This Camera can only be used within China" English ...
https://www.youtube.com/watch?v=SsAMkIqUZLQ

Apr 26, 2016 - Uploaded by Momo

Turn on the camera and hold down the reset button for 6-8 seconds 2. ... |am
lghiad trying to Downgrade the

Xiaomi Yi Action Camera Chinese vs International Version - 1080p 60fps
https://www.youtube.com/watch?v=anwr_8JIB1g

Mar 14, 2016 - Uploaded by el Producente

Demo Footage, Comparison and side-by-side video in 1080p with 60fps.
Ll International Version: http:/bit.ly ..

YI | See Everything

https://www.yitechnology.com/ ¥

See everything with Y1 - VR camera, 360 camera, mirrorless camera, action camera, drone, home
ramara and dach ramara Shan nawl

“Not Allow To Use Outside China”




Answer from Google and Baidu

Go gle yicam firmware hacking china ‘!, Q

All News Images Videos More Settings Tools

About 79,100 results (0.72 seconds)

Showing results for yi eam firmware hacking china
Search instead for yicam firmware hacking china

GitHub - fritz-smh/yi-hack: Xiaomi Yi Ants camera hack
https://github.com/fritz-smh/yi-hack +

Contribute to yi-hack development by creating an account on GitHub. ... network on Chinese servers in
the cloud to allow people to view camera data from their ... If you have some issues to use your camera,
even without this firmware, please .

You've visited this page many times. Last visit 1/15/17

Region ban still an issue? - Issue #8 - fritz-smh/yi-hack - GitHub
https://github.com/fritz-smh/yi-hack/issues/s

Mar 29, 2016 - Xiaomi Yi Ants camera hack. ... If chinese version is found (serial numer check vs wifi
settings or domain or whatever) than it ... | already figured out to have RTSP, telnet, ftp for firmware
version "L" working like a charm so im ..

Only mainland China: how to unlock camera for EU? - Issue #123 ...
https://github.com/samtap/fang-hacks/issues/123

May 12,2017 - ... is banned! How can | update firmware unlocking region ban? .. https://diy.
2pmc.net/solved-xiaomi-xiac-yi-ant-home-camera-can-used-china/

Progress with xiaoyi ants yi 1080p home camera, not version 2 - Issue ...
https://github.com/fritz-smh/yi-hack/issues/141 ~

Feb 24, 2017 - Xiaomi Yi Ants camera hack. Contribute to ... Yi2 1080p camera doesn't work anymore
outside of China :( #9 - @xcray .... lost telnet & ftp upon upgrade to 2.1.0.04_201702071456 firmware
xmflsct/yi-hack-1080p#5 - @xmflsct ...

[HELP] Xiaomi Yi Ip night serial 17CN "only be used within china ...
en.miui.com » Devices » Mi Gadgets »

Sep 6, 2016 - 7 posts - 5 authors

is there any way to downgrade firmware for CN17 because i buy many ... try this [MIUI DEVICE TEAM] YI
IP CAM China Only Error After Update

You've visited this page 2 times. Last visit: 12/2/16

Change Xiaomi Yi 4K Action Camera Firmware from Chinese to ...
tectogizmo.com/change-xiaomi-yi-dk-firmware-from-chinese-to-english/ «

Jan 2, 2017 - See if it starts with Z16V12L or Z16V13L as the update is intended for these 2 models
Change Xiaomi Yi 4K Firmware from Chinese to English ...

Xiaomi Xiao Yi Ant HOME - This camera can only be used in China
https://diy.2pmc.net/solved-xiaomi-xiac-yi-ant-home-camera-can-used-china/ »

May 3, 2016 - Recently | bought a Xiaomi Xiao Yi (IP) camera (alse known as Yi Home), ... | was hoping a
firmware upgrade would solve this issue so | have ...
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Hacking Started

[SOLVED] Xiaomi Xiao Yi Ant HOME — This camera can only be used

in China (1.8.6.1)

INITDIY  Tags firmware, hack, pentesting ~ May 3, 2016 ‘ Csaba Peter

Recently | bought a Xiaomi Xiao Yi (IP) camera (also known as Yi Home),
Chinese version. The camera looks nice, the picture quality is ok, and worked

fine on my local Wifi.

However, [ was unfortunate enough to receive and test the camera when
Xiaomi decided to deny access from the iOS app to the camera outside of
China (error 5400). I was hoping a firmware upgrade would solve this issue so |
have upgraded from 1.8.5.1L to 1.8.6.1B. Now my camera was useless. The
camera would say “This camera can only be used in China” and would shut

down.

This was the tipping point when | have decided I will investigate what's

happening with this camera and what can be done to make it functional again.

At the time of writing the remote access (error 5400) has been solved by the provider so no additional action is

required. (I tried to convert a CN camera to international one by changing the serial of the device, but couldn't test from

a European or US IP and probably I would have needed access to the system files of a functional international camera

to compare)

So the remaining issue was the camera shut down with the latest firmware (tested with 1.8.6.1A and 1.8.6.1B).

If you do a search there are heaps of websites describing how you can gain access to the camera and ultimately enable

remote access via telnet. | won't get into those details, you can check some of the websites I listed below.

Once you logged into the camera via telnet the fun part begins. The camera is running a Linux version.

# uname -a
Linux (none) 3.0.8 #1 Wed Apr 30 16:56:49 CST 2014 armvStejl GNU/Linux

17CN 1.8.6.1R_201611191201

Not downgrade able

Not down gradable could be a bug




Try to Connect to USB TTL

Power
USB TTL
No Way To Get Near USB TTL



Guessing RX TX
Multi meter
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What To We Want To Archive

>Network settings

/etc/init.d # cat /home/conf/wpa_supplicant.conf

ctrl_interface=/var/run/wpa_supplicant
ap_scan=1

network={

ssid="MY_WIFI_L4H"

scan_ssid=1

proto=WPA RSN

key_mgmt=WPA-PSK

pairwise=CCMP TKIP

group=CCMP TKIP

psk="my_PASSWORD_14h"

}

Work without Xiaomi app
Turn on WiFi while Boot
Turn on telnet while boot

Turn on ftp while boot
Turn RTSP whole boot




Enabling Services

Bring up some services

[etc/init.d # cat S88telnet

#!/bin/sh

/home/app/telnetd &

(sleep 10; /home/base/tools/wpa_supplicant -iwlan@ -c/home/conf/wpa_supplicant.conf) &
(sleep 28; /sbin/ifconfig wlan@ 192.168.0.100 netmask 255.255.255.8) &

/etc/init.d # cat S89ftp

#!/bin/sh
/home/app/tcpsvd -vE ©.8.8.8 21 ftpd -w / &

RTSP returns segmentation fault

Fire up IDA pro and look at the RTSP Binary, we found few files requred before it can run, so this is how we fix it.

In -s /tmp/hdl /home/hdl

In -s /tmp/hd2 /home/hd2

In -s /tmp /home/mmap_tmpfs

mkdir /home/jrview

ln -s /home/app/busybox /bin/renice

1n -s /home/lib/libcrypt-6.9.32.1.s0 libcrypt.so.®
In -s /home/lib/libstdc\+\+.50.6.0.12 libstdc++.s0.6



Forgotten to mount FS after boot

Pimr W s e s w d e el e W e mm

i2c /dev entries driver

hisi_i2c hisi_i2c.®: Hisilicon [i2c-@] probed!
hisi_i2c hisi_i2c.1: Hisilicon [i2c-1] probed!
hisi_i2c hisi_i2c¢.2: Hisilicon [i2c-2] probed!

TCP: cubic registered

Initializing XFRM netlink socket

NET: Registered protocol family 17

NET: Registered protocol family 15

1ib808211: common routines for IEEE802.11 drivers
Registering the dns_resolver key type

VFS: Mounted root (jffs2 filesystem) on device 31:4.
Freeing init memory: 112K

Kernel panic - not syncing: No init found. Try passing init= option to kernel. See Linux Documentation/init.txt for



Back To Data Sheet

GD25Q128CxIGx 3.3V Uniform Sector Dual and Quad Serial Flash

. GENERAL DESCRIPTION

http://www.elm-tech.com

I'he GD25Q128C(128M-bit) Serial flash supports the standard Serial Peripheral Interface (SPI), and supports
1e Dual/Quad SPI: Serial Clock, Chip Select, Serial Data 1/00 (S1), I/O1 (SO), /O2 (WP#) and /O3 (HOLD#/
(ESET#). The Dual I/O data is transferred with speed of 208Mbits/s and the Quad /O & Quad Output data is

-ansferred with speed of 320Mbits/s.

“onnection Diagram

c o= —_
Bl 1
cs#[ |1 8| | vee cs#[1 ] | 8]|vec
so 2 7 HOLD#/ o7 < HOLD#
O Top View RESET# so 12, Top View L7 rosere
- 4
we[ |3 6| |scik we#[ 3] [&]sck
F-m -4
vss[ |4 5[ |s vss[4 ] [5]s
8-LEAD SOP 8-LEAD WSON
'in Description
Pin Name | 1/0 | Description
CS# 1 Chip Select Input
SO (101) 1o} Data Output (Data Input Output 1)
WP# (102) /0 Write Protect Input (Data Input Output 2)
VSS Ground
SI (100) /0 Data Input (Data Input Output 0)
SCLK 1 Serial Clock Input
HOLD#/RESET (103) /0 Hold or Reset Input (Data Input Output 3)
vCe Power Supply

Hock Diagram

HOLD#
RESET#(103 )¢

SCLK —»| Command &
Control Logic

SPI

CS#t——»
SI(100) <>

SO(I01) €

Status
Register
I High Voltage I

Generators

Flash

Write Protect Logic

Page Address
Latch/Counter

Column Decode And
256-Byte Pa

rd Is not readable while boot




Analyzing The Actual Firmware

XiaoYI Ants unofficial info page

Firmwares

Hardware version v2.1 needs a firmware version 1.8.5.1K or higher! Branch: master ¥ yl-hack-v3 /src/ Create new file

You can find the how to on the firmware flash instruction page.
Note: flash firmware is at your own risk!

sy shadow-1 Fixed errors in startup scripts.
Original for CN hardware

& 13516 201513211614

B 1.8.511.201505211703 i® busybox Added ability to randomly select the number of proxy servers to downl...
¢ 1.8.5.1)_201507201424

8 1.35.1K_201508311131 ;- ~ . . .

T —— i home/yi-hack-v3 Fixed errors in startup scripts.

¥ 1.3.5.1M_20151201181 . . : . .

B 1221&12511:11012505 i libwebsockets-plugins Firmware no longer affected by Xiaomi updates.

¥ 18.6.1A_201602241619 i ) . )

8 1.3.6.18 201603181307 i libwebsockets Firmware no longer affected by Xiaomi updates.

origina| for international hardware B proxychains-ng Firmware no longer affected by Xiaomi updates.

§ 1.8.5.1N 201601071352 il rootfs/etc Fixed errors in startup scripts.

Modified for CN hardware ® uClibc Initial tested version of the firmware for Yi 1080p Dome camera.

Additional features are added to this firmwares (RTSP, FTP, telnet, timezone, ...}
How to use the different additional features is described on the instruction page.

B 18518 rtsp

& 1.3.5.1)_easy_boot
& 1.8.5.1K _rtspfix-v3
& 1.35.10_rtspfixy3
8 18510 _rtspfix-va
B 1.3.6.18_rtspfix



Understanding dmesg

brd:

module loaded
Check Flash Memory Controller vige ...

Found.

SPI Nor(cs @) ID: ©xc8 ex4e ox18
Block:64KB Chip:16MB Name:"GD25Q128"

SPI Nor total size:

16MB

8 cmdlinepart partitions found on MTD device hi_sfc

8 cmdlinepart partitions found on MTD device

hi_sfc

Creating 8 MTD partitions on "hi_sfc":

8x000000000000-0x0BB0BER40000 :

"bOOt"

Ox000000040000-0Xx000000050000 : "env"

6x000000050000-0Xx0B0B0L600006 :

"conf"

Ox000000060000-0Xx0000001fERRE @ "os"

0x00000011fP00R-0Xx000000330000 :
0x000000330000-0x000000Te0000 :
0x00B000Te000D-0Xx00000ETfE0RR :

"rootfs"
Ilhomell
"le"

Oxeo0000ffo000-0x000001000000 : "ver"
ehci_hcd: USB 2.@ 'Enhanced' Host Controller (EHCI) Driver

hiusb-ehci
hiusb-ehci
hiusb-ehci
hiusb-ehci

hiusb-ehci.®o:
hiusb-ehci.o:
hiusb-ehci.e:
hiusb-ehci.®o:

HIUSB EHCI

new USB bus registered, assigned bus number 1
irg 15, io mem exleebeeee

USB ©.8 started, EHCI 1.8@

hub 1-8:1.8: USB hub found
hub 1-8:1.8: 1 port detected

i2¢ /dev
hisi_i2c
hisi_i2c
hisi i2c

entries driver

hisi_i2c.®: Hisilicon [i2c-8] probed!
hisi_i2c.1: Hisilicon [i2c¢c-1] probed!
hisi i2c.2: Hisilicon [i2c-2] probed!



Dumping The Firmware

Making sure the firmware is the same with the one on the internet




Debug and Patch




Extract !

Taking Partition Notes

Partition by size, take from the boot log

0x000000000000-0x000000040000 :

0x000000040000-0x000000850000 : "env

BXx0000B0L50000-0X0000000EE00E

9x000002060000-0x00000RL1fEE0R : "os"

0x000000110000-2x000000330000 :
Bxe06000330000-0x00000EBTR000 :

ox000000fe0000-0x0000R0TTOE00 : "vdl
0x000000ff0000-0x000001000000 : "ver

Dump using bus pirate

"boot"

"conf"

"rootfs”
"home"

flashrom -p buspirate_spi:dev=/dev/ttyUSB@ -c GD25Q128C -r yicam_night_GD25Q128C.bin -V -f

Spliting the image

This is how you split the file according to partition size

dd
dd
dd
dd
dd
dd
dd
dd

if=yicam_night_test_GD25Q128C.bin
if=yicam_night_test_GD25Q128C.bin
if=yicam_night_test_GD25Q128C.bin
if=yicam_night_test_GD25Q128C.bin
if=yicam_night_test_GD25Q128C.bin
if=yicam_night_test_GD25Q128C.bin
if=yicam_night_test_GD25Q128C.bin
if=yicam_night_test_GD25Q128C.bin

of=yicam_night_test_GD25Q128C_bootloader.bin bs=1 count=$((&xe4eeee))

of=yicam_night_test_GD25Q128C_env.bin bs=1 count=$%$((0x050000-0x040000)) skip=$((
of=yicam_night_test_GD25Q128C_conf.bin bs=1 count=%((0x060060-0x0856008)) skip=%(
of=yicam_night_test_GD25Q128C_os.bin bs=1 count=$%((ex1feeee-exesceeee)) skip=$((€
of=yicam_night_test_GD25Q128C_rootfs.bin bs=1 count=$((0x330000-8x1f0000)) skip=
of=yicam_night_test_GD25Q128C_home.bin bs=1 count=%((0xfe00B0-0x330000)) skip=%(
of=yicam_night_test_GD25Q128C_vdl.bin bs=1 count=%((@xffeeee-exfeeeed)) skip=%$((
of=yicam_night_test_GD25Q128C_ver.bin bs=1 count=$%$((©x10606608-0xffeees)) skip=%(



Extract JFFS

TL;DR

Here’s a quick overview of the entire mounting process:

1. Extract the JFFS2 file system image from the U-Boot image:
uImage.py -x home

2. Pad the JFFS2 image to make it work with block2mtd:
./jffs2.py --pad=0 7518-hi3518-home

3. Load the kernel modules:
modprobe block2mtd mtdblock

4. Setup the loopback device:
losetup /dev/loop@ 7518-hi3518-home

5. Associate loopback device with MTD device

6. Mount the MTD device (finally)

If all this seems tedious, I wrote a mount-jffs2 shell script that performs steps 3 to 6. You

just need to specify the (padded) image file, mount point and block size:

./mount-jffs2 7518-hi3518-home /mnt/image 64KiB



Making The Firmware

:xwings
(117)$% 1s -alF
total 60
drwxr-xr-x 15 root root 4096 Jan 1 1970 ./
drwxr-xr-x 5 xwings xwings 4096 Aug 15 23:11 /
drwxr-xr-x 2 root root 4096 Jul 2 22:34 /
drwxr-xr-x 2 root root 4096 Jul 2 22:24 /
drwxr-xr-x 4 root root 4096 Jul 2 22:24 /
drwxr-xr-x 2 root root 4096 Jul 2 22:24 /
drwxr-xr-x 2 root root 4096 Jul 2 22:24 /
lrwxrwxrwx 1 root root 11 Jul 2 22:34 -> *
drwxr-xr-x 3 root root 4096 Jul 2 22:24 /
drwxr-xr-x 2 root root 4096 Jul 2 22:24 /
drwxr-xr-x 2 root root 4096 Jul 2 22:24 /
drwxr-xr-x 2 root root 4096 Jul 2 22:34 /
drwxr-xr-x 2 root root 4096 Jul 2 22:24 /
drwxr-xr-x 2 root root 4096 Jul 2 22:24 /
drwxr-xr-x 4 root root 4096 Jul 2 22:34 /
drwxr-xr-x 3 root root 4096 Jul 2 22:24 /

:Xwings

# gemu-img create test.img 1024M

# mkfs.ext2 —F test.img

# mount —t ext2 —o loop,rw test.img /mnt/test
Copy all files

umount

v VvV VvV v v



Test Booting with QEMU

random: rcS: uninitialized urandom read bytes read, entropy available
i random: mount: uninitialized urandom read (4 bytes read, 26 bits of entropy available)

[RCS]: /etc/init.d/Se@devs

random: S@@devs: uninitialized urandom read (4 bytes read, 28 bits of entropy available)
random: mknod: uninitialized urandom read (4 bytes read, 28 bits of entropy available)
mknod: /dev/console: File exists

random: mknod: uninitialized urandom read (4 bytes read, 28 bits of entropy available)
mknod: /dev/ttyAMA@: File exists

random: mknod: uninitialized urandom read (4 bytes read, 28 bits of entropy available)
mknod: /dev/ttyAMAl: File exists

random: mknod: uninitialized urandom read (4 bytes read, 28 bits of entropy available)
random: mknod: uninitialized urandom read (4 bytes read, 28 bits of entropy available)
mknod: /dev/null: File exists

[RCS]: /etc/init.d/S@ludev

random: S@ludev: uninitialized urandom read (4 bytes read, 31 bits of entropy available)
udev[79]: starting version 164

mount: mounting /dev/mtdblock5 on /home failed: No such file or directory
/etc/init.d/S@ludev: line 1@: /home/yi-hack-v3/script/system_init.sh: not found

[RCS]: /etc/init.d/S2@yi-hack-v3

/etc/init.d/S@ludev: line 11: /home/base/init.sh: not found

/etc/init.d/S20yi-hack-v3: line 3: /home/yi-hack-v3/script/system.sh: not found

Auto login as root ...

(none) login: root

Password:

Jan 1 00:00:08 login[1@1]: root login on 'ttySeee’
Welcome to Hilinux.

~ # random: nonblocking pool is initialized

> /home/xwings/gemu-2.9.0/arm-softmmu/gemu-system-arm -cpu arm1176 -M versatilepb -kernel /lhome/xwings/yicam_home_720p/testrun/kernel-
gemu-4.4.34-jessie -append "console=ttyAMAO root=/dev/sda rootfstype=ext2 rw" -hda /home/xwings/yicam_home_720p/yi-hack-
v3/rootrootfs.img -nographic



Firmware Repacking

» Mount, Edit and Pad

Look for JFFS mounting tutorial, make all the changes you need Just In case you need padding before mergeing the ROM

ruby -e 'print "\xFF" * 393216"' >> rootfs_e.jjfs

Merging the ROM

(dd if=yicam_night_test_GD25Q128C_bootloader.bin ) > yicam_full e.bin
(dd if=yicam_night_test_GD25Q128C_env.bin ) >> yicam_full_e.bin

(dd if=yicam_night_test_GD25Q128C_conf.bin ) »>> yicam_full_e.bin

(dd if=yicam_night_test_GD25Q128C_os.bin ) >> yicam_full_e.bin

(dd if=yicam_night_test_GD25Q128C_rootfs_e.bin ) »>> yicam_full_e.bin
(dd if=yicam_night_test_GD25Q128C_home.bin ) >> yicam_full_e.bin

(dd if=yicam_night_test_GD25Q128C_vdl.bin ) >> yicam_full_e.bin

(dd if=yicam_night_test GD25Q128C_ver.bin ) >> yicam_full e.bin






Flashing Back The Firmware




Getting Firmware




Firmware and Hardware

‘ ) shadow-1/ @ Watch 14
VR Mirrorless Action Home Dash Accessories Support
Overview F mwvare & Ap H
. _ ¢> Code lssues 149 Pull requests 1 Projects 0 Insights
Firmware < L .
Outdoor Camera EI
Join GitHub today
3000C 201807181926 M GitHub is home to over 28 millicn developers working together to host

and review code, manage projects, and build software together.

DOWNLOAD

Version:3.00.0C_201807181926 m

Release date:07/18/2018

Alternative Firmware foi Cameras based on Hi3518e Chipset

Home Camera
P 30 commits ¥ 1 branch © 7 releases

Extract From Flash , Extract From APK, Traffic Sniffing or Just Download

Technically 1. Download 2. Patch with Backdoor 3. Flash 4. pwned

E .gitignare Created initial Makefiles and config files for Yi Home support.
E)] README.md Added ability to have programs and libraries reside on the microSD card.
[E] download_proxy_list.png Changed FTP server to Pure-FTPd.

[E] download_proxy_list_completed_ex... Changed FTP server to Pure-FTPd.
25,

25,

README.md

If we need more ?

1. RCE 2. Fuzz




Work Around




Complete Kit to Success

MIPS ARM AARCHG4

How Many Dev Board Classic LIBC Issue

Hardware is not “down gradable”




Assembly Instruction Compatibility

" CRYPTO
& 25

e T

Key feature

NEON™ ARMv7-A
Adv SIMD

ARM AARCHG4




Why Firmware Emulation




More Resources = More Power

Processor

Normally Normally

Most Important, we got apt-get




Objectives




Only One Process with Interaction

METGEAR genic W

.CED

X+

i it secure | 10.253.253.10/main.html ¥ @ 0 cC

ADVANCED Home + Router Inicwma‘l- ™ X Internet Port

Hardware Version MAC Address 0009 50:70.4

Setup Wizard
Firmware Version i 1P Address [
WPS Wizard GUI Language Versi Connection Mode C

2 Internet Status English « | Exit

» Setup LAN Port 1P Subnet Mask

2 Internet Status 2.4 GHz
MAC Address Domain Name Server 0000 o
» USB Storage 1P Addreas 9216811 5 GHz: Di
» Security DHCP Server on

» Administration

» Advanced Setup

[ 5o suisics T Comnscion e
letwork

= = 0‘%’ USB: 0
X Wireless Settings(2.4GHz) X Wireless Settings(5GHz)

Name (SSID) NETGEAR Name (SSID) NETGEAR-5G
Region Asia Region Asia & VPN Repeating failed. @ online: 0
Channel Auto (0) Channel Auto (0 X :
Mode Upto Mode Jp t0 867 Mbps
B USB App
Wireless AP on Wireless AP o -
Broadcast Name On Broadcast Name On Upstream R
Wi-Fi Protected Setup Configured Wi-Fi Protected Setup
X Guest Network(2.4GHz) X Guest Network(5GHz) 52:54:00:FA:EE:10 10.253.253.10

Name (SSID) EAR GUeS!  \iame (S8ID) Su
Wirsless AP

Wireless AP Off
Broadcast Name On

Broadcast Name on
Aliow guest to access My Local

Network o Allow guest to access My Local
Network

Hunt for the one that spawn
listener port

most of the devices comes with one big binary







Distro and Kernel Mix and Match

script to boot arm script to boot mips

#!/bin/bash

Sl FmEEl <6 e sudo screen /opt/gemu/bin/gemu-system-mipsel malta boot.stretch.mi

Suel cErmET ~6h JETE e AT eSS T A~ ZEE <1 VAR —EEr Sereesil —am @ares psel/vmlinux-4. .@-4-4kc-malta boot.stretch.mipsel/initrd.img-4. .@-4-4kc-malta

4,maxcpus=4 -kernel boot.stretch.armhf.virt/vmlinuz-4.9.@-6-armmp-lpae -initrd boot.stre . ?eblan-stretch.mlpsel
tch.armhf.virt/initrd.img-4.9.0-6-armmp-1lpae -append "root=/dev/vda2" -drive file=debian -qcow2 nic =no nic =
-stretch.armhf_virt.qcow2,if=none,format=qcow2,id=hd® -device virtio-blk-device,drive=hd =no
® -netdev type=tap,id=net® -device virtio-net-device,netdev=net®,mac=52:54:00:fa:ee:10 -
nographic tunctl tape xwings
ifconfig tape . . . netmask
sysctl -w net.ipv4.ip_forward=1
. . . sysctl
"Stopping firewall and allowing everyone..."
iptables -F
iptables -X
iptables -t nat -F X
iptables -t nat -X %ptables
iptables -t mangle -F iptables nat
iptables -t mangle -X iptables nat
iptables -P INPUT ACCEPT iptables mangle
iptables -P FORWARD ACCEPT iptables mangle
iptables -P OUTPUT ACCEPT iptables INPUT ACCEPT
. . iptables FORWARD ACCEPT
?ptables -t nat -A POST?OUTING f° ens33 -J MASQUERADE iptables OUTPUT ACCEPT
iptables -I FORWARD 1 -i tap®@ -3j ACCEPT
iptables -I FORWARD 1 -o tap@ -m state --state RELATED,ESTABLISHED -3j ACCEPT

iptables

iptables nat POSTROUTING ens33 MASQUERADE
iptables FORWARD tape ACCEPT

sudo iptables -t nat -A PREROUTING -i ens33 -p tcp --dport 1022 -j DNAT --to-destination iptables FORWARD tape state RELATED, ESTABLISHED ACCEPT
106.253.253.10:22
sudo iptables -t nat -A PREROUTING -i ens33 -p tcp --dport 1888 -j DNAT --to-destination
10.253.253.10: 80 iptables nat PREROUTING
sudo iptables -t nat -A PREROUTING -i ens33 -p tcp --dport 18443 -j DNAT --to-destinatio . .11:22
n 16.253.253.18:443 iptables nat PREROUTING
.11:80
echo "Becoting VM, eta 1@ seconds" iptables e PREROUTING

sleep 10
. . .11:443
sudo ifconfig tap@ 1©.253.253.254 netmask 255.255.255.0

argument: running new or old distro + kernel






Easy Way Out, chroot

1 Answer active oldest votes

odb chroot DRESY Debugging firmware images that aren't successfully
emulated #40

All Images Videos News Shopping More Settings ~ Tools. *You can use remote debugging:
prashast opened this issue on Apr 29, 2077 - 11 comments

About 63,500 results (0.4 seconds) 2 In the T B eMIad just your usual runtime plus the program gdbserver . Then run:

chroot$ gdbserver :8888 myprogram

c++ - Debug chrooted program with gdb - Stack Overflow

hitps://stackoverilow com/questions/33695551/debug-chrooted-program-with-gdb .

1 ;;Swe, d 9 preg g V In the development environment, from the source directory you run gde and connect it to the ! prashast commented on Apr 29, 2017 }
Nov 13, 2015 - You can use remote debugging: In the chroot you need just your usual runtime plus the semver . 1}
program gdbserver . Then run: chroot$ gdbserver :8888 ... . B .

gdb - How ta debug binaries from a MIPS firmware 8 Apr 2012 $ gdb myprogram Hey @ddcc, | had a question regarding the debugging framework for binaries that aren't successfully

linux - Use UDP port for GDB connection in Eclipse 1 Nov 2016 (gdb) target remote :8338 emulated. | wanted to remotely debug a web server binary that was running as a part of the emulation but | L
eclipse - Is it possible to have multiple connections to gdbserver ... 7 Aug 2016 was having trouble connecting to the gdb stub that | was running in QEMU. Do you have any pointers on as

Eclipse GDB running inside Chroot environment 18 Aug 2014 And you can start debugging. t

More results from stackoverflow.com to how you go about debugging these binaries?

| like to do br main before continue because the debugger will be stopped in _start | too early to
Debugging with GDB - Sourceware be useful.

hitps:/iwww.sourceware. orgigdbronlinedocs/gdb. htmi . . ) o b
This is the Tenth Edition, of Debugging with GDB: the GNU Source-Level .. (gdb) catch syscal PS: Be aware of the security concerns when using remote debugging, as the 8888 is a listening ddec commented on Apr 29, 2017 Collaborator ==
chroot Catchpaint 1 (syscall ‘chroot’ [61]) (gdb) r Starting TCP port.

Getting In and Out of GDB - GDB Commands - Running Programs Under

Unfortunately, debugging system-mode QEMU is a pain, so | try to avoid it, and substitute with

chroot is easy (still hardware dependent), but we will have issue with tools

running Gentoo with gcc 4.2.0 (tor which there is no gdc ...

find pre-compiled binaries online. Also, if you have access to IDA Pro, it comes with its own pre-compiled
debug stubs (not GDB-compatible) in the install directory.

Tinkering Is Fun: Debugging non-native programs with QEMU + GDB
tinkering-is-fun.blogspot.com/2009/.. /debugging-non-native-programs-with-gemu.ht... »

Dec 14, 2009 - Debugging non-native programs with QEMU + GDB _.. curious enough, you might have
tried running GDB within your {say) ARM Debian chroot

Debugging firmware images that aren't successfully emulated - Issue ...
https:figithub.com/firmadyne/firmadyne/issues/46 v

Apr 28, 2017 - I've set up a bind mount of the /proc inside the chroot because gdb complained that it
wasn't able to read the proc entry of the pid that was

Running without chroot




Stage O Issue: File Not Found




The File Missing Trick

We Missed You

=0
execve("/bin/bash", ["/bin/bash", "-i"], Oxffffcal4f650 /* 18 vars */) = -1 ENOENT (LJEMEy file or d
irectory)
openat(AT_FDCWD, "/usr/lib/aarch64-1inux-gnu/charset.alias", O_RDONLY|O_NOFOLLOW) = -1 ENOENT (EIEWE
[l file or directory)
write(2, "chroot: ", 8chroot: ) =8
write(2, "failed to run command '/bin/bash'", 33failed to run command '/bin/bash') = 33
write(2, ": file or directory", 27: file or directory) = 27
write(2, "\n", 1
) =1
close(l)
close(2)
exit_group(127)

We found you

1ib64# file ../bin/bash
../bin/bash: ELF 64-bit LSB executable, ARM aarch64, version 1 (SYSV), dynamically linked, interprete
r /1ib64/1d-1inux-aarch64.so0.1) for GNU/Linux 3.14.0, BuildID[shal]=22e2854c58b1814825b95cbal@3ac658d
371f5b0, stripped




Stage 1 Issue: .SO Not Found




Out from chroot, we need feeeding

pid 2680] close(4) =0
pid 2680] write(l, "<dhcpc script>no udhcpc pid can be killed, but udhcpc id is ", 60) = 60
pid 2680] newfstatat(AT_FDCWD, "/usr/local/sbin/ps", Oxfffffe@81a30, @) = -1 ENOENT ([[cJJldy file
directory)
pid 2680] newfstatat(AT_FDCWD, "/usr/local/bin/ps", Oxfffffe@81a30, @) = -1 ENOENT (\[oJildg file (
directory)

newfstatat(AT_FDCWD, "/usr/sbin/ps", Oxfffffe@81a30, @) = -1 ENOENT ([Jldy file or di

newfstatat(AT_FDCWD, "/usr/bin/ps", Oxfffffe081a30, 0) = -1 ENOENT (JEJEMIE) file or dirg
newfstatat(AT_FDCWD, "/sbin/ps", @xfffffe@81a30, @) = -1 ENOENT ([cfildy file or directd

newfstatat(AT_FDCWD, "/bin/ps", {st_mode=S_IFREGI|Q755, st_size=535832, ...}, @)
pipe2([4, 7], @ =0
clone(strace: Process 2681 attached

Usage: unzip [-1lnopq] FILE[.zip] [FILE]... [-x FILE...] [-d DIR]
root@aarch64: /opt/ 2/bin# 1n -s busybox.nosuid unzip
root@aarch64: /opt/ 2/bin# ./busybox.nosuid sync
root@aarch64: /opt/ B 2/bin# ./busybox.nosuid syn

syn: applet not found

root@aarch64: /opt/ 2/bin# 1n -s busybox.nosuid sync
root@aarch64: /opt/ 2/binit

Feeding all the required so and binary with “In —s”




Out from chroot, we need feeding

bash-3.2# /usr/bin/appmainprog
appma-i_n>**********************************************
appmain>child process id is 3931
appmain>Appcliation Init Begin

appmain>Audio Mas process Init

[Aud][PPC] AudioPPCControl constructor

[Aud][PPC] AudioPPCControl getInstance

[Aud][PPC] AudioPPCControl freelnstance

[Aud][PPC] AudioPPCControl destructor
[Aud][PPC][deInit] PPC deinit begin.

[Aud] [PPC] [ppcStructUnalloc] ppc_destroy_info begin.
Segmentation fault

close(3) =0

write(1l, "<appmain>Appcliation Init Begin\n", 3Z2<appmain>Appcliation Init Begin

) =32

write(1l, "<appmain>Audio Mas process Init\n", 32<appmain>Audio Mas process Init

) =32

umask(000) = 022

faccessat(AT_FDCWD, "/data/log_all", F_OK) = -1 ENQENT ( file or directory)
socket(AF_UNIX, SOCK_DGRAM|SOCK_CLOEXEC, @) = 3

connect(3, {sa_family=AF_UNIX, sun_path="/dev/log"}, 11@) = -1 ENOENT ( file or directory)
close(3) =0

write(1l, "[Aud][PPC] AudioPPCControl constructor\n", 39[Aud][PPC] AudioPPCControl constructor
) =139

write(1, "[Aud][PPC] AudioPPCControl getInstance\n", 39[Aud][PPC] AudioPPCControl getInstance

_FDCWD, "/tmp/ppcfifo™, F_OK) = -1 ENOENT (JJifleg file or directory)

Classical file not found error rDcwp, "/tmp/ppcfifo”., S IFIFQ(@777) = -1 ENOENT (\PERNes file or director

“segfault” without clear error. strace come to rescue







Dark side of NVRAM

P750] openat(AT_FDCWD, "/dato/[giael/ APCFG/APRDEB/BT_Addr", O

P750] flock(5, LOCK_SH) =0

P750] read(5, "\O\OF\201g\1 \@G#\20\O\O\7\200\O\6\5\7\3@\37@\37 ¢4
D\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\Q", 64) = 64
P750] close(5) =0

P750] openat(AT_FDCWD, "/dev/disk/by-partlabel/JNY", O_RDWR) = -1 ENOENT (N
)
P75@] openat(AT_FDCWD, "/dev/mtdl™, O_RDWR) = -1 ENOENT (No such file or dire ] Relationship between main binarv is so intimate
p750] openat(AT_FDCWD, "/dato/NREle/APCFG/APRDEB/PRODUCT_INFO", O_RDONLY) = 5 ask for nvram info i b \ pinary ’
7507 close(s) -0 but in actual fact. Is just a hit and run
P750] newfstatat(AT_FDCWD, "/data/[gMEall/APCFG/APRDCL/FILE_VER", {st_mode=S_IF

. -}s @) = @

P750] openat(AT_FDCWD, "/dato/[gNges/APCFG/APRDCL/FILE_VER", O_RDONLY) = 5

P750] read(5, "MNRAY VER_INFO\Q\Q\Q\Q\O\Q\O\O\O\O\O\O\O\O\O\O\O\CO\O\O\O\O\O\O

O\0\O\O\Q\O\O\O\O\O\O\O\O\O\O\G\O\O\O\@" , 70) = 70 _
P750] 1seek(5, 3626, SEEK_SET) = 3626 reply with

nvram info

r'oot@r‘piS:/opt/—f strace -f -s 256 chroot /opt_/ /usr/bin/appmainprog

/abc 2>&1

ACroot@rpi3:/opt AC
root@rpi3:/opt AC
root@rpi3:/op R cot /tmp/abc | grep

openat(AT_FDCWD, "/1ib64/1libjg¥gely.so", O_RDONLY|O_CLOEXEC) = 3
openat(AT_FDCWD, "/1ib64/1libjg¥gely custom.so", O_RDONLYIO_CLOEXEC) =

main process

...................

interactor



Dark Side of NVRAM

P750] openat(AT_FDCWD, "/dato/[glaes/APCFG/APRDEB/BT_Addr", O
P750] flock(5, LOCK_SH) -0

P750] read(5, "\O\OF\201g\1 \@#\20\@O\O\7\200\Q\6\5\7\3@\37@\ 37 \Q\4 200\ 377\
D\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\0", 64) = 64

P750] close(5) =0

P750] openat(AT_FDCWD, "/dev/disk/by-partlabel/[JNY", O_RDWR) = -1 ENOENT (N{

)

P75@] openat(AT_FDCWD, "/dev/mtdl"™, O_RDWR) = -1 ENOENT (No such file or dire: .
p750] openat(AT_FDCWD, "/data/[aea/APCFG/APRDEB/PRODUCT_INFO", O_RDONLY) = 5 ask for nvram info
P7507] close(5) =0

P750] newfstatat(AT_FDCWD, "/dato/[Ras/APCFG/APRDCL/FILE_VER", {st_mode=S_IF

3,0 =0

P750] openat(AT_FDCWD, "/dato/[glges/APCFG/APRDCL/FILE_VER", O_RDONLY) = 5

7501 read(S, "JNAY VER_INFO\O\Q\Q\O\O\Q\O\O\O\O\O\O\O\0\O\O\O\O\O\O\O\O\O\0@
0\0\O\O\Q\O\O\O\O\O\O\O\O\O\O\O\O\O\O\Q", 70) = 70

p750] lseek(5, 3626, SEEK_SET) = 3626

main process

Relationship between main binary is so intimate,
but in actual fact. Is just a hit and run

reply with
nvram info

root@r’pib’:/opt/—ﬁ strace -f -s 256 chroot /opt—/ /usr/bin/appmainprog

/abc 2>&1

ACroot@rpi3: /opt e
root@rpi3:/opt e

root@r‘pi3:/op_# cat /tmp/abc | grep
openat(AT_FDCWD, "/1ib64/lib[gl¥gelii.so™”, O_RDONLY|QO_CLOEXEC) = 3

openat(AT_FDCWD, "/1ib64/lib{gl¥geli custom.so", O_RDONLY|QO_CLOEXEC) = 3

ot @ - - a

Dark Side of the main process, we ignore and con’t to next step

&

[pid 3088] close(5) =0

[pid 3088] write(l, "[08-28 20:45:32][utils/SNManager.cpp:26][D] : Read W Failed\n", 64[08-28 2
:45:32][utils/SNManager.cpp:26][D] : Read W Failed

) = 64

[pid 3088] write(l, "<AST>[RegisterCmdHandler:113]:Cmd [22] Registered Handler!\n", 59<AST>[Registe

interactor




A fake NVRAM

7501 openat(AT_FDCWD, "/dato/[glaesd/APCFG/APRDEB/BT_Addr", O
P75@] flock(5, LOCK_SH) =0

7501 read(5, "\O\OF\201g\1 \@#\20\O\Q\7\200\O\6\5\7\3@\37@\3 7O\ A \200\8 377\
D\O\O\O\O\O\O\O\Q\O\O\O\O\O\Q\O\O\O\O\O\O\O\O\O\O\O", 64) = 64

P75@0] close(5) =0

P750] openat(AT_FDCWD, "/dev/disk/by-partlabel/JMEA4", O_RDWR) = -1 ENOENT (N
)
p750] openat(AT_FDCWD, "/dev/mtdl", O_RDWR) = -1 ENOENT (No such file or dire ask for nvram info

P750] openat(AT_FDCWD, "/data/[igas/APCFG/APRDEB/PRODUCT_INFO", O_RDONLY) = 5

7507 close(5) =0

P75 newfstatat(AT_FDCWD, "/data APCFG/APRDCL/FILE_VER" st_mode=S_TIF

;?] o) = 0 AT - BEE / /PHLEVERD, Ast > IF interactor is the medium,
P750] openat(AT_FDCWD, "/data/[gas/APCFG/APRDCL/FILE_VER", O_RDONLY) = 5 s

750] read(5, NN VER_INFO\O\O\G\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O can we fake it %
O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\Q", 70) = 70

750] Lseek(S, 3626, SEEK_SET) = 3626

main process

..................... reply with

nvram info
root@rpiS:/opt/_ strace -f -s 256 chroot /opt_/ /usr/bin/ay

/abc 2>&1

ACroot@rpi3:/opt AC
root@rpi3:/opt AC
r'oot@r*pi3:/0p't_# cat /tmp/abc | grep

openat(AT_FDCWD, "/1ib64/1ibjg¥glelii.so", O_RDONLY[O_CLOEXEC) = 3
openat(AT_FDCWD, "/1ib64/1ibjgl¥gely custom.so", O_RDONLYIO_CLOEXEC) = 3 interactor

ant @i > /N dinAadnnAams



A fake NVRAM

P750] openat(AT_FDCWD, "/dato/[glaes/APCFG/APRDEB/BT_Addr", O
P750] flock(5, LOCK_SH) =0

P750] read(5, "\O\OF\201g\1 \@#\20\O\O\7\200\O\6\5\7\3@\37@\3 /@ 4\ 200\ &\37 7\
D\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\Q", 64) = 64

P750] close(5) =0

P750] openat(AT_FDCWD, "/dev/disk/by-partlabel/JNRY", O_RDWR) = -1 ENOENT (N

main process

3 nvramsocket.py 24x2 I

p750] openat(AT_FDCWD, "/dev/mtd1", O_RDWR) = -1 ENOENT (No such file or dire ask for nvram info .

P750] openat(AT_FDCWD, "/data/[Niges/APCFG/APRDEB/PRODUCT_INFO", O_RDONLY) = 5 )

P750] close(5) ) .

P75@] newfstatat(AT_FDCWD, "/da'ta/APCFG/APRDCL/FILE_VER", {st_mode=S_IF . . . “

3,0 =0 IF interactor is the medium, ’

P750] openat(AT_FDCWD, "/data/[ges/APCFG/APRDCL/FILE_VER", O_RDONLY) = 5 fake it ? inport. sockcs

750] read(5, "NNERE VER_INFO\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O can we fake It import. o1
O\O\O\O\Q\O\O\O\O\O\O\O\O\O\O\G\O\O\O\@" , 70) = 70 I L
P750] lseek(5, 3626, SEEK_SET) = 3626 e
.................. replywlth try:--. R

os.unlink(server_address)

5 )
nvram info except 0SError:
if os.path.exists(server_address):

raise

root@rpiS:/opt/_f strace -f -s 256 chroot /opt/_ /usr/bin/ay

/abc 2>&1
ACr‘oot@r‘piS:/o.tt AC
root@rpi3:/opt AC
root@rpi3:/opt_# cat /tmp/abc | grep sock.bind(server_address)

openat(AT_FDCWD, "/1ib64/1ibg\¥gely.so", O_RDONLY|O_CLOEXEC) = 3 # Listen for inco
openat(AT_FDCWD, "/1ib64/1ibjgigeli custom.so"”, O_RDONLYIO_CLOEXEC) = 3 interactor sock e

fa¥at Jflala -/ dinadanamd o 4 while

sock = socket.socket(socket.AF_UNIX,socket.SOCK_STREAM)

print »»sy ‘starting up on ¥s' ¥ server_address

connection, client_address = sock.accept()

try:

CUStom |ntera‘Ctor 1:ata +; connection.recv(1824)







The bridge trick

Terminal

File Edit View Search Terminal Help

File "./nvramsocket.py", line 33, in <module>
connection, client_address = sock.accept()
File "/fusr/lib/python2.7/socket.py", line 206, in accept
sock, addr = self._sock.accept()
KeyboardInterrupt
rooT@armnT: /Nome/XwWilngs/Tenda/nvramsocket® 1TCONT1g
bre: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 18.253.253.18 netmask 255.255.255.0 broadcast 18.253.253.255
inet6 feBO::5054:ff:fefa:eeld prefixlen 64 scopeid ©x20<link=>
ether 52:54:00:fa:ee:10 txqueuelen 1000 (Ethernet)
RX packets 5952 bytes 586279 (572.5 KiB)
RX errors ® dropped ® overruns @ frame 0
TX packets 5404 bytes 1596396 (1.5 MiB)
TX errors ® dropped © overruns @ carrier @ collisions @

eth®: flags=4163<UP,BROADCAST ,RUNNING,MULTICAST> mtu 1500
ether 52:54:00:fa:ee:10 txqueuelen 1088 (Ethernet)
RX packets 5953 bytes 669782 (654.0 KiB)
RX errors @& dropped & overruns & frame @
TX packets 5403 bytes 1596294 (1.5 MiB)
TX errors ® dropped © overruns @ carrier @ collisions @

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1 (Local Loopback)
RX packets © bytes 0 (0.0 B)
RX errors ® dropped ® owverruns @ frame 0
TX packets ©® bytes 0 (8.0 B)
TX errors @ dropped ® overruns @& carrier 8 collisions @

root@armhf: fhome/xwings/tenda/nvramsocket# I

The switch looking device




Wireless Devices




Faking wpa_ supplicant

[WIFI_MW] Current PID=808

[WIFI_MW]

control interface dir: /tmp/wpa_supplicant/

wpa control client path: /tmp/wpa_supplicant/wpa_ctrl_808
wpa monitor client path: /tmp/wpa_supplicant/wpa_moni_808
p2p control client path: /tmp/wpa_supplicant/p2p_ctrl_808
p2p monitor client path: /tmp/wpa_supplicant/p2p_moni_808

[WIFI_MW] [WPA_CTRL] Enter wpaCtrlOpen: ctrl_path = /tmp/wpa_supplicant/wlan@.

[WIFI_MW] wpaCtrlOpen: unlink(), ctrl->s: 11, ctrl->mLocal.sun_path: /tmp/wpa_supplicant/wpa_ct
[WIFI_MW] wpaCtrlOpen: bind(), bindRet = 0.

[WIFI_MW] wpaCtrlOpen: connect(), ctrl->s: 11, ctrl->dest.sun_path: /tmp/wpa_supplicant/wlan@
[WIFI_MW] [WPA_CTRL] Leave wpaCtrlOpen(), conn = 0.

[WIFI_MW] [WPA_CTRL] Enter wpaCtrlOpen: ctrl_path = /tmp/wpa_supplicant/wlan@.

[WIFI_MW] wpaCtrlOpen: unlink(), ctrl->s: 12, ctrl->mLocal.sun_path: /tmp/wpa_supplicant/wpa_md
[WIFI_MW] wpaCtrlOpen: bind(), bindRet = 0.

making ethO looks like wlanO works too




Every Thing Else Fall




BL, BNE, BEQ and friends

Original BIN Patched BIN
ptlen
R@, [R11,#fd] ; fd SR W, | RLL#val_ Lo
MOV R1l, #6 ; level MOV R3, #0
MoV R2, #4 ; optname STR R3, [R11,#var_1@]
s'[;R :;ts";'gpzfd fd LDR R3, [R11,#var_18]
MOV RL, 1&2 ; cmn]i ’ P R3, #9
MOV R2, #1 BGE loc_1C8A4
BL fentl |
MOV R3, RO ¥
w, s P
BEQ loc_1BES8
= MoV R3, #1
q I STR R3, [R1l,#var 18] loc_1C8A4
MoV R3, #& NOP
@ STR R3, [R11,#var_18]
LDR R3, =(socketHighestFd_ptr - BxFF3BB) B loc 1CEAR
LDR R3, [R4,R3] ; socketHighestFd T —
LDR Rz, [R3]
LDR R3, [R1L,#Fd] YYyvwv
P R2, R3 [l =
MOVLT R2, R3
LDR R3, =(socketHighestFd_ptr - @xFF3B8)
LDR R3, [R4,R3] ; socketHighestfd loc_1C8A8
STR R2, [R3] LDR R3, =(socketMax_ptr - @xFF3B3)
LDR R@, [R1L,#var 48] LDR R3, [R4,R3] ; socketMax
LDR R3, [R11,#var_48] LDR R3, [R3]
LDR R1, [R3,#2xA8] TOR N2, [Nil,wvar. 1o]
LDR R3, [RLL,#var_43] P R2, R3
LDR R2, [R3,#8x94] BaT loc_1C828 ; Keypatch modified this from:
LDR R3, [R1L,#var_48] :  BLT loc_1C828
LDR R3, [R3,%8wAC] = =
BL sub_1B1A@ ;
STR R@, [R11,#var_14]
LDR R3, [RLL,#var_14]
N R3, #1
BNE loc_1BD3@
] 1 ¥ R3, =(socketlist_ptr - @xFF3B8)
] e =]
loc_1BD8@
LDR R3, =(socketlList ptr - @xFF3B3)
1nn n3 rma n31 . ~~cladn 3%




Motivations




More Resources = More Power

Processor FLASH

Normally 256MB/512MB Normally
Normally 1-2 Core 8MB/16MB/32MB/256MB

Or We Can Just X86 IT




What is Required
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Why Not Off The Shelf Emulator

1960s - IBM released

hypervisors on CP-40

and CP-67 operating
systems [2]

1999 - VMware

introduced
‘bochs virtualization to the x86

whink mside the bochs. platform with VMware
Workstation 1.0 [3][4]

vmware

2001 - IBM launched a
hypervisor for
midrange UNIX systems
(2]

2001 - VMware
released ESX Server 1.0

(5]

2003 - Public release of
Xen [6)

||
I

Microsoft

2004 - Microsoft
releases Virtual Server

2005 [7]

Many more vendors
and enhanced

Optimized Computing”

virtualization solutions

are released.

More Emulate = Higher Chances Being Detected

Over
Emulate




Unicorn Emulator framework

Multi-architectures: Arm, Arm64, M68K, Mips, Sparc, & X86 (include X86 64)

Native support for Windows & *nix (with Mac OSX, Linux, *BSD & Solaris confirmed)
Clean/simple/lightweight/intuitive architecture-neutral API

Implemented in pure C language, with multiple bindings

High performance by using Just-In-Time compiler technique

Support fine-grained instrumentation at various levels e S
ADDRESS = @x10000ee
Limitation ( )
mu = Uc(UC_ARCH_X86, UC_MODE_32)
Just emulator for low level instructions + memory access u.nen_nap(ADORESS, 2 * 1024 * 1024)
No higher level concepts of Operating System . mem i te (ADDRESS, X86_CODE32)
Flle format mu.reg_write(UC_X86_REG_ECX, ©x1234)
. mu.reg_write(UC_X86_REG_EDX, ©x7898)
Library
. mu.emu_start (ADDRESS, ADDRESS + (X86_CODE32))
Filesystem
(
SyStemca” r_ecx = mu.reg_read(UC_X86_REG_ECX)

r_edx = mu.reg_read(UC_X86_REG_EDX)

OS structures ( -0




Qiling Framework




Features

Cross platform: Windows, MacOS, Linux, BSD

Cross architecture: X86, X86 64, Arm, Arm64, Mips

Multiple file formats: PE, MachO, ELF, UEFI(PE)

Emulate & sandbox machine code in a isolated environment
Provide high level API to setup & configure the sandbox

Fine-grain instrumentation: allow hooks at various levels (instruction/basic-block/memory-
access/exception/syscall/lO/etc)

Allow dynamic hotpatch on-the-fly running code, including the loaded library
True Python framework, making it easy to build customized analysis tools on top
Full GDB/IDA/r2 Support

OS profiling support

v ¥V Vv v v v

v Vv v v



User Mode Emulation

v vV v v

v VvV vV v v

gemu-usermode H

The TOOL

Limited OS Support, Very Limited
No Multi OS Support

No Instrumentation

Syscall Forwarding

[ |
WINE Microsoft

Limited ARCH Support

Limited OS Support, only Windows
Not Sandbox Designed

No Instrumentation

v VvV VvV v v v

v vV v v

usercorn

Very good project !

It's a Framework !

Mostly *nix based only

Limited OS Support (No Windows)
Go and Lua is not hacker’s friendly
Syscall Forwarding

WSL/2

Limited ARCH Support

Only Linux and run in Windows
Not Sandboxed, It linked to /mnt/c
No Instrumentation (maybe)

v VvV vV v v

v v v v

Binee

Very good project too

Only X86 (32 and 64)

Limited OS Support (No *NIX)
Just a tool, we don’t need a tool
Again, is GO

Zelos

Very good project !
It's a Framework !
Linux based only (No Windows)

Incomplete support for Linux multi
arch



How Qiling Works




How Does It Work

ELF

PE result

PE32+

post process

MACHO

APl / Syscall Instrumentation

UEFI Loader and
Setup

Base OS can be Windows/Linux/BSD or OSX

And not limited to ARCH




OS Adventure




Loader

PE32:
__init_ (self, ql, path=""):
ELFParse: .ql = ql
__init_ (self, path, gl): .uc = gl.uc
.path = path -path = path
.ql = q1 .PE_IMAGE BASE = @
.PE_IMAGE SIZE - @
with open(path, “rb") as f: .PE_ENTRY_POINT = @
-elfdata = f.read() .sizeofStackReserve = @
] ) .dlls = {}
.ident = .getident() .import_symbols = {}
.ident[ : 4] I= b*\x7fELF": L TEERE T G0l = ELF Loader
gl.nprint(”">>> ERROR: NOT a ELF") eilie =
exit(1) .filepath = |
.ident[ox4] == 1: loadx86Shellcode(self, dlls):
.is32bit = .initTEB() PE Loader
.initPEB()
.1s32bit = .initLdrData() '
. for each dlls:
el = Loadpl1(each) MACHO Loader
.1s64bit =
is6abit loadPE32(self):
.pe = pefile.PE( .path, fast load= )
.ident[@x5] == 1:
.endian = 1
.ident[oxs] == 2: .ql.PE IMAGE BASE = -PF_TMAGF RASF = .pe.OPTIONAL HEADER.ImageBase
.endian = 2 .ql.PE_IMAGE SIZE = PE_ENTRY_POINT: int f pe.OPTIONAL HEADER.SizeOfImage
.ql.entry point = .PE_ENTRY_POINT = .PE_TIMAGE_BASE + .pe.OPTIONAL HEADER.AddressOfEntryPoint
.size0fStackReserve = .pe.OPTIONAL HEADER.SizeOfStackReserve
-ql.nprint(">>> Loading to @xix" % ( .path, .PE_IMAGE_BASE))

Parse |= Loader
I SSSSRRRRERERRRRRREEEEEEEHEHIHIISHHHHHHEHHHHEHHHSHH=IISSSSSBBGBE.



Posix Series - Syscall Emulator

gl _syscall read(ql, uc, read fd, read buf, read len, nulle, nulll, null2):
path = (gl _read string(ql, uc, read buf))

if read fd < 256

ry:

gl.file des[read fd] != @:

it isinstance(ql.file_des[read_fd], socket.socket):
data = ql.file_des[read_fd].recv(read len)

data = gl.file des[read fd].read(read len)
uc.mem_write(read buf, data)
gql.nprint("|--->>> Read Completed %s™ ¥ path)
regreturn = len(data)

Syscall almost the same for OSX/Linux/*BSD

regreturn = -1

regreturn = -1
gl.nprint("r , X OX = %d" % (read_fd, read buf, read len, regreturn))
ql_ deflnesyscall return(ql, uc, regreturn)

Kernel Programming 101

gl _syscall lseek(ql, uc, lseek fd, lseek ofset, lseek origin, null®e, nullil, null2):
gl.file des[lseek fd].seek(lseek ofset, lseek origin)

regreturn = (gl.file des[lseek fd].tell())

gql.nprint("1lseek(%d, Bx = % (lseek fd, 1seek ofset, lseek origin, regreturn))
ql_definesyscall | return(ql, uc, regreturn)

Emulate Syscall

gql_syscall_brk{gl, uc, brk_input, nulle, nulll, null2, null3, null4):
gl.nprint("|--->>> brk{ex¥x)" % brk_input)
if brk_input != e:
if brk_input > gl.brk address:
uc.mem_map(ql.brk_address, (int(((brk_input + oxfff) // exleee) * exieee - ql.brk_address)))
gql.brk_address = int(((brk_input + oxfff) // oxleee) * ox1ee8)

Skip/Forward or Emulate Code

Prepare Execution Report

brk_input = gl.brk_address
gl _definesyscall return(ql, uc, brk 1nput)
ql.nprint("|--->>> brk return(ex " % ql.brk_address)

ql_syscall _mprotect(ql, uc, mprotect_start, mprotect_len, mprotect_prot, nulle, nulli, null2):
regreturn = @

gql.nprint("r tect(ox Oxix, Ox = " % (mprotect_start, mprotect len, mprotect prot, regreturn)
ql deflnesyscall return(ql, uc, regreturn)

Syscall Implementation
I SSSSRRRRERERRRRRREEEEEEEHEHIHIISHHHHHHEHHHHEHHHSHH=IISSSSSBBGBE.



CPU Adventure




X86 32/64 Series

X86 32/64bit GDT For Linux
QL_X86_F_GRANULARITY = ©x8
QL_X86_F_PROT_32 = ox4

QL_X86_F_LONG = 8x2 1 x86 setu dt_segment dsi|qgl,
UL B FATAILELE S 2l 1 x86 setup_gdt segment cs(ql,
OL_X86_A_PRESENT = 0x86 1 x86 setup gdt segment ss(ql,

QL_X86_A_PRIV_3 6@

QL_X86_A PRIV 2 40 ; .
QL_X86_A_PRIV_1 28 X86 32bit GDT For Windows

QL_X86_A_PRIV_@ )

QL_X86_A_CODE = 8x18
QL_X86_A_DATA = 6x18 1 x86_setu dt segment fs(ql, .uc, gql.FS_SEGMENT_ADDR, ql.FS_SEGMENT_SIZE)

QL_X86_A_TSS = ox@ 1 x86 setup gdt segment gs(ql, ql.uc, ql.GS_SEGMENT_ADDR, ql.GS_SEGMENT_SIZE)
QL_X86_A_GATE e

QL_X86_A EXEC: 8 1 x86 setup gdt segment ds(ql, .uc)
1 x86 setup gdt segment cs(ql, .uc)
gbﬁ?ﬁ{g;?‘:ggizti 1 x86 setu dt_segment ss(ql, .uc)

QL_X86_A_DIR_CON_BIT = x4

QL_X86_S_GDT = ©x8 X86 64bit GDT For Windows

QL_X86_S_LDT a
QL_X86_S_PRIV_3

NG cepeotgdtial);
QL:xsta:s:PRIv:e

QL_X86_GDT_ADDR = 0x3088 GSMSR = 0xC0e00101
QL_X86_GDT_LIMIT = 9x1000 ql.uc.mem map(ql.GS_SEGMENT ADDR, ql.GS SEGMENT SIZE)
QL_X86_GDT_ENTRY_SIZE = ©x8 gql.uc.msr_write(GSMSR, ql.GS_SEGMENT ADDR)

It took us sometime to fix the GDT and Set Thread Area
I SSSSRRRRERERRRRRREEEEEEEHEHIHIISHHHHHHEHHHHEHHHSHH=IISSSSSBBGBE.



ARM/64 Series

ql_arm_init_kernel_get_tls(uc):
uc.mem_map(©xFFFFeeee, 1000)

sc = 'adr r@, data; ldr re,

ql_armé4_enable_vfp(uc):

ARM64FP = uc.reg_read(UC_ARM64 REG_CPACR_EL1)
ARM6&4FP |= 300000
uc.reg_write|(JUC_ARM64_REG_CPACR_EL1, ARMG4FP)

"\xee\xee" '

ARM/Thumb and ARM64

Making Sure Loader is compatible

ARM MCR instruction for Set TLS

ARM Kernel Initialization

ARM and ARM64 Enable VFP




MIPS32EL Series

£ unicorn-engine / unicorn
MIPS Comes with CO Processor

<> Code Issues 262 Pull requests 32 Projects 0 Wiki

Configuration needed for CO Processor
Removed hardcoded CPOC3_ULRI (#1098)

* activate CP@C3_ULRI for CONFIG3, mips

* updated with mips patches ! ) 8 Unicorn does not support Floating Point

3
[

* updated with mips patches
* remove hardcoded configs Patch Unicorn to Support CO Processors

* git ignore vscode

* fix spacing issue and turn on floating point

Custom Binary Injected for Set Thread Area

¥ master (#1098)

T I R R I N

”g xwings authored and aquynh committed on Jul 6 1

Showing 12 changed files with 45 additions and 10 deletions.




Applications of Qiling




Build dynamic analysis tools — Basic ++

Let Qiling loads the binary (loading + dynamic linking)

Syscall & system API logging available, provided by default

Program callbacks with Qiling hook capabilities: hook memory access, hook address range
Repeat in a loop: run() = analysis - resume()

from unicorn import *
from capstone import *
from giling import *

md = Cs(CS_ARCH_X86, CS_MODE_64)

def (ql, address, size):
buf = gl.uc.mem_read(address, size)
for i in md.disasm(buf, address):
( \t \t %(1i.address, i.mnemonic, i.op_str))

if _ _name__
gl = Qiling([
gl.hook_code(print_asm)
gl.run()




Debugger — GDB / IDAPro/ r2

Lumina function

loc_50000000119C
pop
push
mov
and
sub
A mov A +1]
lea 5 [rbp#10h]
mov y of f_50000004D5C0
lea , loc_50000000119(
sub
lea
lea |
call unk_50000000120F
mov :
cmp
inz 5000000011EC
mov
add
mov
jmp

1o 00000001 1EC
add
push
mov
lea
lea
mov

loc_500000001201: CODE XR MEMORY : 2000500000001 2¢

00
00 00
00
00

L]
™ Genera
0000000000000000
2000000000000000
9000000000000000
10000000000000000
6000000000000000
0000000100000000
00007FFDA9IIFFFO8
00007FFDOSIFFEFO
19000000000000000
0000000000000000
0000000000000000

B cmder

)1 :xwings@bespin:
(58)$% python3 hello_x8664_gdb_macos.py
PageZero Size 100000000
finish load dyld
dyldProcEntry : 4508
entry :100000F60
ntry : ©x119c
©x50000000119¢c
try : ©x100000F608
listening on ©.0.0.0:9999
breakpoint added at: ©x50000000119c

breakpoint:
resume a
breakpoint
resume at:
breakpoint:
resume at:
breakpoint:
resume at:
breakpoint:
resume at:

breakpoi

©x50000000119¢c
0x500800000119¢
©x50000000119d
©x50000000119d
9x50000000119f
0x50000000119fF
Ox5000000011a2
©x5000000011a2
0x5000000011a6
0x5000000011a6
Ox5000000011aa




Guided fuzzer — cross platform/architecture

Cross platform/architecture: Windows, MacOS, Linux, BSD on X86, Arm, Arm64, Mips
https://github.com/qilingframework/qiling/tree/dev/iexamples/fuzzing

Dominik american fuzzy lop ++2.57d (python3) [explore]
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Firmware analysis

*» Emulation offers a chance to move
analysis to a much more powerful

platform
* Emulate a single binary is better
than whole firmware == e — ——
o NETGEAR genic .
» Hardware emulation is tough L —
without hardware specs per— e
e

» Series of different firmware can
share the same target binary

*» Challenges

> Dump firmware, or extract
firmware from binary blob

Extract the target binary
NVRAM emulation
Dependency libraries

Presence of other devices:
wireless interface

» Setup

» USB Storage MAC Address. Domain Name Server 0.000

bSecurity " "DHCP Server
» Administration

» Advanced Setup

a I SEAR.GG
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Demo Setup

VirtualBox or VMware



ARM HelloWorld

qiling

run_sandbox(path, rootfs, ostype, output):
gl = Qiling(path, rootfs, ostype = ostype, output = output)

gl.run()

__name__ ==

run_sandbox( [

Debug Mode




Simple Crackme Challenge

run_one round: run_one round
run_one_round(payload):
stdin = MyPipe()
ql = Qiling(["rootfs/x86_ linux/bin/crackme linux"], "rootfs/x86 linux", output = "off"”, stdin = stdin, stdout = sys.stdout
ins count = [@]
ql.hook code(instruction count, ins count)
stdin.write(payload)
gl.run()
del stdin
del ql
return ins_count[e@]

solve():
idx list = [1, 4, 2, 0, 3]

flag = b'\x0@\xee\xee\xea\xee\n"

old count = run_one round(flag)
for idx idx list:
for i '9123456789abcdefghijklmnopqrstuvwxyzABCDEFGHL JKLMNOPQRSTUVIWXYZ I "#$%&\ " () *
flag = flag[ : idx] + chr(i).encode() + flag[idx + 1 : ]
tmp = run_one round(flag)
if tmp > old count:
old count = tmp

break

print(flag)

Brute Forcer



Qiling: Hands On Time




Training Setup

> Required OS
> Ubuntu 18.04 / 20.04 Microsoft Linux
> WSL2

> Installation
> sudo apt-get update
> sudo apt-get upgrade

> sudo apt install python3-pip git cmake build-essential libtool-bin python3-dev automake flex bison libglib2.0-dev
libpixman-1-dev clang python3-setuptools llvm

> pip3 install giling OR git clone git@github.com:gilingframework/qiling.git
> Install AFL++
> qit clone https://github.com/AFLplusplus/AFLplusplus.git
cd AFLplusplus
make
cd unicorn_mode
/build_unicorn_support.sh




Emulate a Router
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Device Emulation

Read and write emulation for /dev/<devices>
Able to input custom feedback towards Qiling

.buf = init_buf
.cur_offset = @

read(self, size):

bytes( .buf[ .cur_offset: .cur_offset + size])

write(self, s):
_diff = len|(s) - len( .buf)
.buf = s
_diff

Third Party NVRAM

env_vars =

Emulate Unix Domain Socket Connections
Emulate ENV Input




Firmware Fuzzing

Fuzzing DIR-815
https://www.exploit-db.com/exploits/33863
https://drive.google.com/file/d/10f3cqObsyZ GHFyODM-9d1VdsKCVhY|S/view?usp=sharing

american fuzzy lop ++2.65d

@ days, @ hrs, 12 min, 52 sec
@ days, @ hrs, @ min, 7 sec

@ days, @ hrs, © min, 15 sec
none seen yet

21*0 (58.3%) 1.55% / 1.60%
0 (0.00%) 1.36 bits/tuple

havoc 4 (11.11%)
2742/32.8k (8.37%) 8 (22.29%)
122k

161.7/sec © (@ unique)

©/3480, ©/3468, 0/3444 4
©/435, ©/401, ©/385 25
2/23.0k, ©/4022, ©/1454 (7}
1/2313, ©/10.5k, 8/16.6k 35

e/e, o/o0, 0/0 n/a
17/48.6k, 1/1312, @/0 100.00%
8/0, 0/0

0.00%/154, 65.57%




What Else




More Features

T You Retweeted

@ Assaf Carlsbad

J @assaf_carlsbad

A sanitized heap recently got merged into @qiling_io.
Enable it to detect pool overflows, underflows, out-of-
bounds reads, use-after-free bugs, and double or
totally invalid frees. Special thanks to @domenuk,
@prOme, and the rest of the BaseSAFE guys for the
ideas and motivation.

T You Retweeted

Simone Berni (Ossigeno)
@0ssig3no

Step after step, we are almost done @qiling_io

12:28 AM - Apr 21, 2020 - Twitter Web App

Qiling Framework h

@giling_io

After hijacking syscall and Windows API, Qiling now can
hijack ".so" functions! You can set callback on function
enter/exit, or replace entire function.

Checkout: docs.giling.io/en/latest/hija...

from giling import *
from giling.const import *

def my_puts(al):

addr
pr. s)" % gl.mem.string(addr))
if __name
al = Tinus/bin/xB664_hello"], "rootfs/xBE64_linux", outputs"debug")
ql.se QL_INTERCEPT.ENTER)
ql.run()

1:51 AM - Jun 12, 2020 - Twitter Web App

T You Retweeted

=0 libazk v
@liba2k

Utilizing symbolic execution in UEFI drivers to get to a
vulnerable path. Using @qb_triton and @qjiling_io.
Thanks to @assaf_carlsbad and @JonathanSalwan for
their help.

10:20 PM - Jun 3, 2020 - Twitter Web App

Qiling Framework
@qiling_io

We got our first ARM64 Android binary working on
Qiling Framework! Thanks to justfoxing
github.com/qgilingframewor...

11:57 AM - Apr 23, 2020 - Twitter Web App

https://docs.giling.io

Qiling Framework 2.4
@giling_io

Qiling now enables APl hooking with OnEnter & OnExit
interception, so you can easily override system
functions. As usual, cross platform and multi-
architecture supported. For more details, please visit:

docs.qiling.io/en/latest/hija...

** Remember to star our GitHub !

10:34 PM - May 29, 2020 - Twitter Web App




One Last Thing




Call for sponsor for development of Unicorn 2

Current Unicorn is based on Qemu 2.1.2, from 2015
Planning for Unicorn 2, based on new Qemu (5+)
Some new exciting APIs in planning
https://github.com/unicorn-engine/unicorn/issues/1217

NGUYEN Anh Quynh, aquynh -at- gmail.com, @unicorn_engine



