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Two Strategies for Supply Chain Attack 



Risk of Supply Chain Attack
ASUS Supply Chain Attack



What is Supply Chain Attack?

• A supply chain attack is a cyber-attack that seeks to damage an 
organization by targeting less-secure elements in the supply network. -
wikipedia

Cyber-Attacker

3rd Party Software 
Vendor

Industrial Control 
System

Malware

Trojanised Software



ASUS Update Server

1. Update Server intrusion

2. Update file modification
3. Spread modulated update file

4. Check MAC address
5. Access to malware 

Distribution site

Malware Distribution site

(asushotfix.com)

6. Additional malware download

User

Attacker

MAC List

What is Supply Chain Attack?



ASUS Supply Chain Attack : TYPE - A

Setup.exe

Code tampering

Shellcode

.RSRC - 136

Memory

Shellcode

.TEXT - Winmain()

Load

Modulated winmain()

Allocate Memory

Nomal winmain()



ASUS Supply Chain Attack : TYPE - B

Setup.exe

__crtExitProcess  
tampering

Encoded Shellcode

.RSRC - 136

Memory

Main Shellcode

.TEXT – CRTStartup()

Decoding Routine
.TEXT – Sub51B908() Load

CRTStartup()

Sub_51B908()

Resource(136)



ASUS Supply Chain Attack : Select Infection PC

If(FLAG == 1)
{

if(one of mac hash == local mac hash)
{

Malware infection()
}

}

Else If(FLAG == 2)
{

if(one of mac hash == local mac hash)
{

if(next mac hash == local mac hash2)
{

Malware Infection()
}

}
}

Check! MD5

Get Adapter Address



ASUS Supply Chain

Distribution Malware
* ASUS Live Update Utility

Malware Detection

(Kaspersky)

2018.9

2019.1

2019.3

a press release

an infection of about a million units



Case Study
Supply Chain Attack



Case Study : Supply Chain Attack

CASE – B
2017.7

2011.7

CASE - A

CASE – C
2018.4

2018.6

CASE - D

ASUS, CASE - E
2018.7

CCleaner
2017.9



Case A : Overview

Distribution Server
(Malware spreading site)

OO update server

0. Malware Upload

1. OO update server intrusion

Intranet of company A

DB administrator

Development PC

2. Acess to IP band of company A

4. Malware infection

5. Hijack account information from an administrator PC

Leakage Server
(DB leakage stops)

7. Send personal information DB

3. Redirect as 
a distribution server

6. Send personal information DB

Attacker



Case A : Certificate Signing

This certificate is valid

Not valid at the time of screen shot



Case A : PlugX Malware

Check String “XXXXXXXX” and Decrypt Date



Case A : PlugX Malware

Command for DB leakage

Remote Control Commands



Case B : Overview

Attacker

Intranet of company B

User

1. Logon to sever

2. New version 
upload

3. Build S/W execution
(batch file) 4. Automatic 

generation
of modulated file

5. Modulated 
file upload

6. Malware 
infection

7. Send the infected PC information (Computer name, user name, and infection date)

Update server

Build Server

Version Management 
ServerDevelopment manager

C&C Server

NAS



Case B : Plug X malware
• The first malware(PlugX) was infected: 2017.03.31
• The Second malware(ShadowPad) was distributed: 2017.07.18



Case B : Plug X malware

bMXf3hI0FrOUf8s1k - ID

20170317 - PlugX Version 

https://markhedin.github.io/index.html - URL to get additional C&C

%ProgramData%\Test\ - path to copy file

SOFTWARE\Microsoft\Windows\CurrentVersion\Run – registry path to run automatically

Test – registry name

TestSvc – service name

Windows Service – service description

%windir%\system32\svchost.exe – target for injection

%windir%\explorer.exe

Decrypt

Check String “XXXX” and Decrypt Data



Case B : Plug X malware

Parse { } and get C&C server

Github



Case B : Code Tampering
Normal code

Code Tampering



Case B : Certificate Signing

This certificate is valid

Not valid at the time of screen shot



Case B : DGA Algorithm
• Collect system information and use it as a subdomain
• Attackers check subdomain information to identify targets

YY M D Computer 
name

Domain
name

User
Name DGA Algorithm

DomainLen(Domain) – 1 + 97



Case B : Select Infection PC
1. Preparation 
of DNS packet

2. Request to public DNS server and primary and secondary DNS servers

3. DNS
Respons
e parsing

4. Extraction 
of additional 
information

5. Decode additional malware using key1 and key2

Modified nssock2.dll file



Case C : Overview

Attacker

Intranet of company C

Server Development
manager

C&C Server

1. Hijack and access
Development test account 2. Logon

4. Change 
Proxy pass 

settings

3. Remote control malware infection

5. Request update

Update Server

6. Reverse proxy to 
distribution site 

on a specific IP access

User

7. Modified update file infection

Malware distribution site



Case C : Hiding Attacker IP

• Command file modification
• To hide the server intrusion
• Except for the attacker’s IP



Case C : PlugX Malware

Check string “XXXXXXXX”

Parse string “DZKS”, “DZJS”

Remote control commands



Case C : Certificate Signing

This certificate is valid

Not valid at the time of screen shot



Case C : Select Infection PC
• Proxy_Pass : Setting variables set for proxy in the Nginx software 

Target IP

Distribution Site



Case C : Distribution Additional Malware

Distribution Site

Customers(Company D)

Update server of
Company C

Update.zip

Update.iniproxy

① Request update

② Malware(update.zip)
Download

③ refer to ini file

Rsup.key

File000.zip Rcview40u.dll

File001.zip Rcview.log

⑤ Additional malware(File000.zip, File001.zip) 
Download

④ Request additional malware(File000.zip, File001.zip)

ZIP

ZIP

ZIP



Case D : Overview

Attacker

Update server of
Company C

① Infection malware

SVN Server Release Server

③ SSH Connection

② Lateral movement

④ Souce Code Leakage

Call center staff
Intranet of
Company D

Developer



Case D : PlugX Malware
Check string “XXXXXXXX”

Parse string “DZKS”, “DZJS”

PlugX Version (20120712)



Case D : Hiding attacker IP

• Command file modification
• To hide the server intrusion
• Except for the attacker’s IP



Case E : Overview



Case E : Hijacking account

1. Logon

User Update file 
distribution server

3. Refer to authentication 
related setting file

(/etc/pam.d/system-auth)

2. Authentication request

Malware for account collection

(pam_unix.so)

4. Call library
For authentication

5. Logging on 
successful access

Log File



Association Analysis
Supply Chain Attack



Association Analysis

CASE - A
(2011)

CASE - B
(2017)

CCleaner
(2017)

CASE - C
(2018)

ASUS
(2018)

CASE -D
(2018)

CASE – E
(2018)

Selection of 
infected PCs

● ● ● ● ●

PlugX Module ● ● ● ● ●

Code tampering ● ● ●

ShadowPad ● ●

Lunux command modific
ation

● ●

Attacker IP ● ● ●



Association Analysis : Select Infection PC

Asus

CCleaner

CASE - B

CASE - C



Association Analysis : Code Tampering

CRT initialization Code()

Sub_51B890()

Sub_40102C

CCleaner

CRTStartup()

Sub_51B890()

Resource(136)

ASUS CASE - B



Association Analysis : ShadowPad

CASE - B CCleaner



Association Analysis : PlugX Module

CASE - A CASE - B CASE - C
CASE - D

Customer of Company C

20100921 ●

20120123

20120712 ● ●

20170317 ●

20180717
(9002 RAT)

● ●



Association Analysis : Hiding Attacker IP

CASE - D
CASE - C

CASE - E



Association Analysis : Attacker IP

• 207.148.XX.XX
• 45.32.XX.XX



Attack Features and Strategies



Attack Features and Strategies : ATT&CK Matrix



Attack Features and Strategies

• PlugX malware series were mainly used
• Targeting a specific company

• Select the infected PCs for final malware
• Operations are carried out secretly for a long period of time

• The attacker is skilled at detection avoidance techniques



Attack Features and Strategies

SW Development 
Evironment Intrusion

Update Server Hacking

CASE – B
2017.7

2011.7
CASE - A

CASE – C
2018.4

2018.6
CASE - D

ASUS, CASE - E
2018.7

CCleaner
2017.9



Defensive Strategy

• SVN, Build Server
• Latest update of vaccine program
• System access control
• Forbidden to login automatically
• Record and approval of certificate usage
• System network separation
• Internet access blocking
• Separate certificate management system

→ Update Server



Defensive Strategy

• Update System
• Check update server IP/URL modulation
• Limit client remote update ports
• Update file code signature
• Update integrity verification
• Use safe integrity verification technology
• Update client, mutual authentication between servers
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