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Clandestine Hunter
Two Strategies for Supply Chain Attack

1. Risk of Supply Chain Attacks

2. Case Study

3. Association Analysis

4. Attack Features and Strategies

5. Defensive Strategy
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Risk of Supply Chain Attack

ASUS Supply Chain Attack
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What is Supply Chain Attack? ,

* A supply chain attack is a cyber-attack that seeks to damage an
organization by targeting less-secure elements in the supply network. -
wikipedia

Malware

6 Trojanised Software é
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What is Supply Chain Attack? ,

ASUS Update Server

1. Update Server intrusion

>

Attacker
2. Update file modification

3. Spread modulated update file

Iy
>

User o:
A 6. Additional malware download

Malware Distribution site
MAC List (asushotfix.com)

5. Access to malware
Distribution site

4. Check MAC address

>
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ASUS Supply Chain Attack : TYPE - A

Setup.exe Memory
JEXT - Winmain()
- Load Shellcode

.RSRC - 136

Shellcode

AF [ sub_N16SE ) &4 (* 1§ (== e TN 1) )

Nomal winmain()

O a2
I * Uirtuslalloc(0. OxSO00OOU. Ox1000U. GXWOU) I
{ i Allocate Memory
* OxSSECTe
=Froo
, Modulated winmain()
while )
( OxCoB ) )1
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ASUS Supply Chain Attack : TYPE-B

Setup.exe Memory CRTStartup() | if
if ( dword_S6AT30 == 1 )
_FF_MSGBANNER() ;

A AN
ol tEx1tProcess(OxFFuU) ;|

! _mtinit()
fast_error_exit(16);

sub_51B908( ) ;
x1tProcess(utExitCode);

Load V US = wy2++; do
TEXT - Sub51B908() —>  Main Shellcode Sub_51B908() = lik’: s, T T
Decoding Routine ) e N

= 0
= 0x44444444 - (d4_ << 9);

-—ul

+ + mon

sub_51B802(v15, 16, vi1S5); = 4+

L BSS A T B while ( cnt < size );

Resource(136) :ti;- .

>

=

>
e

nwaomi

........

T

MM O OO0 N N D w
- b

-

o
A b IV £ 3 AN D

o e

TR U L Pl Y0 BT

0 0 1V b et e )

Y

YO

LRDNY»ND e

L
SIS
. e W
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ASUS Supply Chain Attack : Select Infection PC ’

If(FLAG == 1)
{
if(one of mac hash == local mac hash)
{
Check! MD5 Malware infection()
}
110, }
10] =
ol
W Else If(FLAG == 2)
{
ifltone of mac hash == local mac hash)
{
if(next mac hash == local mac hash?2)
Get Adapter Address {

Malware Infection()
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ASUS Supply Chain ’

e s a press release
Distribution Malware

* ASUS Live Update Utility

an infection of about a million units

Malware Detection
(Kaspersky)
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Case Study

Supply Chain Attack
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Case Study : Supply Chain Attack ’

CASE-B CCleaner CASE-C ASUS, CASE - E

CASE-A CASE-D
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Case A : Overview

OO update server

1. OO update server intrusion

2.!Acess to IP band of company A

Intranet of company A

DB administrator

Distribution Serve

(Malware spreading site)

Attacker

o

0. Malware Upload

M

| 42

.
.
.
-
L]
a

3. Redirect as
a distribution server

[

—>

>

&

TS. Hijack account information from an administrator PC

: N—
r : N—
. Malware infection
> \
I

|

Leakage Server
(DB leakage stops)

7. Send personal information DB !

6. Send personal information DB

|

I .

.

=

Development PC
|

‘<
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Case A : Certificate Signing ‘

i oa

o, |ORe e 2y
=2 ooy 422 REsm YaU Foe

1] ¥ afp

n e 8y & Zeun

(010 11§ 158 S

~

Varisign Class J Code Signing JIB-Z CA

RE A 2061106 ¥H 2010-12-08

[ 284 anQ... |
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Case A : PlugX Malware

checksum

Address |Mex ASCIT

Asdress |Hex duse ASCIL

=_decoding_suh_1ﬂﬁﬁuE1B(&U 9, &unk_10824588, 9, Bx763ED3BA, &unk_1807076C);// XNXNXXXX
= —(memcmp_sub_10888660F (&0rigin_Binary__ dword_ 108708918, *ui, 8) t= 08);

And_sub_10804F69(&u19);
g Check String “XXXXXXXX” and Decrypt Date

if ( vie != dword_10070914 )

{
11 = decode_(&v12, &unk_1002454C, 16, OX1FC1D@9C, &unk_ 1@@7@6EC);// CONFIG-DESTORY!
sub_1001C2B2(*v11); // messageboxA
sub_10004F69();
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Case A : PlugX Malware

Remote Control Commands

4o
while ( 1)
{
= sub_1@010FD5( » =1);
if ( 1t )
return SH
= M( + 4);
if ( > @x6000 )
{
if ( > ©x9005 )
{
if ( > ©xBoee )
{
= - 49152;
b b 8 ) )
{
= SQL_api_call( 2 ) ¥ Ji
oto LABEL 1;:;;
}
2 = - 4096;
iF: 0 )
{
p = TCP_conn_info( > )
goto LABEL_139;
}
3 2 - 25
1€ (1 )
{
= sub_1000896E ( » al);
goto LABEL_139;
}
1f:( == 2 )
{

= sub_10008212(21);

anta | ADEL 120

Command for DB leakage

ae;
:8;
= @x54F;

LOWQRD( ) = 8;
if |( sQLAllocHandle(1l, @, &

) & OxFFFE )]

sub_100106C6(v2, exCees,
= ( << 12);
ABEL_7:
(sub_1@@1e5F5)(a2);
goto LABEL_18;

, BX54F);

if q:SQLSetEnvAt!r(

, V5, v6, v7) & OXFFFE ﬂ

sub_100106C6(v2, exCeea,
LOWORD ( ) = 2533
goto LABEL_7;

2

, Bx54F);

;
if  sQLAllocHandle(2,

, &hdbc) & exFFFE |

{
sub_100106C6( 2, oxCeo8,
LOWORD ( ) = »> 14;
goto LABEL_7;

s Ox54F);

if {;SQLDPiVEPCC"nectn( G + 4, v3, BX54F, )} & BXFFFE j
{

sub_100106C6(v2, ©xCeed, a2, OX54F);

LOWORD(v12) = - Bx288C;

:2;
(sub_10@185F5)(a2);
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Case B : Overview Intranet of company B ,

Update server

Build Server 5. Modulate

1. Logon to sever ! file upload

>r > >

| —> N
3. Build S/W execution % -'—ta
Attacker (batch file) :
4. Automatic NAS 6. Malware
infection

\ generation

e of modulated file
il I

>

ion

v
ole?

- — Version Management ' “
Development manager .

Server

J 2J|New vers

upload

User

a1l '

7. Send the infected PC information (Computer name, user name, and infection date)
C&C Server
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Case B : Plug X malware ,
* The first malware(PlugX) was infected: 2017.03.31
* The Second malware(ShadowPad) was distributed: 2017.07.18

Memory Memory

¢

Decode_Data

Create Service & Registry 1
Collect Computer information
Load & Call Flow
Connect URL & Parsng Data <+

—_— Decode

v

nxview.dll
!

Send & recv -—

InternetReadFile




Case B : Plug X malware

GetData_sub_C62AB8 (& )
if (= =X ek [1] = "% & [2] == '%* & [3] = %'
if >0n)
{
do
{
= BX13379C8 = ~ Ox5397FC2;
“« Bx13 = - 173
wu7 = u7[buf - 1 7« - u5);
+e -
H
while ( ):

H

Check String “XXXX” and Decrypt Data

U, fe0.... Ao r. rl. " ML
0317 . https: //markhed. . .lin.github. |
akiTestt . SOFTWAREWM i crosoftd . . PW?owst

H.0™% “75ervice . aw? i rafisystemd2iisvd

bMXf3hlIOFrOUf8s1k - ID

20170317 - PlugX Version

https://markhedin.github.io/index.html - URL to get additional C&C
%ProgramData%\Test\ - path to copy file
SOFTWARE\Microsoft\Windows\CurrentVersion\Run - registry path to run automatically
Test — registry name

TestSvc — service name

Windows Service — service description

%windir%\system32\svchost.exe — target for injection

%windir%\explorer.exe




Case B : Plug X malware

Github
Paukag | nged et aasien st Pvmade Sonbqr s Lr Ll larsle
B ; N » - ar s,
Pl iRt viprYigpomes
1
Ivmelioniqrialrladilarilie
DO iprYIggones
ifF ( ; LN B = 1strlenn(
{
while ( 1)
{
- - |;
(L | 149)
break;
while ( 1)
{
i~ ¢ ) ==|'¢
{
ir g 2 )
break;
H
ABEL_W:
if ( <9)
return 1008 ;
H
while ( s(end + bur) t=1°3" 1) Parse { } and get C&C server
{
LF ( o+ = )
qoto LABEL 8,
H
- + 13
1fF ( tsub 136182% - -1, ¢ ¢ 1), ) )

voturn @~
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Case B : Code Tampering

Normal code

rdata:1008F6nS dd offset ° afxModuleState@@YAXss
rdata:1008F6AaC dd offset sub_100BEAGH
rdata:1000F6B0 dd offset sub 1000EABO
rdata:1000F6BS dd offset sub_100BEAARD
rdata:10008F6B8 dd offset sub_1068EACE
rdata:1000F6BC dd offset sub_100BEAES
.rdata:10008r6Co dd offset sub_100BEBBO
.rdata:100p0F6CH dd offset sub 100REB10
.rdata:1000F6CS dd offset sub_100BEB280
rdata:10088F6CC dd offset sub_100BEB30
rdata:1008r6Do dd offset sub_1000EB4O
Code Tampering
rdata:1000F 69C dd offset ' fxHod 2 Statef@avaxx?e :
rdata- 10006600 dd_offset IMaliciousCode sub 1000EG6DD
rdata:1008F6AL dd offset sub 100BES1E
rdata:1000F6A8 dd offset sub_100BE530
rdata:1000F6AC dd offset sub_100BE550
rdata:1000F6B0 dd offset sub 100BES760
rdata:1000F 6B4 dd offset sub_1000E590
rdata:1000F 688 dd offset sub_100BESB0
rdata:1000F6BC dd offset sub 100BESCE
rdata:100eF6Co dd nffcat coh 100MFENAN
rdata:1000F6rv2 = thisg
vdata-100p60 hAlloc = Virtualflloc(®, 64328u, Ox1000u, OxABu);

)% = byte 1000F718[0]; // BCFS6F208h

for ( = B; 1 < 6h324; ++1 )

{

p  *(hnlloc + i) = v5 T w(Gbyte_1000F718[1] + i);
5 = @xC9BED351 = (( >> 16) + ( << 16)) - Ox57A25E37;
H
if ( hnlloc(®) < Bx1688 )
MessageBoxA(0, ""BURERRORRRN", B, 8);
return v?;
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Case B : Certificate Signing

ANETET I

! e |22 |
_%, ORY NS aw

| :_3 E2N UEME HANSLICH

| MRy
e _ _ _wam
aRuE: [TEE = Saul)

L | HAZSH 1
SR ND: 016-10-13 2H 2018-11-13
[ OENEN0..
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Case B : DGA Algorithm ’

* Collect system information and use it as a subdomain

 Attackers check subdomain information to identify targets

A EDHEE)E) -

Encode l
1 Alphabetic[10-15] com
To Alphabetic String l ¢
Ureodel) = > jo-pif- o l
Len(Domain) — 1 + 97 + To Alphabetic String [S0-62] To Alphabetic String Domain
L e
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Case B : Select Infection PC ’

DNS Request Packet

1. Preparation

of DNS packet
’ [ [ . [ | ] z [ [
o o 0 o0 Comann

3

Modified nssock2.dll file

. 2. Request to public DNS server and primary and secondary DNS servers

DNS Response Packet

v 3 € £ BN B3 0

R .
ees:r:ir:\s 4. Extraction
P g of additional
information

Received Data

el (| (= ][?%]

5. Decode additional malware using keyl and key2
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Case C : Overview

Intranet of company C

Development

Attacker Server

1. Hijack and access
Development test account

>

manager

2. Logon |

>

¢
C&C Server E&?

3. Remote control malware infection

<

Update Server Malware distribution site

I e
"__EI’ 4. Change o r‘ == —>
A

Proxy pass
settings 6. Reverse proxy to

distribution site
on a specific IP access

5. Request update . ‘
o0 Ee
059 <
'.‘ 7. Modified update file infection

User
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Case C : Hiding Attacker IP ,

e Command file modification
 To hide the server intrusion
* Except for the attacker’s IP

/ban/p
$*igrep
| lgrep”
/bin/sh
s ¥38"
GCC: (GNU) 4.8.3
GCC: (GNU) 4.8.5 20]




Case C : PlugX Malware

if ( (&XOR_STR_dword,

= XOR_STR_dword;

= XOR_STR_dword; CheCk st ri ng “XXXXXXXX”

= 0;
do

{ Remote control commands

= @x1FFF * + 13;

=31 " +1;
*(&XOR_STR_dword + t_++) 2= ( » 7) ~ ( > 7);// ¢2 : 198.13.58.18:443 or seb 1000A ; « Create_pipe(ss, F s Sccetaltrl { l
¥ ) < tri (v, ’
while ( cnt_ < 2616 ); broek; else
if ( decode_result != ©x12345678 ) i cs €23000 { P
{ { switeh ( ) . foeh \
= dword_1002A324; i¢ v #n3000 { Z"' ¢
if ( !dword_1002A324 . " case Bxédddu "
{ 5 : > N . » DeleteService_(a2) case Ox3008w
= dword_10022848(dword_10022834, *lee break; IR @ FAIaCraatarila(vay - 42))
dword_1082A324 = 2 { cose OwEe@3y: break; )
} % sdzeh | ) « QueryServiceConfig (v2, cate Ox308ly
\ ” = filet R -
= v7(@, "CONFIG-ERRI™, @, 0x200040); osp— break; : etxecute_(vi, 43);
o Lockuorestation {}; cose OxEQddy break;
- — brest « StartService_(v7, ); case Ox3eu
For (i = 0; i € u3; vei ) case 8220015 break; = FileOption _(v2, 22);
‘ ‘[‘ f[i] == *D* && ai[i + 1] == *2° && o 2] == *K* && af[i + 3] == °S* ] g o A ) case Ox6dd5v bresk;
ui,,,{ ] L ] L ] L ) 2 cate HeINedy s Open_ControlService(v2, case MxI0Ly
¥ . Syshestert (1, 3 break; & sub_10015099(. 2, ’ | H
iF (iD= ) . o » »” rost default break;
i Parse string “DZKS”, “DZJS eoto LaseL 68, case axdor
-6y - il \ = sub_10015CFO( 2, & , 82, #2):
if ( v6 d= ) o B2 breask;
return 1168; . SO _LODREANK ., ; default:

do £
ROtO LABEL 63;

[f( a1[u7] == D° && a1[u7 ¢+ 1] == *2° && a1[ +2) == "J° && al[u7 ¢+ 3] == 'S'])

.

)
while ( v/ < ):
if ( v7 >= )
return 1168;
for ( - 0; < HEZS D)

{
) = al[u6] « 16 = (aifuvé + 1] - 65);
1I[j 1] =0;
10j] = vo - 6;
- 2;
¥
“( *2)=m * (a1[1] << 8);
( *2) == + (a1[1] << 8);
(a3 « 2) = wa1 + (21[1] K 8);
for (k= 05} 3 vk )
w(k + a3 + &) = ai[k + 2];
return 9;
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Case C : Certificate Signing ‘

« CUXEAM L]
- ”‘ﬁ L

2 HEME MUY

RS h

S 2TAIR 2015-10-22 M8 2018-10-22
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Case C : Select Infection PC ‘
* Proxy Pass : Setting variables set for proxy in the Nginx software

Update Server
(Proxy__ Pass)

Client

location / {

Lf (Sremote addr ~* EE-CURUE
proxy_pass http:// Distribution Site
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Case C : Distribution Additional Malware ’

Update server of @ Request additional malware(File000.zip, File001.zip)

Company C
| O —
- @ Request update - ’ 3 refer to ini file
&)l - PO SN
. Update.zip -ﬁ -ﬁ

lproxy Customers(Company D) Update.ini  Rsup.key

Distribution Site @ > ll [@

File000.zip Rcyiewaou.dil

@ Malware(update.zip)
Download

(® Additional malware(File000.zip, File001.zip) > [ —3

Download

File001.zip Rcview.log
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Case D : Overview ’

Update server of Intranet of
Company C Call center staff Company D

! @ Infection malware > ||
R =

(@ Lateral movement

Attacker
(3 SSH Connection o
—
Developer SVN Server Release Server
T @ Souce Code Leakage |
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Case D : PlugX Malware

if ( (nencep )(&Decode_binary dword 10829398, “XxXXxxxx"), 8) )

{ . “ »” - - §:
‘sult = Decode_binary_dword_10029398; Check string XXXXXXXX Sor 0% nig 4 S
= Decode binary dword 10829398; {

- 0; F( at[i]) == *D* && A1[i * 1] == *2* && at1[i + 2] == 'K’ && a1[i + 3] == *S* ) ]
do il u ” u ”
¢ LS Parse string “DZKS”, “DZJS

us = BxX1FFF = uS + 13; return 1168;
result = 31 = result + 1; T + N
s(&Decode binary dword 10029398 + cnt++) "= (resullt >> 7) © (us >> 7); _“ ‘(‘ :) :
b R Ot e
while ( cnt < OxA38 ); Lrreme nom
if ( dword_1002939C *= 0x12345678 ) ¢
{ {if( 1[u7] == ‘D' && aifu? ¢ 1] == *2° && aifu7 * 2] == *J' && aifu7 + 3] == 'S’ )]
MessageBoxA = wMessageBoxA; Sges
if ( t=MessageBoxA ) y gald
{ while ( < w3 );
He 1qeBoxs = GetProcAddress(duword 100822B34, ""MessageBoxA™); if ( v7 >= v3 )
=MessageBoxA = MHessageBoxa ; return 1168;
. fFor ( j = 8; u6 < u7; +¢j )
result = (MessageBoxA )(O, “CONFIG-ERR!", 0, 2097216); R EvB) v 18w (atl ol = 4] = 85)3
H [+ 1] = 0;
i11[j] = 65;
iF (( L ) (wi, vs) ) 6 += 23
{ }
-~ w(ad + 2) = =a1 + (a1[1] << 8);
¢ w(a3 ¢ 2) = wal + (a1[1] << 8);
7 #(a3 ¢ 2) = =51 + (a1[1] << 8);
1fF ( tInternetReadFile Proxy RegQueryValueExfm sub 10003CS0(8 . ) ) for ( - 0: k< j: 44k )
{ “( + } ¢+ §) = [ . 2];
CetlengthSid sub 100073B0(0, &  1- return 9;
- 1;
Jversion =~ 2020712, // version

~>what = 0x1001; .
e — PlugX Version (20120712)
”r.u(m_m:l;a;o:(a . ):
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Case D : Hiding attacker IP ,

e Command file modification
 To hide the server intrusion
* Except for the attacker’s IP

/hin/p

S$*igrep —vE 45, 16.248:443 1551 [

ligrep"

/hin/sh

; %34

GCC: {(Ubuntu 5.4.80-6ubuntul™16.84.2> 5.4.8 20168609

crtstuff.c




Case E : Overview ’

Update distribution server
of Company E

( * 2. Webshell upload through
» the vulnerability of file upload

Attacker 1. Access web
Administrator accou,gt

Administrator webpage

3. Generation of malware
using webshell and exploit

4. Modification of
Nomal commands

= i After hijacking account
-

Malware for account collection Modicated
(pam_unix.so) command file

LOCK COWN




Case E : Hijacking account ’

2. Authentication request

3. Refer to authentication
related setting file
(/etc/pam.d/system-auth)

4. Call library 5. Lngging on
1. Logon | Forauthentication || e successful access —
> i i > |- l > =

Update file Malware for account collection Log File
distribution server (pam_unix.so)
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Association Analysis
Supply Chain Attack
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Association Analysis ,

CASE - A CASE - B CCleaner CASE - C ASUS CASE -D CASE - E
(2011) (2017) (2017) (2018) (2018) (2018) (2018)
Selection of o o o o o
infected PCs
PlugX Module ° ° ° ° °
Code tampering ° ° °

ShadowPad ° Y

Lunux command modific ° .
ation
Attacker IP ° ° Y
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Association Analysis : Select Infection PC

EEEEE ==

e DNS Request Packet
fo] = ) EEEEEEEE
3 WIY aodTdl 4% DomainList = array(
DNS Response Packet "singtel.corp.root",

"samsung-breda",

>

2 87 CNSAS X 7Y, LT ONSASY 2

T3
Ox3IFCS147EBe

0]
X
7
'
1]
D
0
D
m
m

sngusy

Received Data

EJE]

5. by g2 RN 67) RUAE docede

CASE - B

OxASODF33; > >
Ox T3IC8EBZ2S :
o ; < - .

Update Server Attacker
(Proxy__Pass)

B
= Additional Binary Decode

0]
X
N
m
D
0
0
m
W
D

Client

locatton / { i Original Base6d key table : ABCDEFGHIKLMNOPQRSTUVWXYZabedefghijkimnoparstuvwxyz0123456769+/

% Custom Baseb4 key table : abcdefghijkimnopqgrstuvwayzABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789*!

AR N
0000000 g
1)
m
m
0
0
&
W
N

i B
Ox6eCSSI16CC
OxZBCDOG39S
OxDT7TATESIBS
OxBD33243DnA

Asus

{f (Sremote_addr ~

proxy_pass http:// 1 CCIeaner
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Association Analysis : Code Tampering

CCleaner

{
_security init cookie();
return|__scrt_common_main_seh();

sC

[72.= sub_ 4010000 ]
j_nullsub_1(v4);
(9, 2, @);

sub 48102C();

return &unk_ABDABC;

celease_startup_lock(

88 _scrt_is_nonwritable_in_current_image(

CRT initialization Code()

201000(
. ?)
14
= ), Ox3978u)
1
-0
- yte S2EQ
30
. - byte_82 1
] =0

while ( < @x2978 )

WM

4BARSE2EY

IFOOe 00PN

61%. .Ak.
$60) /3.™qg° (

ASUS

if

if ( dword_S6A730 ==z 1 )
_FF_MSGBANNER() ;

Al wAa
crtExitProcess(OxFFu): |

if ! _mtinit()

fast_error_exit(16);

sub_51B908( ) ;
Exi1tProcess(ukExitCode);

CRTStartup()

do
C
= - ( >> 3) - 286331153
= - ( >> S) - S72662306;
) += 858993459 - ( << 7);
: ¢ += 1145324612 - (uH << 9):
i1o W Y > + RO + -+ + ) T =(a1 +
sub_S1B802(vi1s, 16, vis);: j S . s
— TSL<T5 while ( < a2 ):

Sub_51B890()

.
O SN S

I e

Ae

.,,
-
3w W

N
e

Resource(136)

CASE -B

Hod

1 Ledddvh

pfkset MMaliciousCode sub 1000E600]

rdata:1000F69C dd offset
rdata-410008 £00 dd
rdata:1000F6AL dd offset
rdata:1000F6A8 dd offset
rdata:1000F6AC dd offset
rdata:1000F6B0 dd offset
rdata:1000F6BL dd offset
rdata:1000F 688 dd offset
rdata:1000F6BC dd offset
.rdata:1000F6C0 Ad nkfcat
rdata:1000F6rv2 = thisg
vdata-100eF6 NAlloc = VirtualAlloc(O, 64328u,

1% = byte_1000F718[0];

for ( “ B; 1 < 6h324; ++i )

{

I #s(hAalloc + i) =
15 = BxXCOBED351 = ((v5 >> 16) + (v!
)
ifF ( hnlloc(®) < Bx1608 )

sub 100BES1H
sub_1000E530
sub_1000E550
sub 100BES78
sub_1000ES90
sub_1000E5B0
sub _100BESCA
cuh 100OFENA

0x1000u, Ox&Bu);

w(Gbyte 1060F718[1] +

MessageBoxA(®, “BURERRORMEN", B, 0);

return v?;

// BLFS56F204h

)i

<< 16)) - Ox57A25E37;
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Association Analysis : ShadowPad ,

CASE - B CCleaner
Alloc = Uirtualfalloc(O, 64328u, xX1000u, 0OxdDu);
o = byte 1000F718[0]; // BCFS6F208h
fFor ( - 0 < 632K, +» )
{
sl e i) = uS " s(tbyte 1000F718[1] + i);
S5 ow UxXC9BED3ST = ((vs 2> 16) + (v << 16)) - XS/A2%E37;
)
if (b (B) < ax1000 )
HessageBoxA( O, "RESERROR®uN", O, 0);
return
%
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Association Analysis : PlugX Module ,

CASE-D

Customer of Company C

20100921 °
20120123
20120712 ° °
20170317 °
20180717

° °
(9002 RAT)

*31 = Bx20100921;
al[1] " B
al[3] ah;

a1[2] 0; |
return sub 1081EBD3(a3, al);

L .
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Association Analysis : Hiding Attacker IP

Zhin/n

I S*igrep —vE '"45) 116.248:443 155! [
ligrep"

/hin/sh

*@7

Qv

a7

—gmon_staprt__

/hin/p
$*igrep —vE 45| 16.248:4431551 [
ligrep"

/hbin/sh

3 %35

GCC: (Ubuntu 5.4.8-6ubuntul™16.684.2> 5.4.0 260166609
crtstuff.c 4

CASE - E
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Association Analysis : Attacker IP ’

- * 207.148.XX.XX
o 45.32.XX.XX
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Attack Features and Strategies
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Attack Features and Strategies : ATT&CK Matrix

Initial

Access

* Valid Accounts
* External Remote Services

* Service Execution

Execution waw

. Discovery
’;{5;" * Account Discovery
\*/ * Network Service Scanning
Lateral
Movement
* Remote File Copy

A
i,

« Data from Local System

Persistence

* Local Job Scheduling )

* Domain Generation Algorithms
* Standard Application Layer Protocol

* Scheduled Task * New Service \
i
N
l‘rll|
Defense Privilege
Evasion Escalation
* Code Signing * Valid Accounts
* Deobfuscate Files or Info
* Complle After Delivery
* Software Packing
Command
- »  Exfiltrati
and Control st
* Remote Access Tools * Data Encrypted
* Commonly Used Port * Exfiltration Over C&C Channel
* Data Encoding
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Attack Features and Strategies ’

* PlugX malware series were mainly used

* Targeting a specific company

or thread data R6010 - abec
I‘f" ationw  GetLa tAt vePopup GetActiveWindow MessageB
|

4

lo \c \A sshe 11c d \R 1 \A sh e11Code pdb l

{2 & 4 ) 1

e Select the infected PCs for flnal malwére

* Operations are carried out secretly for a long period of time

CASE B — Attack Time(C17.1 ~ “17.8, 210days)
CASE C — Attack Time('18.4 ~ "18.7, 120days)
CASE D — Attack Time("18.7 ~ "19.7, 365days)
CASE E — Attack Time('18.6 ~ "18.8, 90days)

* The attacker is skilled at detection avoidance techniques
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Attack Features and Strategies ’

CASE-B CCleaner CASE-C ASUS, CASE - E
SW Development

Evironment Intrusion

Update Server Hacking
CASE - A CASE-D
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Defensive Strategy ’

* SVN, Build Server
* Latest update of vaccine program
e System access control
* Forbidden to login automatically
e Record and approval of certificate usage
e System network separation
* Internet access blocking

 Separate certificate management system

- Update Server
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Defensive Strategy ’

* Update System
* Check update server IP/URL modulation
* Limit client remote update ports
* Update file code signature
* Update integrity verification
e Use safe integrity verification technology
* Update client, mutual authentication between servers
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N

Thank You!
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