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The plan
- Part I: On the fly infection and TLS traffic reading

- Part II: Visa application and rare HTTP statuses

- Part III: Two approaches

- Part IV: Hope we would have time to discuss it all
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How it all started
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Initial infection Escalation, detection Reductor RAT

Malware COMpfun trojan Reductor dropper-decryptor Reductor trojan

Process One of the browsers Same browser lsass.exe

Persistence COM CLSID hijacking Auxiliary module, N/A LSA notification package

Net encryption AES 128 Local module, N/A AES 128

Host encryption Configuration data under constant one byte 
XOR + LZNT1

Reductor in resources under constant one 
byte XOR + LZNT1

Victims’ unique IDs in TLS “client hello” under 
XOR with changing key



Why another trojan?
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- Keylogging? May be too loud

- Decrypting? May be not in reasonable time with current TLS 
- Certificates pre-installation? Could facilitate MITM, but what about NAT?

- Plus marker for packets of interest? Could be next step forward, but too 
loud again

- Mark TLS session without even single touch of network packets



“Client hello” field
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PRNG to mark it
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nss3.dll PK11_GenerateRandom() Call original PRNG function and generate initial XOR key from its result. Change PRNG result: set 
seventh byte to 1, then save 0x45F2837D, hwid and cert hashes. Encrypt the result and return it 
instead of the original PRN. It would affect calls to ssl3_SendClientHello() -> ssl3_GetNewRandom(ss-
>ssl3.hs.client_random);

advapi32.dll CryptGenRandom() Spoof these system PRNG functions result in quite similar way with some minor changes;

bcrypt.dll BCryptGenRandom()

chrome.dll PRNG function Find PRNG function by its binary code template and patch it like all aforementioned;



Chrome and Firefox
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To patch browsers’ PRNG 
functions in memory and add 
unique user IDs into TLS 
handshake developers have to 
analyze 

Firefox sources

Chrome binaries



Silently marked
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Easter eggs are “UAC is useless” 
and compfun[.]net domain



Why on the fly?
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Once our telemetry shows new URLs and 
that time installers were available on the 
warez web-site

Available and uninfected



Infection chain
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Infection chain includes SMB 
share with spoofed visa 
application

What interested us the most is 
the C2 command system 



C2 communications
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HTTP statuses 422-429 (IETF 
RFC 7231, 6585, 4918) are the 
async commands from C2

HTTP status 402 “Payment 
required” runs handlers



HTTP statuses
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Encryption
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Some math inside

Part II: Visa application and rare HTTP statuses

Denis Legezo



To do or to use?
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It you decide to do
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In config: version, target ID, 
URL. Almost certainly 
constructed with builder

In bitmaps: C2 domain and 
last-stager network module

Key scheduling differs



Second way pros
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Knowledge separation

Real understanding

High re-usability

Pipe for dozens of samples



First way pros
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Speed for the first sample

May be you just don’t like to code

Far less error prone approach
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