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Agenda
- A quick look under the hood of serverless in AWS, Azure and GCP
- Dependency poisoning
- Denial of Wallet
- Secrets leak
- Over-permissive roles
- Dangling resources (aka shadow APIs)
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Monolithic architecture

Get confirmation of 
payment

Send e-mail to 
customer

Generate daily report

VS

• Refactor the website (maybe move to 
WordPress + PHP?)

• You don’t know how big traffic
you’ll have

• You have to pay for hosting 
(based on your assumptions of the
traffic)

• You have to maintain your server
(patch management, latency etc.)

Serverless architecture
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GET /rzepsky HTTP/1.1 event

event
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http://www.lambdashell.com/
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Demo
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Demo



www.securing.plMeet Bob

• Junior developer
• He needs to develop a few serverless functions, only for internal usage

My apps aren’t public, so
there is no need to put
them in security review

process
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Bob uses Serverless Framework



DEPENDENCY POISONING
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Bob’s 1st challenge:
Files uploaded to the particular S3 bucket should be automatically

renamed with some prefix
test-new.png

event

s3: {
s3SchemaVersion: '1.0',
configurationId: 'f67747b9-c02c-4e54-8e49-2dba5060d555',
bucket: {
name: 'serverless-security-demo',
ownerIdentity: [Object],
arn: 'arn:aws:s3:::serverless-security-demo'

},
object: {
key: 'test-new.png',
size: 20,
eTag: '3de8f8b0dc94b8c2230fab9ec0ba0506',
sequencer: '005E88ACC4D5810265'

}
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tu 
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tu 
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• You can limit the outgoing traffic by using a VPC-enabled Lambda in 
Private Subnet
• Outbound traffic can be controlled by Security Groups (default VPC SGs

allow all outbound traffic)
• If your Lambda need an access to any of your

resources, then use VPC endpoint policies
to control the access

Private subnet
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tu 

dependency poisoning in real life…
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In 2018 NPM EventStream package was found malicious…
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• test
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• test• The malicious code was decrypted only for the copay-dash package
- a popular Bitcoin platform which includes event-stream as a 
dependency

• The goal of the malicious script was to steal Bitcoin wallets
• It worked pretty well, but one method used by malicious package

became deprecated….

Full story:

https://bit.ly/2Ulmvmq

Added the malicious package: flatmap-stream@0.1.1
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Demo
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• Monitor dependencies (Snyk/Black Duck/OWASP Dependency-Track)
• Scan for known vulnerabilities (`$ npm audit fix`)
• For Python projects: pyup
• For .Net projects: dotnet-retire



DENIAL OF WALLET
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Bob’s 2nd challenge:
Only some extensions should be scanned
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• test
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Regular expression Denial of Service (ReDoS)
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Denial of Wallet

• Default timeout in Serverless Framework is 6 seconds and maximum 
timeout is 15 minutes
• Price for 100 ms (1024 MB memory allocated): $0.0000016667
• Sending 100 K requests, each billed for 900000ms: ~1500 USD

No big differences between



www.securing.plhttp://redos-checker.surge.sh



www.securing.plDefense

• Adjust Lambda concurrent execution limit and throttling
• Track anomalies in logs
• Set up a billing alarm



SECRETS LEAK
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Bob’s 3rd challenge:
The Lambda function should create a new entry in DynamoDB
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• test

Why you shouldn’t store secrets in environment variables
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• test
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• test

Example of default bucket policy created by Serverless Framework
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$ cat compiled-cloudformation-template.json

(...)
"Environment": {
"Variables": {
"HOST_DB": "1.2.3.4",
”DB_PORT": "3306",
"USER": "db_user",
"PASS": ” \(8cW:$W ",
"DB": "test_db"

}
(...)
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Defense

• Encrypt secrets, e.g. using KMS
• Store secrets in Secret Manager or SSM Parameter Store and easily

reference them:

• In Azure use Key Vault
• In GCP use Secret Manager

db_pass: ${ssm:/path/to/db_pass~true}
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In Azure, secrets can be 
accessed by anyone who
has access to:
- App Service
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In Azure, secrets can be 
accessed by anyone who
has access to:
- App Service
- KUDU 

https://[NAME_OF_YOUR_FUNC].scm.azurewebsites.net/api/settings
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In Azure secrets can be 
accessed by anyone who
has access to:
- App Service
- KUDU
- Storage Account
(because you can upload a
function which displays all
environment variables)
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Demo



OVER-PERMISSIVE ROLES
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Bob’s 4th challenge:
Create the PoC app where internal candidates can submit their CVs
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Demo
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Don’t use shared function IAM role
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Use per-function IAM role
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???

What if you can access resources only from the Lambda?

AC
CE
SS

DE
NI
ED
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Demo
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Defense

• Follow least privilege principle!
• Use per-function IAM role
• serverless-iam-roles-per-function (https://bit.ly/2MzjdYh)

• Harden your API Gateway
• Use API Gateway Request Validation
• serverless-reqvalidator-plugin (https://bit.ly/2Xqay0k)

https://bit.ly/2Xqay0k
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In GCP by default all Cloud Functions in a Google Cloud project
share the same runtime service account (with Editor role :0 ) –
create unique service account to each function

In Azure apply RBAC to assign limited permissions to resource
group. You can use Shared Access Signature tokens to get
limited access to other resources.



www.securing.plBut the reality…

Dude… it’s just for 
internal usage so I will

not bother with all
those additional steps!



DANGLING RESOURCES
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Source: https://i.imgur.com/Dz1WI.jpg
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• test

Remember, finding dangling HTTP-triggered FaaS
is as simple as enumerating subdomains!!!

https://[region]-[App Engine name].cloudfunctions.net/[function name]

https://[random].execute-api.[region].amazonaws.com/[API endpoint name]

http(s)://[App Service name].azurewebsites.net/api/[function name]
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• test

In Azure functions there are 2 ways of passing the API key
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• test
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• test

Regularly audit your cloud infrastructure
and

remove all not used resources!!! 
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• test
Gaining an access to the cloud is just a beginning…

https://bit.ly/30YhL8D
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Let’s stay in touch!!!

• Are you interested in taking a cloud security assessment?

• Would you like to send me some feedback regarding this presentation?
• Please contact me on pawel.rzepa@securing.pl
• or on Twitter: @Rzepsky
• or on LinkedIn: https://www.linkedin.com/in/pawel-rzepa-5326965b/

Thank you!!!

pawel.rzepa@securing.pl

mailto:pawel.rzepa@securing.pl
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