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Agenda

> Acquiring Infrastructure
> Acquiring Host 
> ISO 8583
> PoS Terminal Management System (TMS)
> Attacks on Acquiring Infrastructure
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Acquiring infrastructure
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Acquiring Host

> Integral part of any acquiring bank, main gateway for transactions
> Receives requests from point of sales (terminals or e-commerce)
> Processes requests and route through Payment System to Issuing Bank
> Sends response back to point of sales 
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Acquiring Host

There are a few transaction modes in EMV:
> Contact Chip (Plug your card in terminal)
> Contactless Chip (Over NFC)
> Contactless MagStripe/MSD (Magnetic stripe emulation over NFC)
> Legacy MagStripe (Swipe magnetic stripe)

Transaction types
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ISO 8583

> Common protocol for interbank communication
> Antique protocol family 
> 3 similar versions
> Dozens of slightly different dialects 
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ISO 8583
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ISO 8583

Real examples
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ISO 8583

Real examples
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ISO 8583
Response

● MTI: 210
● Response code: 00
● MAC
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ISO 8583 security

Integrity of ISO 8583 messages can be protected with MAC

Chip cards also protected with PKI and symmetric cryptography between card and 
Issuing Bank

MAC is the only protection for magstripe transactions
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ISO 8583 security

What if MAC verification is disabled?
> Attacker can send fake payment requests for MagStripe cards
> Attacker can send reversal (refund requests) 
   for Contactless Chip and 
   MagStripe
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ISO 8583 security

If (chip card isn’t operable)
{

use magstripe
}

Forbidden to proceed
by payment systems
but still exist
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ISO 8583 security

Forbidden by Payment Systems
 
Scammers can use skimmed magstripe data 
for fraud in case of enabled tech fallback 
or to bypass protected chip transactions
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Terminal Management System (TMS)
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TMS

> Managing dozens of PoS terminals
> Updating Software
> Updating Configuration
> Updating keys
> Collecting logs and telemetry data

PoS terminals
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TMS

> Allowed PANs and limits for them
> Allowed operating modes

…<a lot of useless stuff>...

> Technical Fallback options
> IP address of Acquiring Host
> MAC settings for ISO 8583
> Passwords for Service Mode
> PoS keys
> Terminal ID
> Physical location 

Configurations
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TMS

TPK — Terminal PIN encryption Key 
TAK — Terminal MAC calculating Key 
TDK — Terminal Data encryption Key 

TMK — Terminal Master Key 

Keys in config files are useless, they’re encrypted with TMK

In most cases you can do nothing without TMK.
TMK is places to PoS terminal at early stages.

PoS keys
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TMS

We explored 3 TMS protocols:

2 of them – custom file based protocols (FTP analog)
1 of them – HTTP based with API

All protocols support TLS, but…

Protocols
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TMS

Insecure transport channel:
> Custom protocols are used without TLS
> TLS with self-signed certificate
> TLS certificate isn’t verified at PoS 

Problem: 
Hard to implement TLS
everywhere

Lack of TLS?
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TMS

HTTP Service + Self Signed Certificate (not pinned)
OS: Windows

Typical WEB vulnerabilities:

> Directory Index
> SQL Injections
> RCE via SQL Injection
> File Read via SQL Injection

Vendor Alpha
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TMS

Directory Index allowed
us to download configs 
and .NET compiled 
binaries 

Vendor Alpha
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TMS

SQL Injection (Microsoft SQL Server)

Vendor Alpha
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TMS

Upgrading SQL Injection to File Read using some info from decompiled .NET binary

Vendor Alpha
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TMS

Upgrading SQL Injection to RCE using xp_cmdshell:

GET <..>/GetFile/010820181'and'1'='1'+EXEC+sp_configure+'show+advanced+options',1--
GET <..>/GetFile/010820181'and'1'='1'+RECONFIGURE--
GET <..>/GetFile/010820181'and'1'='1'+EXEC+sp_configure+'xp_cmdshell',1--
GET <..>/GetFile/010820181'and'1'='1'+RECONFIGURE--
GET <..>/GetFile/010820181'and'1'='1'+EXEC+xp_cmdshell+'ping+rce-test.******'--

Vendor Alpha

The weakest element of acquiring bank infrastructure

Gleb Cherbov, Ilia Bulatov



TMS

Using these vulnerabilities, we were able to:

1) Conduct a MiTM attack on PoS Terminal and modify configuration
2) Download files from TMS
3) Modify files on TMS, including config files for other PoS (SQL Server located 

on TMS)
4) Expand the attack on internal services 

Vendor Alpha
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TMS

Custom protocol (file based, FTP analog)
TLS disabled (but in general TLS is supported)
OS: Windows

Bugs found:
> File read (path traversal)
> File write (path traversal)
> Excess privileges (NT/Authority System) 

Vendor Bravo
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TMS

Initial requests: File is transferred by filename:

Vendor Bravo
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TMS

Reverse engineering the protocol

> Packet Length
> TLV Structure (Tag-Length-Value)
> TLV #1 - Packet Type 
> TLV #2 - Filename

Vendor Bravo
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TMS

Some of TLV tags:

0x02 – Chunk part 
0x19 – Request type (TLV #1)
0x3c – Filename 
0x3f – Terminal ID
0x44 – File length 
0x45 – File MD5 value
0x3d – Session for file transfer

Vendor Bravo
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TMS

We discovered a few types of packets for TLV #1
Some of them:

31 – Init session request
35 – Init file transferring 
36 – File MD5 hash request (for file read)
37 – File Data (for file write)
38 – Request file read
39 – Request file write

Vendor Bravo
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TMS

How it works?

Vendor Bravo
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TMS

How it looks on TMS Server (Directory structure)

Every terminal has its own directory (100001,...)

Directory name with Terminal ID 

OS: Windows 

Vendor Bravo
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TMS

So, we can control filename for both reading and writing.

Try Path Traversal where filename is controlled.

..\..\..\..\..\..\..\..\Windows\win.ini
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Path Traversal Reading
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Path Traversal Writing
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We discovered TMS service was launched with NT/Authority System.

So, using these vulnerabilities, we were able to:

1) Conduct a MiTM attack on PoS Terminal and modify configuration
2) Download any files from TMS server
3) Write any files on TMS server
4) Achieve RCE using DLL Hijacking or rewriting service files
5) Expand the attack on internal services 
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TMS

Similar to Vendor Bravo:

Custom protocol (file based, FTP analog)
TLS disabled (but in general TLS is supported)
OS: Windows

Bugs found:
> File read (path traversal)
> File write (path traversal)
> Excess privileges (NT/Authority System) 

Vendor Charlie
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Vendor Charlie protocol:
> 4-byte Header
> Base64 data
> Looks like HTTP
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Reverse engineering the protocol

> Base64 Request
> 3-byte Tag (Type)
> 10-bit Length
> HTTP-like 
> filename in params
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Some Tags (packet types):

0x08 – Default type (OK)
0x09 – End session 
0x0A – Start session
0x0C – File chunk
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Some Methods:

HEAD <filename>  – get file info – length and SHA1
GET <filename>  – download file 
POST <filename>  – upload file 
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How does it work?
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Similar directory structure

Directories with Terminal ID

OS: Windows 
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So, we can control filename for both reading and writing again.

We explored two versions of the protocol and both of them were vulnerable:

GET ?file=/Windows/win.ini (with leading slash /)

GET ?file=../../../../../../../../../../../Windows/win.ini
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Reading win.ini
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During the research, we discovered an Admin Panel (written in PHP) 

We overwrote some PHP files and achieved RCE
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We discovered TMS service was launched with NT/Authority System.

So, using these vulnerabilities, we were able to:

1) Conduct a MiTM attack on PoS Terminal and modify configuration
2) Download any files from TMS server
3) Write any files on TMS server
4) Achieve RCE using DLL Hijacking or rewriting PHP files
5) Expand the attack on internal services 
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In both Vendor Bravo and Vendor Charlie, TMS requires a terminal ID

How to leak terminal ID?

> Get it from real a receipt from a real PoS Terminal
> Google the photo of the real receipt
> Brute it!
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It’s hard to find the IP address of TMS, but:

> Scan the AS network, pay attention to non-standard TCP ports

> Use google dorks to find merchant’s PDF/DOCX instructions for configuring PoS  
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Attack #1

> TMS servers are often located in a sensitive network segment.
> There are many connections with other Acquiring Systems
> TMS can include Admin panel with AD login 
> TMS are often deployed on Windows included in AD domain

TMS could become an entry point into Acquiring bank internal network

Attack on internal bank services
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Attack #2

For a successful attack, we need:
> Terminal ID 
> Physical location of PoS terminal
> Ability to modify configuration for PoS Terminal (Hacking TMS or MiTM PoS)

Transaction Forgering

The weakest element of acquiring bank infrastructure

Gleb Cherbov, Ilia Bulatov



STEP 1 
> Take control over a TMS server
> Modify PoS configuration:

– Change Acquiring Host IP to
   controlled server
– Enable Technical Fallback
   / MagStripe / Contactless 
– Disable MAC verification 
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Another STEP 1 
> MiTM PoS over WiFi if possible
> Intercept and modify PoS configuration:

– Change Acquiring Host IP to
   controlled server
– Enable Technical Fallback
   / MagStripe / Contactless 
– Disable MAC verification 
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STEP 2 
> Deploy your own Acquiring Host emulator(~22 Python LoC) 
> Proxy connections from PoS to real Acquiring Host
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STEP 3 – Go shopping!
> Force Technical Fallback / MagStripe / Contactless MChip
> Send fake approve for transaction with your PAN
> Shopping on pwned PoS!
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Future Attacks

Remember a few transaction modes in EMV?
> Contact Chip (Plug your card in terminal)
> Contactless Chip (Over NFC)
> Contactless MagStripe/MSD (Magnetic stripe emulation over NFC)
> Legacy MagStripe (Swipe magnetic stripe)

Why not Contact Chip?
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Future Attacks

There are a few modes of transactions in EMV
> Contact Chip (Card verifies response from bank ARQC/ARPC)
> Contactless Chip (Response can be forged)
> Contactless MagStripe/MSD (Response can be forged)
> Legacy MagStripe (Response can be forged)

Why not Contact Chip?
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Future Attacks

Short brief of Contact MChip 
> Card is authenticated by PoS using
   certificates with PKI 
   (Card -> Bank -> Payment System)
> During an online transaction, a card
   generates cryptogram (ARQC)
> Issuing bank generates a response 
   cryptogram (ARPC)
> Bank and Card authenticate 
   each other
> Contactless Chip has simplified flow

Why not Contact Chip?
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Future Attacks

There is a special field in the ISO 8583 protocol for ARQC/ARPC

You can’t forge response with ARPC so you can’t send approve for Chip transaction 
but...

Why not Contact Chip?
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Future Attacks

Overall security is based on PKI and CA certificate from Payment System. 
PoS authenticates card by its certificate signed by bank certificate signed by 
Payment System.

So what if we can replace CA
in the PoS configuration?

Attacking contact Chip
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Future Attacks

So, here is the plan:

> Create your own CA and modify CA in the PoS config
> Craft a special card using a certificate signed by your CA
> Shopping!

As you can see, now we can forge any type of transactions

Attacking contact Chip
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Future Attacks

The possibility to modify PoS config is a critical vulnerability. In addition to the  
described cases, you can modify:
> Limits
> CVM list (Disable PIN verification)
> Enable Offline transactions 

Control over PoS config allows you to make any transaction and approve it by 
yourself!

Other
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Conclusions 

Security of Acquiring infrastructure is extremely neglected during penetration testing 
because there is no public information regarding the security of these systems.

During a security audit, we discovered critical vulnerabilities and a misconfiguration, 
which may lead to compromise of the Acquiring Banks.

All this vulnerabilities can be exploited remotely! You just need to put your card into 
pwned PoS terminal!
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