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The Sound of a Targeted Attack
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Internet Connected Speakers
• Major Brands Sonos® and Bose®
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Identification
• Full Port Scan of Sonos® PLAY:1
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Identification
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Identification
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Debugging Tools
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Debugging Tools
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Sonos® in Shodan
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Sonos® in Shodan
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Bose® in Shodan
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Information Leakage
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Information Leakage
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Information Leakage
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Information Leakage
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Information Leakage
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Playing Your Own Songs
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Playing Your Own Songs
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Playing Your Own Songs
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Playing Your Own Songs
• Bose® also allows you to play URLs 
– Python libsoundtouch: 
# Play URL 
device.play_url('http://fqdn/file.mp3')
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Abusing the API 
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Abusing the API 
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Abusing the API 
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Abusing the API 
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Hardware
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Hardware
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Hardware
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Hardware
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Hardware
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Hardware
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Hardware
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Hardware
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After Reporting 
• Sonos® has fixed numerous issues 
– Major issues fixed is the status page has less 

information leakage 
– DoS Attack has been resolved
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After Reporting 
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After Reporting 
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Updates: 

April 9th 2018 
• 5,160 Sonos Devices Exposed 

• 1,485 Bose SoundTouch Devices Exposed 
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The Sound of a Targeted Attack
• Questions

• @sjhilt


