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TUE SEEARERG  (O)media

Piergiovanni Cipolloni

Security Advisor
@Mediaservice.net S.r.l.
(piergiovanni.cipolloni@mediaservice.net)

« ~20 yearsin Penetration Testing
» Security researcher
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IHERS PEAKER'S

Federico Dotta

Security Advisor
@Mediaservice.net S.r.L
(federico.dotta@mediaservice.net)

« OSCP, CREST PEN, CSSLP

« 8+ yearsin Penetration Testing

 Focused on application security

 Developer of sec tools:
https://github.com/federicodotta

 Trainer
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WEB N0 BIECES
ARPEICATRION ARPEICATRION

- Fixed client (web browser)  * Custom compiled client

« Logic is usually mainly on * Logic is usually divided

the backend components petween client and
nackend

» Client-side application

code is usually coded with Client-side application

code can be interpreted or

interpreted languages compiled
* Provisioned directly from * Provisioned from a trusted
the application server third party
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AOBICEVAPPLEICAGIIONS:

It’s almost impossible to properly test a complex mobile
application without skills in:

* Reversing (compiled Java/C code for Android,Objective-
C/Swift code for iOS applications)

* Instrumentation and debugging

* Development of custom plugins for your favorite HTTP
Proxy (Burp Suite, OWASP ZAP)
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COMNANONES GE

RIO

Reguest

_[ IlawT Params T Headers T Hex 1

Response

_[ HaWT Headers T Hex 1

POST

HTTE,/Ll.1 200 OK

i : F

Iocept-Language: n . Server: Apache-Coyvote/l.l

Contaent-Type: application/x-www—-form-orlancodead Content-Typa: texti/plainicharset=US-RSCIT

Content-Langth: &9 Content-Leangth: 128

Homt: S R e )

Cconnection: cloBea -_ ___1"’".‘.'-‘-' +-i__r":-' IR
Connection: cloae

quary=0105bT9f12633a1fl21labd lab2df19de3ff0010 ey Ied3Fyd FUle3¥pbd i0n s idmwyre

21lvbiISTI JEuMydwInld OL17f£68f126T31T121bbd 1a92d £ 15de30£00004 ey JedGFYdFH1lc 3Hpb2d ionaitTI 5 HRwSE
VEIJoliYmEd WG XETY LW Jd kMU 0 2ExN= L IMT Uy HTe xMGR1MmO L f X0=

@0 Converted text

ERDOTTAVN N PECIPOLL O NS}

[ Copy to clipboard J

b

0 matches

.
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PORMISIWIGGER SO l

» Suite of tools that helps penetration testers during assessments

* |t contains a lot of powerful tools: H

P Proxy, Intruder (fuzzer),

a great automatic Scanner and a Repeater tool

* Furthermore, it offers a server very useful to test external
service interactions (Collaborator) and a excellent session

manager

|t exports APIs to extend its functionalities, and consequently a
huge number of plugins have been released by various
developers to aid pentesters in almost any situation

* It is de-facto standard for web application security testing.
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\ Cross-platform reversing with Frida

What is Frida?
* Dynamic instrumentation toolkit
* Debug live processes
* Scriptable

* Execute your own debug scripts

inside another process

*  Multi-platform

* Windows, Mac, Linux, iOS, Android, QNX
* QOpen Source

From ZERO NIGHTS - http://2015.zeronights.org/assets/files/23-Ravnas.pdf
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3EEOR

! Bytecode Viewer 2.9.11 - https://bytecodeviewer.com | https://the.bytecode.club - @Konloch

File View Settings Plugins

Files

[=1='| FileDecrypter.class
FileDecrypter.class

Quick fi

[ et

search (no fil

Search

Search from | All_Classes
LbC

Search String:

[ exact

Search

# Root

Work Space

rFI‘EDECWPt‘EhC'ESE x

£ £

}
13 {

1
LS {

1
1 |

L {

1
Le {

}
L4 {

Bytecode Decompiler - Editable: false

public static decrypt(byte[] arg0, byte[] argl, byte[] arg2) { //([B[B[B)[B
<localVar:index=0 , name=toDecrypt , desc=[B, sig=null, start=Ll, end=L2>
<localVar:index=1 , name=key , desc=[B, sig=null, start=Ll, end=L2>
<localVar:index=2 , name-initializationVector , desc=[B, sig-null, start=L1, end=L2>
<localVar:index=3 , name=c , desc=Ljavax/crypto/Cipher;, sig=null, start=L3, end=L4>
<localVar:index=4 , name=iv , desc=Ljavax/crypto/spec/IvParameterSpec:, sig=null, start=L5, end=Ld>
<localVar:index=5 , name=result , desc=[B, si
<localVar:index=3 , name-e , desc=Ljava/lang/

TryCatch: Ll to L8 handled by Ld: java/lang/E
Ll {

ull, start=L§, end=Ld>
;, sig=null, start=L7, end=L2>

1dc "RES/CBC/PKCS5Padding” (java.lang. g
invokestatic javax/crypto/Cipher.getInstance (Liava/lang/

Ljavax/crypto/Cipher;
astore3

new javax/crypto/spec/IvParameterSpec

dup

aload2

invokespecial javax/crypto/spec/IvParameterSpec.<init>([B)V
astorsd

aload3

iconst_2

new javax/crypto/spec/SecretKeySpec
dup

aloadl // I
ldc "AES" (java.lang
invokespecial javax/crypto/spec/SecretKeySpec.<init>([BLiava/lang
aloadd

invokevirtual javax/crypto/Cipher.init{ILjava/security/Key;Ljava/security/spec/AlgorithmParanstd

aload3

aloadd // x o argd

invokevirtual javax/crypto/Cipher.doFinal([B)[B
astore5

aloads

areturn

Refrd

ENDOITRTAV-N NP RCIPOLLCONISSN ]

Qo

el {(b

ac originalkey;

ider{

originalKey ) (bKey, "AES/CBC

bKey. Lengthl;

r myCypherIn - Cipher CTR/MoPadding", "BC");
myCypherIn. init{Ci » originalkey, iwspec);
Cipher Init")

String decryptText
System.out.printin{"Len:

ption exl)

ystem. out.pr
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JECRYPH{IONERERIDANEXRAYMPLEE

var encryptionClass - Java.use("a.b.b™);

encryptionClass.decryptMethod.overload(”java.lang.String™).implementation = function(cypherText) {

-

var plainText this.decryptMethod.overload("java.lang.String").call(this,cypherText);
console.log(plainText);

plainText;
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BUTRS O/ EYHIZA ESEISENO Ty

NOUGHp

» Let’s take as an example a mobile application that
uses symmetric crypto with random keys in addition to TLS to

encrypt the POST bodies of all requests

 These random keys could be generated from a secret stored
inside mobile device’s protected areas (Secure Enclave)

» Also, supposing we know the secrets and all the details
regarding the employed encryption algorithm, a complex Burp
Suite plugin would be necessary to decrypt incoming requests

and encrypt outgoing ones

EADOIRTAV NN PAECIPOL L QNIS=N:! F WHEN BURP" SUNTET MEETS: FRIDA
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r

WHYX DONT WE LET THE MOBILE
APP DO THE DIRT Y WORK FOR
Us?
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BMEAIDA
)

* |t acts as a bridge between Burp Suite and Frida

» Allows to call mobile application’s functions directly from
Burp Suite using Frida

* [t is possible to code simple Burp Suite plugins that call
mobile application’s functions in order to execute complex
tasks (for example encryption, hashing, signing, encoding)
without having to fully understand how these complex
tasks are accomplished and without having to reimplement

them in our plugin
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HOWADO ESERRIDARW.O RKS

| !

| ' '

| | '
. o =
' Burp Suite Pyro4 | ~ Frida 5
I I | I
i Brida i i i
| (Brida.jar) | | i
| =) Pyr.34SSer\{er '“' Frida server i
i oo — (b:; aService I_' (scriptjs) i
| plugin with yro.py) | i |
| Brida stub i | i
| (optional) i i i
| i i |
I I | I
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HOWADOE'S; WO RK

* Thanks to the «rpc» object of Frida it is possible to expose
RPC-style functions

* From Burp Suite we call a Pyro function that acts as a
oridge

* Pyro calls the selected Frida exported function and returns
the result back to Burp Suite
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QAT

* Dedicated tab to call Frida
exported functions and
methods

e Context menu entries that
call Frida exported
functions

* Dedicated tab that
generates code stubs for
custom plugins
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BRIDAWOAMRNEXECUNEWMEHHOD

[ Stub generator I Execute method ] ‘ Kill application
‘ {"username":"test" "password":"testPassword") _ Java Stub
Python Stub
_ | Remove | ~ Save seftingstofile |
Argumentist Modify Load settings from file

rpc.exports {

encryptbody: function(body) {
var res = 0ObjC.classes.SampleClass.generatePostBody(body);
res.toString();
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Request

Raw | Hex

POST /login HTTR/1.1
Host: www.test.com

parameters=djshfjdsvexuchvijsdbfvibifndakfdsht
kdnfinjvxenjkansdjksnexjndjskjendjshfjdsvexuc
Jsfijdanijfndsincixkniskdnfinjvxenikansdjksncxj
Jbjfndakfdshfcixnnvdfjsfjdanjfndsincixkniskdn
dijshfjdsvexuchvisdbfvibjtndakfdshfejxnnvdfjst
Jkansdjksncxjndiskjon%3ds3d

Send to Spider

Do an active scan
Send to Intruder
Send to Repeater
Send to Sequence
Send to Comparer
Send to Decoder
Request in browse
Insert collaborator
Insert collaborator i

Brida Custom 2

var res

message]) ;

Request

Raw | Hex

POST /login HTTE/1.1
Host: www.test.com

parameters={ "usernames"

:"test", "password":

Send to Spider

Do an active scan
Send to Intruder
Send to Repeater
Send to Sequencer
Send to Comparer
Send to Decoder
Request in browser
Insert collaborator g

var res jC.classes.SampleClass.getClearTextMessage(message);

Y & Insert collaborator i
res.toString();

Brida Custom 1

ENDOITRTAV-N NP RCIPOLLCONISSN ] :
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OATRLIE S U BRGENERATRIOR

j Stub generator I Execute method } l Kill application J
import net.razorvine.pyro.”
String pyroUrl = "PYRO:BridaServicePyro@localhost:9999",
try {
PyroProxy pp = new PyroProxy(new PyroURI(pyraUrl)); . ]
String ret = (String)pp.call(“callexportfunction”."METHOD_NAME" new String[{"METHOD |_Save seftings fofile J
ARG _1""METHOD_ ARG 2" _}); [ Load settings from file J
pp.close(); '
} catch(IOException e) { | ExecuteMethod |
I EXCEPTION HANDLING
I
[ stub generator | Execute method | | Killapplication J
import Pyro4 | | Reload JS |
uri = 'PYRO:BridaServicePyro@localhost: 9999
pp = Pyro4 Praxy(uri)
args =] -
args.append("METHOD_ARG_1") Save sefiingstofile |
args.append("METHOD_ARG_2") | Load seftings from file |
args.append("..."} 1
ret = pp.callexportfunction( METHOD_NAME' args) { Execute Method J
pp._pyroRelease()
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* Integratec

* Integratec

(,23

* Dedicatec

target binary

» Graphical hooking of
functions for inspection

» Graphical hooking of
functions for replacement

JS editor
Frida console

tab to analyze
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RIDAYORRIENSAEDIROR

Configurations | JS EcbtulT Analyze binary I Generate stubs I Execute method T Trap methods 1

1 ‘use strict’;

3 var destMNum;

4

5 4/ 1-FRIDA EXPORTS

Le

7 rpc.exports = {

g & Function executed when executed Brida contfextual menu option 1. It transforms a string in lower case.
10 & Input: input string ENCODED IN ASCIl HEX
11 & Output: lowercase sfring ENCODED IN ASCII HEX
12 contextcustom?: function(message) {

13 var a1 = ObjC.classes NSString.stringWithString_(hexToString(message));
14 var a2 = al.lowercaseString();

15 return stringToHex(a2 toString());

16 }

17

8 & Function executed when executed Brida contextual menu option 2. It encodes input in Basebd.
14 A Input: input data ENCODED IN ASCI HEX
20 & Output: output Basebd sting ENCODED IN ASCII HEX
21 contextcustom?2: function{message) {

22 var inputByte = hexToBytes(message);

23 var ptrMessage = Memaory.alloc(inputByte_length);

24 Memory writeByteArray(ptrMessage,inputByte);

25 var objMessage = ObjC.classes.NSData.alloc().initWithBytes_length_(ptrMessage.inputByte length);
26 var encodedMessage = objMessage baseb4EncodedString();

27 return stringToHex(encodedMessage toString());

28}

30 # Function executed when executed Brida contextual menu option 3. It transforms a string in upper case.

1 lrympod- jrvrpot efrimes ERCONET W A ST HIE Y

Server stopped
App stopped

Start server

Kill server

Spawn application

Kill application

Clear console

Load JS file

| J
1 J
| J
| J
L Reload JS J
{ J
1 J
l J

Save J5 file

ERDOTTAVN N PECIPOLL O NS}
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BRIDAYOM RAERIDAYCONSOL

Target | Proxy | Spider | Scanner | Intmider | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options | Alerts | Logger++ | Brida

_[ CnrigllaﬂnnsT JS Editor T Analyze binary T Generate stubs T Execute method T Trap methods }

Server status:

Application status: spawnec

Python binary path: | C:\pythen27\python Select file

Pyro host: localhost

Pyro port: | 9999

Frida JS file path: | o:\Materiale\Brida\DemoPresentazione'\Ricerca\scriptBridaRicerca js Select file

Application ID: | org_hitb BridaDemo
® Frida Remote () Frida Local

Start server
Kill server

Spawn application

*#% entered +[Encryption encryptRequest:] Kill application

Caller: 0x1000fc€40 Hello Fede! TOl0Hello Fedel8EncryptionRequestsC20sendEncryptedMessageySSTmessage tF Reload JS

Parameters: Clear console

NSTaggedPointerString) encryptRequest: phone —
! og 9 YPERSA B Save settings to file

##% exiting +[Encryption encryptRequest:] O S ———
Load settings from file

Return value:
(_ N5CFString) recval: FDhJR/MEDSGCEC+e0D+TEg==
#%% entered +[Encryption decryptResponse:]
Caller: 0x1000f2368 Hello Fede! TOl0OHello_Fede2lEncryptViewControllerClSonResponseReceivedy550%encryptedGO_tF
Paramsters:
(__NSCFString) decryptResponse: bsS1DnYeSlgPCWLSWv/MILMdHraSAvEXyOzEnUxXM34=
Backtrace:
0x1000£2368 Hello Fede! TO0l0OHello_Fede2lEncryptViewControllerClSonResponseReceivedy550%encryprtedGOi_tF
0x1000£d€k0 Hello Fede! TO010Hello_FedelSEncryptionRequestsC20sendEncryptedMessageyS5Tmessags_tFylOFoundationdDataVig_SollURLResponseCSgsSError_pSgtcfU_yycfl
0x1000£012c Hello Fede! TO0Ix_IyB_TR

0x183635200 libdispatch.dylib!_dispatch_call_bklock_and_release
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ORORWANADKS IS ITAB'

» Objective-C classes and methods graphical tree (iOS only)
» Java classes and methods graphical tree (Android only)

 Library imports and exports on all Frida supported
platforms!

» «Search» functionality on Objective-C and library imports
and exports (Java not supported due to Frida’s current
limitation on the «API Resolver» component)
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ORORWANADKS IS ITAB'

{Conﬁguratiuns T JS Editor T Analyze tlllﬂ]I'T Generate stubs T Execute method T Trap methods ]

v (& Binary
v (& Objective-C
| [ _ CFNotification
-[__CFMNuotification copyWithZone:]
-[__CFMotification dealloc]

-[_ CFNotification hash]
-__CFNotification initWithName:object-userinfo-foundation:] [ Configurations T JS Editor TAndyze binary T Generate stubs I Execute method I Trap methods ]
-[__CFNotification isEqual:]
-[__CFMuotification name] - ﬁ Binary
-[__CFMotification object] -
[ 2 -
-[__ CFMatification userlnfo] ﬁ Ghjectwe c
v [ _ IncompleteProtocol v E Modules
+[__IncompleteProtocol load] » [B§ Accelerate
v [@ __NSArray0 | (&5 Activator.dylib
+__NSArrayD _alloc) > @ Imports
S ar MSAroul ollneWithTana-]
v (& Exports

function: _LAStatusBarTouchBegan
function: _LAStatusBarTouchCancelled
function: _LAStatusBarTouchEnded
function: _LAStatusBarTouchMoved
variable: L AlistenerBundles

| | variable: LAl istenerDictionaries
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RIDAWOR RANALXS IS RTAB R,

Search: decrypt| { Search J

#&&x% Resgsult of the search of decrvypt

OBJC: +[Encryption decryptResponse:]

OBJC: +[FWEncryptorAES decrypt:Eev:IV:]

OBJC: +[FWEncryptorAES decryvptFromBaseed:Keyv:IV:]

OBJC: +[FWEncryptorAES decryptStrFromBasced:Key:IV:]

CBJC: -[Hello Fede.EncryptViewController decryptButton]

OBJC: -[Hello Fede.EncryptViewController decryptedReceivedd| Search: [decrypﬂ ] { Search J

CBJC: -[Hello Fede.EncryptViewController decryptMessage:]
IMPCRT: Jusr/lib/system/libcorecrypto.dylib!ccpad xts decrypt

OBJC: -[NSData decryptedhESZoeDatalUsingEey:error:]
IMPCRT: /fusr/lib/system/libcorecrypto.dylib!ccrc2 chc decrypt_mode

OBJC: -[NSData decryptedCASTDataUsingKev:error:]
IMPCRT: /usr/lib/system/libcorecrypto.dylibl!ccrc2_cfbg decrypt_mode

OBJC: -[NSData decryptedDatalUsinghlgorithm:keyv:error:] . } .
IMPCRT: /usr/lib/system/libcorecrypto.dylibl!ccrc2 cfb decrypt mode

CBRJC: -[MSData decrvotedbDatalsingdloorithmikeviinicializati

IMPCRT: Jusr/lib/system/libcorecrypto.dylibl!ccrc2 ech decrypt_mode

IMPCRT: /fusr/lib/system/libcorecrypto.dylib!ccrsa_decrypt_eme pkcslvls
IMPCRT: /usr/lib/system/libcorecrypto.dylibl!ccrsa_decrypt_oaep

EXPCRT: /usr/lib/libcoretls.dylib!tls record decrypt

EXPCRT: fusr/lib/libcoretls.dylib!tls_record decrypted size

EXPCRT: Susr/lib/libSystem.B.dylib!ccass_chc_decrypt_mode

EXPORT: /usr/lib/libSystem.B.dylib!ccaes_ccm_decrypt_mode

EY¥DNALRT: fomerfl1ikh{ilibhSuetam B Aulibhlecace ~FRE Adocrimt mods
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OMRERGRAPHICALEINS BEGRHION

* By right-clicking on a method (Objective-C or Java) or an
exported function it is possible to «inspect» that method/
function

* From the click onwards, every time that the inspected function
is executed in the binary, input parameters and return value will
be printed out in the integrated output console

* |t is also possible to inspect an entire Objective-C or Java class
(all the contained methods will be hooked)

* «Print Backtrace» option is also available
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LI UTTIE AT

EAGLSharegroup
EmuojiSectionHeaderLayoutinvalidationContext
v (& Encryption

+[Encryption decryptResponse:]

+[Encryption encryptRequest:]
FBSApplicationDataStore Inspect with backtrace!
FBSApplicationDataStoreClientFaq Change return value >
FBSApplicationDataStoreMonitor
FBESApplicationDataStoreRepositoryClient
FBESApplicationTerminationAssertion
FBSApplicationTerminationAssertionClient
FBSBasicSceneAgent
FBSBasicSceneClientAgent Pyro server started correctly

Application org.hitb.BridaDemo spawned correctly

Search:
Platform: i0S

¥*% Tracing +[Encryption encryptRegquest:]

¥%% Tracing +[Encryption decryptResponse:]

kxdk entered +[Encryption encryptBRequest:]

Caller: 0Oxl1l000fc&40 Hello Fede! TOl0Hello FedelSEncryptionRequestsCZOsendEncryptedMessageySSTmessage LF
Parameters:

[N5TaggedPointerString) encryptBRequest: phone
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.23 = VALUE

* By right-clicking on a method Objective-C or Java) or an
exported function it is also possible to change the return
value of that method/ function

* Integer, String, Boolean and pointer are the supported
return types, at the moment

* This functionality can be very useful to quickly bypass
some security features (like «SSL pinning» or
«Jailbreak/Root check»)
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ORBBCHANGERREIIURNRVALUE!

EmojiSectionHeaderLayoutinvalidationContext
¥ & Encryption

+[Encryption decryptResponse:]

+[Encryption encryptRequest] | Inspect!
FBSApplicationDataStore Inspect with backtrace!
FBSApplicationDataStoreClientFact
FBSApplicationDataStoreMonitor
FBSApplicationDataStoreRepositoryClient
FBSApplicationTerminationAssertion
FBSApplicationTerminationAssertionClient
FBSBasicScenefgent
FBSBasicSceneClientAgent
FBSBasicSceneHostAgent

FBSCAContextScenel ayer Pyro server started correctly
FBSDataResetRequest

S o e Tl s TP Y

boolean

Application org.hitb.BridaDemo spawned correctly

Search: I

Platform: i0OS

*%#% Replacing return value of +[Encryption decryptResponse:] with New return wvalue
#%% 4 [Encryption decryptResponse:] EReplacing phone (price: 123)

with New return wvalue
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MHANDLEERCOMPL
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HANDEIN GRCO/MPEEX RS NHUATHION S

« An application that encrypts the body of all requests and
responses with a custom and heavily-obfuscated algorithm

« An application that signs the body of all requests

 An application that periodically executes a challenge-
response routine with the backend, computing the
response based on complex and heavily-obfuscated logic
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COMPLEEXIHIESAWIITIHOUTEBRIDA

» Testing applications that employ complex security features
as the ones described in the previous slide is a mess!

* The job usually requires:

* A lot of reversing to understand encryption and other security
features (often heavily obfuscated!)

* A lot of coding, in order to re-implement those features in a Burp
Suite plugin

» .. because if we don’t implement a plugin for our favorite HTTP
proxy we are not able to thoroughly pentest the backend!
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COMPLEXNHIESAWIITIHEB RIDA

« Handling these situations with Brida is simpler and faster:

* The reversing job is aimed only at finding functions used by the
application to implement security features without the need to
understand how these features are implemented nor how they work!

 We will still need to code a Burp Suite plugin, but a very simple one
with few lines of code which only calls the mobile functions instead of
having to re-implement them, thanks to Brida and Frida!

« We add an exported function to Frida JS that calls the mobile
functions we need, and we call that exported function from our
plugin
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DEAOFAPPLICATHION

 Three different use cases

 Each use case is a simplification of a real situation we faced
during penetration tests conducted on mobile applications

e |n all those situations Brida was almost essential
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US EQCA'S EQT*
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US EYCAS EQT

BAEHAIDA
=

 We have a simple iOS app
that provides a search
functionality

Search

 If we click on the «Search»
button, the results are

Phone (price: 129 printed below the search

form

Results

cccccc
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US EQCA'S EQT

Ex(«apple») Ex(«apple»)

e )

Ex(«Red apple») Ex(«Red apple»)

NQO INSPECTION - NO TAMPERING

Response

Request: Ex(«apple»)
Response: Ex(«Red apple»)
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US EYCA'S ERTRBINS BECIRHION

HBF“D

\I

,W

E|<(«apple»)

E|<(«apple»)

Ex(«Red apple»)

Ex(«Red apple»)

Ex(«apple»)) Request: «apple»

Response: «Red apple»

INSPECTION
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USE IR DAYMBERING

BEH DA « EEIs
,W N

Ex(«apple»)

=)

Ex(«Lemon Sicily»)

Ex(«lemon»)

=)

Ex(«Lemon Sicily»)

encrypt(
Ex(«lemon»))

Old request: «apple»
New request: «lemon»

TAMPERING
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USEQRCA'S ERD
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US EQCA'S E@2!

..... = 09:41 o 4

— BEHAIDA . .

: |  We have a simple iOS app
with two buttons:
«Register» and «Make
request»

Register

Registration was successful.

Make request

* Once registered, by clicking
on the «Make request»
button it is possible to get a
Super Mario quote!

Here we go!
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US ENCA'S E2WAREGISIHRAGION

deviceld
l.

deviceld .
—
—
T
N
=
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US EQCA'S ERIRINMNAKESR EQUES;Ty
EIRSTETORREQUESTrS AN

deviceld deviceld

l.
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U S EQCA'S ERIRINMNAKEWR EQUEST)
BREQUES TN

\“‘\
.
iy
—
T
_
-

Challenge

Response
.
Quote

ERDOTTAVN N PECIPOLL O NS}

Challenge

F WHEN BURP" SUNTET MEETS: FRIDA
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USERCAS ERIWIRS CANNER!

Request 1

Quote 1

Request ...
Quote ...

Request 10
Quote 10

Request 11

Challenge

Request 12

Challenge

Request 13
Challenge

NG SCANNER - NO INTRUDER
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USERCAS ERIWIRS CANNER!

RS DA ~CID

Request 10
Quote 10
Request 11

Challenge

Response

Quote 11

Request 12

getResponse(
Challenge)

QK SCANNER - OK INTRUDER
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US EQCA'S ER3
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US EQCA'S ER3

----- = 09:41 7 4

BBEAIDA
=

 We have a simple iOS app
with a login form

Username

* The application returns
«User logged in» if the
correct username and
password are inserted,
«Wrong
username/password»
otherwise

Login
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US EQCA'S ER3

admin/Ex(«password») admin/Ek(«password»)

) )

«User logged in» «User logged in»

Response

o /B

Request: admin/Ek(«password»)
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USERCASERRNINTRUDER!

qwertee

password

1234567

0000000

1111111

4=

NG SCANNER - NO INTRUDER
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USE SIEEINITRUDER

BEAIDA «EXB

Ex(gwerty)
Login failed
Ex(password)

Hello admin!

E«(1234567)

Login failed

encryptPassword E«(0000000)

(«qwerty»)

Login failed

OK SCANNER - OK INTRUDER
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EINKS}!

 Brida repo: https://github.com/federicodotta/Brida

* Brida releases: https://github.com/federicodotta/Brida/releases

« Burp Suite: https://portswigger.net/burp

 Frida: https://www.frida.re/

* Article that describes Brida (O.1):
https://techblog.mediaservice.net/2017/07/brida-advanced-
mobile-application-penetration-testing-with-frida/
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ANX
QUESTION?

EEEL T.O CONTACT U S ATT:
EEDERICO/DOTITAQMEDIASERVICE NET;
PIERGIOVANNI'CIPOLLONIQMEDIASERVICE'NET:
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LMAGE LIST (ALL LICENSED UNDER CC 4.0)

HTTP://PNGIMG.COM/DOWNLOAD/305877
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HTTP://PNGIMG.COM/DOWNLOGAD/30539
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