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Hiding Tasks?

- Rootkits

- Malwares

- Task Switching Method
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■ Used until Windows 3.1
(~1993)

■ Uses structures defined by
CPU Manufacturer

■ Access to CPU directly

<Hardware vs Software>

하드웨어가
os

H/W
Task Switching

S/W
Task Switching

■ Used from Windows NT
(1994~)

■ Uses structures defined by OS

■ Access CPU through OS 
Scheduler
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Intel
CPU

<OS Scheduler>

TASK 1

Load TASK 2

TASK 3

MY_TASK

JMP/CALL

S/W Task Switching

H/W Task Switching
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단계 대상 내용 9월 10월 11월 12월

학습 단계 Simple OS

OS 이해

TASK 제작

적용 단계

리눅스

환경구축

TASK 제작

윈도우

환경구축

TASK제작

공격 시도

보안 단계 윈도우 은닉 탐지 연구

2. Explanation
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H/W Task Switching?

TSS 
DESCRIPTOR_1

TSS
DESCRIPTOR_2

<Global Descriptor Table>

JMP / CALL

<Trigger> <Operate CPU>

INTEL
CPU

ESP0
SS0
ESP1
CR3
EAX
CS
SS
…….

<Call TSS>

■ Task State Segment
■ Defined by CPU manufacturer
■ Saves states of Task
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<Operate CPU><Operate CPU>

INTEL
CPU
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H/W Task Switching
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<Operate CPU>
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GDT INDEX Descriptor Name & State

0x28 32-bit TSS (Busy)

0x50 32-bit TSS (Available)

0x58 32-bit TSS (Available)

0xA0 32-bit TSS (Available)

GDT INDEX Descriptor Name & State

0x16 32-bit TSS (Busy)

0x31 32-bit Double Fault TSS 
(Available)

TSS Descriptor
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GDT INDEX Descriptor Name & State
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3. Result
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Result
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Printing Results
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CPU Usage Video
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<OS Scheduler>

TASK 1
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S/W Task Switching

H/W Task Switching

MY_TASK
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Coexistence of OS and H/W scheduler
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- 10 cases : increasing CPU utilization
- User will be looking at 55% only
- Sum of H/W and OS = actual required CPU usage
- User waits -> suspicious -> check 
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4. Conclusion
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1. Gives chance to attackers
- Servers, zombie PCs
- Mining

2. Belief in OS 
- OS event log, time
- Investigation

-> Power of ring 0 
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Problem
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1. 32 bit only yet
- Still many out there 
- Working on 64 bit!!

2. Memory scan
- Normal users won’t scan it
- Don’t make it suspicious

29/31

Limitation
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1. New approach of hiding tasks

2. Potential Danger
- Accessing files, network, CPU..

3. Ring 0 powerful than we think
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