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Your Presenter & Advisory in This Domain

 Cybersecurity Solutions Architect for Enterprise & National
Level Projects for Kaspersky Lab Middle East, Turkey &
Africa, Engaged with big and national organizations ( like
CERTs ) to build their Cybersecurity competencies on a
national and wide-scale level..

RamyAIDalati | [ Independent Expert for the Cryptocurrency & ICO related

uri flu , Co-Found : i i i : ni i

ot & 100 Visaroo ouncer | business issue since 2017 , including & not limited to:
Blockchain Projects Analyst, Independent ICO Expert,

@ wwwlinkedin.com/In/rAeatiaty Advisor - Strategy and Growth, ICO Strategy Advisor &

Consultant, Expert (analyze, review & rate ICO's),
O twitter.com/ramy_damaty

d Member in many of Blockchain specialized organizations
@ +971 566 255 009 .
like:
@ Ramy.AlDamati@Kaspersky.com 0 Assosiate Member: Government Blockchain Association

O Blockchain Technical Advisory Board Member: GSDC - Global

Skill Development Council
O ICO Expert & Advisor: Coin Governance System )
Q} O ICO Advisor & Projects Analyst: ICObench &\@)\i\ -
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The World in 2018 &
the Future



IINDUSTRY 5.0 - Mass Customization of Customer Experience through
Blockchain
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IThe Future of Business
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Main Drivers for Digital Transformation?

Blockchain

A decentralized Ledger of all transactions in a network aimed

The Internet of Things

to increase security, reduce cost, decrease transaction time & Allows different devices to send and receive data enabling

increase transparency all while eliminating the need for a better connectivity, & data processing & Analytics

trusted third party

Artificial Intelligence Robotics Process Automations

Intelligence exhibited by machine that mimic cognitive Allows for deployment of a Digital Workforce by

functions to perceive it’s environments and take creating virtual human being to manipulate

actions to maximize a certain goal existing software applications

Cloud Technology

Cloud Technologies are providing greater flexibility for the

workforce, improved productivity, border insight, & higher

efficacy at lower costs as compared to on-promise solutions
KASPERSKY? ©



KAJPERSKYS Girows,

So What is
Blockchain P



IThree Innovations Laid the Groundwork for Blockchain’s Invention

In a peer-to-peer model, every peer
in the network is a server and client,

both supplying and consuming
resources
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Enables the facilitation of a

currency without a central,
privileged third party

Allows for individual
ownership and exchange of
tokens among users

Proof-of-work is a piece of code
appended to data that validates that
data’s authenticity and controls when it
can be written into the system

Prevents double spend by
ensuring data is recorded
chronologically




IBlockchain myths & facts

Bitcoin Is a type of cryptocurrency that uses blockchan cryptograplyy technology 10 securely

record monetary transachons
Blockchain is Not Bitcoin
Blockchain properties provide the underlying technology that has enabled bitcon and other
cryptocurrencies to rnse in populanty
Vast amounts of information that require absolute privacy within a single organizabon s meant
@ Blockchain Is Not an 10 bé slored in an accessible location for viewing / querying (Le. an enerprse dalabase)
Enterprise Database Instead blockchain Is designed to record specific transactions and data events that are

meant 1o be shared across a network of pares with a need for transparency and collaborabon

While the identity of the submitter Is captured through private-public digital keys and
Blockchain Security Does therefore as anonymous as one desres, Blockchan's secure characiensiic is refated %o the fact

Not Mean Inherent Data that the iInformabon contaned In the biock is iInterrelated 1o all other blocks in the chan

Privacy This interrelated feature means that tampering with a block's comtent requires altenng each
block onward

A public blockchain is av

Blockchain Is Not Always hich is to determine
a *« A private blockchain ¢
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What 1s Blockchain?

2. Trustiess
environment

Blockchain

“the Internet
of value”

4.
Irreversibdity

5. Censorshup
resistant
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Near real time

The blockchain enables the near real time settlement of recorded transactions, removing friction and
reducing risk, but also limiting ability to charge back or cancel transactions.

Trustless environment

Blockchain technology is based on cryptographic proof, allowing any two parties to transact directly
with each other without the need for a trusted third-party.

Distributed ledger

The peer-to-peer distributed network records a public history of transactions. The blockchain is

distributed and highly available. The blockchain retains a secure source of proof that the transaction
occurred.

Irreversibility

The blockchain contains a certain and verifiable record of every single transaction ever made. This
mitigates the risk of double-spending, fraud, abuse, and manipulation of transactions.

Censorship resistant

The crypto-economics built into the blockchain model provide incentives for the participants to
continue validating blocks, reducing the possibility of external influencers to modify previously
recorded transaction records.



IMain Blockchain features
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Validation by Immutabi Unforgeable

consensus
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IReasons of selecting Blockchain for your business

REDUCES COSIT INCREASED SPEED INCREASED SECURITY REDUCED FRAUD REDUCED RISK

by eliminating manual of transaction and settiements  through use of cryptography by ime-stamping entries and of sngle ponts of falure &
processes (ex. reconcdiation through mmediate distnbuton shanng a common, mmutable attack theough dstrbuted
between multiple solated dger acroas the network network nodes

ledgers, admnistrative

processes, eic )
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Non-tinancial uses of distributed ledgers

Insurtech
Settlement between insurance companies,

loT and Digital identity to reduce insurance costs,
omart Contracts applied to thes fheld

Healthcare

Sharing of patients’

encrypted information

through blockchain
complying Data Privacy
regulation

Financial Services

Compliance

Blockchain could save
billions improving

compliance procedures, and removing

duplicities between entities,

Digital Identity could be linked to AMUJKYC,

Data Privacy or FATCA policies

KASPERYKY 3

Smart Contracts

A smart contract is a protocol specially created to
program agreements between two or more partie
without relaying on intermedianes but
granting its correct executron

Digital Identity

|

Registry
Blockchain enables
timestamp and
proof-of -existence and
notanzation of every
transaction

Internet of Things
Fractional Ownership,
Property Registration,
Inclusion of objects into the payment channels,
Blockchain enables contracts peer-to-object

Sl



OF PROTECTION

Q2 THE POWER

Y
IT & CyberSecurity ?

ASPERYK
What does
Blockchain mean for
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IThe 7 Biggest Problems 1mn Data Storage
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IHOW Data be added or updated in Blockchain ?

Participant in the
network requests
a transaction

Transaction complete

KASPERIKY3

The request is broadcasted to other
computers (nodes) in the network
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The nodes validate the request
conform to the pre-agreed rules
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New block i1s added to the
network’s blockchain
which is permanent

Once verified it 1s combined
with other transactions to
produce a new block of data




|4 reasons blockchain technology 1s exciting for Data storage

llllllllllllllllllll

c The potential cost savings
a A harder-to-hack system

e Automation through smart contracts

KASPERYKY 3 ° No point of failure
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ISecuring Data with Hashing

Plain Text Hash Algorithm Plain Text Hash Algorithen
e ————————— e —————
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IMerkle Trees
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IS Reasons Blockchain Is Exciting for Cybersecurity

g
G Blockchain can help prevent access fraud

L

g
Q Blockchain can help deter certain cyberattacks

L

e [ Blockchain can make it harder to tamper with data

/' — o
i’

KASPERYKY 3



IBlockChain Security Layers

|o decision-making
well defined and
representative of
the stakeholders?
Is the risk of a 51%
@ attack well mitigated?
Are sound operational
practices at the base of the
Iimplementation?
Are contracts performing with
o intended accuracy?
Are user accounts secure?
ouonum validated with certainty?
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|5 Blockchain Security Risks and How to Reduce Them ?

@ Platform Conpection
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IThat’s What Make Blockchain Important in each business ?

00 8 g

Shared Ledger Secure Permissioned Private Audit-able
single source of tamper proof Participants un-linkable identity prove identity &
truth (extra secunty) Identity ownership
iy, fha g 9O
Consensus Smart Contracts Digital assets Confidential Viable
Modular protocol business logic Record depository permission 100+ year
control architecture
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