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What this talk is about

e Low hanging fruits
o CORS
o Host header injection
o Clickjacking
e Firefox extension to detect above vulnerabilities



BASICS FIRST



We will discuss all vulnerabilities in simple WEBD terms.

What it is ?
Exploitability
Biggest Bounties

Detection



CORS Misconfiguration

W - Gives permissions to load scripts/request resources from other pages/domains.
E - If the website allows loading scripts, then attackers will be able to exploit it.

B - https://hackerone.com/reports/235200 ($1000)

D - $(curl - URL -H “Origin: evil.com”)


https://hackerone.com/reports/235200

CORS Misconfiguration (Cont..,)

Request headers - Origin: evil.com

Access-Control-Allow-Origin: ( http://evil.com || * || null )

Access-Control-Allow-Credentials: true

Request

GET / HTTP/1.1

Host: clients6.google.com

User-Agent: Mozilla/5.0 (X11; Linux x86_6: rv:60.0) Gecko/20100101 Firefox/60.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Cookie: 1P_JAR=2018-11-12-03;
NID=144=boKA33UX4Ff3W6]5n471ywM62fKsrmjWAIYIJegtIAoqvgXXGA2fHUNMYTZT35ITE2TIVUBoL9g3FkPrfBkYx8q0c7ZBP-6e0846tdjH3q
XxF2DAdrSsVF3z_O1BFDCPOkTLUSA6z497XW1iHoRtvPpIlQvOnn3M89x95KcvNMjecoOIHA_ETgfiPELzhaBWngbKZ4dodYyKPOC-TY2,

0GP=-5061451:; SID=lwbXVvkaPSQolnU1TwaVAPxLJQ5aF1UOYFUhegSP4pzdTvNPDANNMSEE4VhzkKZmg_Ln2w. ;
HSI E458XdPJfmj54kBr; APISID=VCSDFd7eK_B_82k5/AEZXZfWEDtECNc1Pz; CONSENT=YES+IN.en+;
SIDCC=ABtHo-Fxd9nKesQv1lT9J9rzJoLcRSBF2FIdQuncCEVh8kxzX10fgs0yglsx3H4T1116QIH-1nE
Connection: close
Upgrade-Insecure-Requests: 1
: 1 th3roku. com

Raw | Headers -m
HTTP/1.1 404 Not Found
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: Mon, 01 Jan 1990 00:00:00 GMT
Data: 018 06:19:4
redentials: true
rigin: http://evil.com

Vary: X-0rigin

Content-Type: text/html; charset=UTF-8
Access-Control-Expose-Headers
Cache-Control,Content-Encoding, Content-Length,Content-Type,Date,Expires,Pragma,Server,Vary,X-Google-GFE-Backend-R
equest-Cost

X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN
X-XSS-Protection: 1; mode=block
Content-Length: 9

Server: GSE

Connection: close

Not Found



https://attacker.com

Host Header Injection

W - The host-Header tells the webserver which virtual host to use (if set up).

E - Causes redirection, Password Reset Poisoning(change host header to evil.com and

reset link gets emailed as evil.com/token/lja830ru28f)

N

 www.A.com |

B - https://hackerone.com/reports/317476 ($7560)

D - Modify/Add X-Forwarded-Host header and  [§ /

Apache

N Virtual Hosts

page redirects to evil.com



https://hackerone.com/reports/317476

Host Header Injection (Cont..,)

Request headers - X-Forwarded-Host: attacker.com

Response headers - Location: http://attacker.com/*

Find-virtual-hosts (https://pentest-tools.com/information-gathering/find-virtual-hosts)

Request

Raw | Prams [ aders [

POST /user/sign_in HTTP/1.1

Host: bugcrowd.com

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:60.0) Gecko/20100101 Firefox/60.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*;q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: https://bugcrowd.com/user/sign_in

Content-Type: application/x-www-form-urlencoded

Content-Length: 241

Cookie: _ cfduid=debfe22d073dd875a7aea7063e00Tbba21542088723
SSESSad672aal924ba340e6bfc30f7fe6d7ac=82028818521015e3747538b50bfd2995; ajs_user_id=null; ajs_group_id=null;
ajs_anonymous_1d=%22a0ad5942-8a6f-492d-b284-9b0a8e04766d%22; _ga=GAl.2.504764724.1542088732;
_g1d=GA1.2.399462560.1542088732; _gcl_au=1.1.252631007.1542088733;

_vwo_uuid_v2=D0203D427C4716D1B1AF39CBA864BF6B7 | e76ea2b87f67c0d37c7e61bdadcfsbbe;
_mkto_trk=1d:453-IJC-858&token:_mch-bugcrowd.com-1542088734614-74216; _fbp=fb.1.1542088734768.330331394;
intercom-1d-ovgSemkk=50fd3c7a-7a2b-4613-8023-37b9bf05c719;
_crowdcontrol_session=UE9PT1VHZmI1UDBYV19vaCsvcUl]e18wc2FXcGdKMG84VWxqdGg40HRUTK11RMhMZWZKMUgvazFYbOpUWGNDN2VYS1Er
ZXpDY1ZBQnRmc3ROdVBLbGE3eVo5d3FWbjB6ZkLIRTZoNnIDUThOY2dHbOdVaT 1 cWtKVUI3UL14ZmEWSFVZQzEwey tyWFdXNINBQ2OVSURRPTOtLW
RUNFPUVFhCcJNMTGXVTEQubk15bGc9PQ%3D%3D- -b0ec80c90994aff88c2cc715ef949a5498037¢16; _gat=1

Connection: close

ed-Host: evilhosth3roku.com

utf8=%E2%9C%93&authenticity_token=k1BIXVIMWSPOV]t7zv808WtS89AMNDIU4qItxm4LqVF27ZcTn6EXS rL4TONSTJ TXCSuXVx008VBL%2Fa

Response

Raw | Headers | Hex | HTML

HTTP/1.1 302 Moved Temporarily

Date: Tue, 13 Nov 2018 0 49 GMT

Content-Type: text/html; charset=utf-8

Content-Length: 105

Connection: close

Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache

Set-Cookie

_crowdcontrol_session=YTYrYXRUZO1CYVVndng@TUs1d2VIYVRCY]QSUGhMUONLNFEOQOg rbE9udzRNUK1IRWFNeEVKekFQWm8SenFqcHVwNnhw
OFBjR3NOeHh10WFvclA3Z2NkaEhHOTd6TGS LeGQ2WHEXVKNRROA1YVILZOFWTEhFAGNWU1RXdVI4QW11dmNCRGLIWHY3Z2ZLQTB3WT12Q2Y2RW1BR
1UvdThoZE9WRk1ta0xFb25vQOVEZHRSUDY4U2FhUmRuakNDQWRs c1FZeTRBTmh jNOXFYzLuZLNPNZFHcWLINTN6MUVaS LkybkYxY ) Lswmd1bDAGaD
FNMTUWSNZIWXV1c)Z1iVINrboI2aHdLRTIFSX1VemdazkxtbvNwa@vaTUpDN3dNWlZDUkhwRIR6RMXx6MTRDbGh4cm4 1IRVRBWWFFSTESYkcORzZwYkk
rcVUXN1RqcWFyeWVKYUMwZDASN ] F3dzJpeHEyWFQ5cGIDWNVIOHczSnBwZndnQmNOWDBXWFMrNURXL25XN1t1RUtIM2d2RDc rQkZNb2pa0TZXdz09
LS1rOEY®ZjRuaFgrUFBINmkraTQzeFVBPTO%3D- -52064b88bbSe2e20745dd0843a21923bf2c8a5¢ch; path=/; secure; HttpoOnly;
SameSite=Lax

X-Request-Id: 5a07dc06-be7f-439a-bb39-2ed7b779870f

X-Runtime: 0.205466

Strict-Transport-Security: max-age=31536000; includeSubDomains; preload

X-Frame-Options: SAMEORIGIN

X-Content-Type-Options: nosniff

X-XSS-Protection: 1; mode=block

X-Download-Options: noopen

X-Permitted-Cross-Domain-Policies: none



http://attacker.com/*
https://pentest-tools.com/information-gathering/find-virtual-hosts

Clickjacking
W - Used to load/embed particular iframes in a website

E - Attackers can load embedded hidden iframes if options are not set properly.

B - https://medium.com/@raushanraj 65039/google-clickjacking-6a04132b918a
($12600)

D - if x-frame-options is missing, then its likely vulnerable to clickjacking


https://medium.com/@raushanraj_65039/google-clickjacking-6a04132b918a

Clickjacking (Cont..,)

Response headers -
X-Frame-Options: DENY
X-Frame-Options: SAMEORIGIN

X-Frame-Options: ALLOW-FROM *.domain.co




vuln-headers-extension

https://github.com/rewanth1997/vuln-headers-extension/
https://medium.com/@rewanthcool/firefox-vuln-headers-extension-e848b6d80d14


https://github.com/rewanth1997/vuln-headers-extension/
https://medium.com/@rewanthcool/firefox-vuln-headers-extension-e848b6d80d14

£l rewanth1997 / vuln-headers-extension @unwatch~ 3 Kstar 21 YFork 8

Code Issues 0 Pull requests 0 Projects 0 Insights Settings
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Creating firefox extension

manifest.json

browser.browserAction.onClicked.addListener()

browser.webRequest.onBeforeSendHeaders.addListener(...)

browser.webRequest.onHeadersReceived.addListener(...)



https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/WebExtensions/manifest.json
https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/WebExtensions/API/browserAction/onClicked
https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/WebExtensions/API/webRequest/onBeforeSendHeaders
https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/WebExtensions/API/webRequest/onHeadersReceived

"description": "This extension parses headers to check for vulnerabilities. Currently it detects Host Header
"homepage url": "https://github.com/rewanth1997/vuln-headers-extension/",
"manifest version": 2,
"name": "vuln-headers-extension",
"permissions": [
"tabs",
"webRequest",
E<al U urliss®,;
"webRequestBlocking"
1.
// CSP *must* be defined to trigger event handler functions
"content_security policy": "default-src *; script-src 'self'; object-src 'none'; style-src 'self' 'unsafe-inli
"background": {
| "scripts": ["js/background.js"]
}
Hicons™:{
| "32": "icons/scan.svg"
1
"browser action": {
"browser style": true,
"default title": "vuln-headers-extension",
"default icon": {
| | "32": "icons/scan.svg"
}
+

"version": "1.0"

© 00N U WNH




browserAction event listeners

6 // BrowserAction module SYNTAX
7 browser.browserAction.onClicked.addListener(listener)
browser.browserAction.onClicked. removelListener(listener)

9 browser.browserAction.onClicked.hasListener(listener)



browserAction event SYNTAX

11 // Example code snippet

12 browser browserActlon onClicked.addListener((tab) => {
13 // disable the active tab

14 browser browserActlon dlsable(tab 1d)

15 // requires the "tabs" or "activeTab" permission
16 console.log(tab.url),

170} )



onBeforeSendHeaders event SYNTAX

19 // onBeforeSendHeaders event SYNTAX

20 browser.webRequest.onBeforeSendHeaders.addListener (

21 listener, // Tfunction

22 fi1tker, // object

23 extraInfoSpec // optional array of strings

24 )

25 browser.webRequest.onBeforeSendHeaders.removelListener(listener)
26 browser.webRequest.onBeforeSendHeaders.hasListener(listener)



onHeadersReceived event SYNTAX

28 // onHeadersReceived event SYNTAX

29 browser.webRequest.onHeadersReceived.addListener (

30 listener, // function

31 filter, // object

32 extralInfoSpec // optional array of strings

33 )

34 browser.webRequest.onHeadersReceived. removelListener(listener)
35 browser.webRequest.onHeadersReceived.haslListener(listener)



DEMO TIME



Any doubts?



THANK YOU



