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Smart TV... _ _
not so smart when talking about security
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What isa Smart TV

Smart TV = TV + multiple network interfaces + a “smart” Operating
System

Integration of web technologies
Integration of applications (like smartphones...)
Increasing entertainment with HbbTV

Wireless parts

« IR/DVB-T/DVB-S/ and Bluetooth/3G/4G
« Built-in or additional dongles

What could go wrong?
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What has been done

Smart TV Privacy Issues: It's Watching You

Leave -

Many studies — two main categories

* Privacy " GENERAL

Quick Start+

 Many studies ,.

Mobile TV On

SIMPLINK (HDMI-CEC)

0
“o OM ARSI _
Technology giant Samsung is warning its customers \) ‘ \\a\e e\ mt of their new smart TV sets. PRIVACY INVASION —
CO o . . .
The warning applies to viewers who control their sets v \)o o \\i\@\{ N Sma rt TVS are lnvadlng prlvacy and
0 - o . .

It listens to conversations, and may share any details it h. O;;\O‘)5 e . wnird parties. ShOU,]_d be lnvestlgate d, senators Say
Rory Cellan-Jones reports. e Democrats want FTC probe of privacy policies and practices of smart TV makers.
® 10 Feb 2015 JON BRODKIN - 7/13/2018, 9:55 PM
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What has been done

Many studies — two main categories

Stack H

W F::RTINET

¢ Secu rlty sentto R ] THREAT RESEARCH .
Fortinet previously released IPS signature Sony.Smart The Sony Smart TV EXplOIt An

customers. Inside View of Hijacking Your Living

« Many papers
Directory Traversal - CVE-2018-16594 (high severity
The application handles file names incorrectly when recelVing a

[ ] M u Iti p I e a tta C k Ve Cto rs with a crafted file name (e.g.: ../../) that can then traverse the wholeilesystem. )

Fortinet previously released IPS signature Sony. SmartTV.Directory. Traversal for this specific vulnerability to proactively protect our customers.

° CO m p u te I secu rl ty I eve I | N 2 O O O G Command Injection - CVE-2018-16593 (critical severity):

This application handles file names incorrectly when the user uploads a media file. An attacker can abuse such filename mishandling to run
arbitrary commands on the system, which can result in complete remote code execution with root privilege.

Fortinet previously released IPS signature Sony.SmartTV.Remote. Code.Execution for this specific vulnerability to proactively protect our
customers.

€« C O @ hips//www.consumerreports.org 1 Y

. Samsung and Roku Smart TVs Vulnerable to
Hacking, Consumer Reports Finds

Security and privacy testing of several brands also reveals
“* € How to limit your exposure.

X O @ https://www.zdnet.com/article - 1Y

EDITION: +

mNet Q CXO HARDWARE MICROSOFT STORAGE INNOVATION HARDWARE APPLE MORE

CIA, Mi5 hacked smart TVs to eavesdrop on
private conversations

The malware, developed during a hackathon between British and American spies, turns ordinary smart TVs into

list devi
\sﬁgmng evices xenlthLabs
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Why a new Talk on this topic

Most studies:

Highlight findings

Nice vulnerabilities and demos

Few covering the testbeds for the community
Quick combinations can lead to big findings
Blogpost to be released describing the platform
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What we have built

HbbTV Testsuite [1]

Attacker Infrastructure

DVB-T - gr-dvbt [2]

USRP/HackRF [3] =

A Target ——

Mu |t|p|e paY|OadS 1. Malicious HbbTV streams 2. TV requests the 3. Payloads is provided
with information about application and executed inside the
an attacker-controlled TV

0 days - CVEs application

_— e ——

~_.. _GUARDED
==  BY GENIUS

POARKMATTER
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What's Next

Targeting the Smart TVs
« Daemons on (W)LAN
 Miner
« Exploits
« Malicious Applications
« Ransomware

Targeting networks

Targeting devices
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Target 1: The Smart TV
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Attack Surface

Category

¢ A p p | I Ca ti O n S @\‘ HbbTV-Testsuite1 Mon 19/3 10:08 PM
° APIS / Libra ries lectedprogtammeisnottuned.

Test 1 - Client SSL certificate
+ Network Eede s e
s ay
Test 4 - Chrome special flags
Test 5 - Chrome special flags

Smart TV Security assesment

Test 6 - Localhost access

[ Test s - Locatrostaccess |

Test 8 - Contentshare access l
Test 9 - Protocol handlers

Test 10 - JS tests

Test 11 - get UA

Test 12 - fat Image file (/dev/zero) - no crash
Test 13 - malformed image file
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Attack Surface - Applications

» Outdated applications
 Opera browser
« version 29.0.1803 (2015)
« Rendering engine — Chromium (v.42)

« JavaScript engine — v8
» Debug applications
« Android Debug Bridge (ADB) 5555/tcp

» Targeted attacks
- Browser based attacks
« Headers
« URLs
« Schemes
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Attacks Surface — API / Libraries

API / Libraries
» Outdated libraries (parsing)
« WebM / MP4 / JPEG / PDF / SVG
e Custom libraries / APIs
« JavaScript
» Electronic Program Guide (EPG)
« XML AIT (Broadcast independent applications)
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Attacks Surface - Network

Network “You're fake news’
 WebSockets / XMLHTTP requests s

« Reach others process inside Smart TV
« Reach others devices in (W)LAN
« Metadata inside streams
« Service Description Table (SDT)
« Fake news - Live demo

BREAKING NEWS

YOUR MESSAGE HER
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Attacks Surface - Pivot

Pivot

« Relay to voice-enabled assistant devices
« Crypto-mining

« Port scanner

« Stage X payload on other devices on LAN

smartTV - scanning internal servers - HTTP:
- htp://192.168 ' up
http://192.168 #/ UP
http://192.168.1.2/ DOWN
http://192.168.1.5/ DOWN
: hllp://|92.168.l;4/ DOWN
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Target 2: Expanding the attack Surface
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Expanding the Attack Surface

Hacking TVs is cool but what about other devices ?

Using the TV as a relay to attack the (W)LAN:
 LAN (in)security - routers, NAS, cameras, IP Phones, network appliances

« WLAN (in)security - routers, AP

« We can execute code (JS, WebSocket, WebAssembly - depending of the television models)

Masterplan
« Network Scanning using JS or WebSocket
« Service enumeration
« Writing exploits in JS - based on public CVEs/0days

« RCEs against daemons exposed on the LAN (UPNP, httpd of routers, custom daemons), everything
TCP related (limitations of JS and websocket)!
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TV as a relay

Reality VS Masterplan
* First PoC — DDoS using Televisions - live demo
« ]S parsing is BAD
 Browser security anyone ?
« Debugging a lot — tcpdump, adb, luck
Results
« Network Scanning using JS and websocket
« Exploiting CVEs and 0-days against devices
« Camera - pre-auth RCE as root, live demo
« Router - pre-auth RCE as root, lve-demeo

 Huge success!
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TV as a relay
Websocket and JavaScript are very powerful
Future:
« ADB in JavaScript
« Scanning + implementation of CVEs in JavaScript

Television are complete toolkits for attackers

Very hard to defend against attacks from TVs, even in a closed network
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Conclusions
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Conclusion

2014 - full of vulnerabilities

2018 - still full of vulnerabilities

Use your SmartTV as a CRT monitor...
« Deactivate HbbTV option (software...
« No Wifi

« No Bluetooth

« No HbbTV

« No RJ45

Security assessment of devices

N

Risk evaluation
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Q/A

Thank you
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