HWallet
The simple cryptocurrency
hardware wallet

N
Nemanja Nikodijevic
HITBSecConf2018 - Dubai <nemanja@hacke.rs>



What is a hardware wallet?

https://en.bitcoin.it/wiki/Hardware_wallet

A hardware wallet is a special type of bitcoin wallet which stores the user's private keys in a secure hardware device.
They have major advantages over standard software wallets:

e private keys are often stored in a protected area of a microcontroller, and cannot be transferred out of the device in plaintext
e immune to computer viruses that steal from software wallets

much of the time, the softwareis open source, allowing a user to validate the entire operation of the device

B TrRezOR
https://blog.trezor.io/details-about-the-security-updates-in-
& trezor-one-firmware-1-6-2-a3b25b668e98
« m ...the buffer overflows, allowing the attacker to write
_ up to 60 bytes of data into a protected part of the

memory. Depending on the memory layout the flaw
can be escalated to arbitrary code execution...
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What is a hardware wallet?

https://en.bitcoin.it/wiki/Hardware_wallet

A hardware wallet is a special type of bitcoin wallet which stores the user's private keys in a secure hardware device.

They have major advantages over standard software wallets:

private keys are often stored in a protected area of a microcontroller, and cannot be transferred out of the device in plaintext
e immune to computer viruses that steal from software wallets

e can be used securely and interactively, private keys never need to touch potentially-vulnerable software
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Hardware wallets
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Library dependencies

B TrReZOR

Bootloader
&
Firmware

Bootloader
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libopencm3
(USB, SPI, 12C, UART...)

B | edger
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Base58 RIPEMD160 Ed25519

Curve25519 Chacha20 Poly1305

STM32 HAL

(USB, SPI, 12C, UART...)
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Bootloader & Firmware

COLD
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‘ third party libs . open source

‘ closed source
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Don't roll your own crypto!
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Code size comparison

COLD
CARD)

git clone https://github.com/{PRODUCT}/{FIRMWARE} --recurse-submodules
cd {FIRMWARE}
wc -1 “find ./ -name "*.c" -o -name "*.h""

OLED font
8 TrRezOR
keepkey License
headers
HWaIIet ————————————

’ 2.5M+ 346k+ 162k+ 122k+ ~4
SN

B | edger

nemanja@hacke.rs



Code layers

________________________________________

LTC
' ] 256-bit operations
Bitcoin A=AmodN
X B=(1/A) mod N
L i A = (A+B) mod N

A = (A*B) mod N
: y2 =x3 + A[3] * x + B[O] i
. (B[1], B[2]) =E * (A[O], A[1]) |

To 0 G, 00 RS
Communication <
MCU /
> —
Tx/Rx speed fixed /SPI bus clocked at". 1
to 115200bps %/ 1 MHz N .
v N [ TX Signature

U https://gitlab.com/nemanjan/hwallet

S
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Code layers

|4>
s

typedef struct {
uintl6 t type;
uintl6 t length;
uint8 t datal[32];
uint32 t crc;

} Packet;

PACKET Send() ;
PACKET Receive() ;

CRYPTO_ Random () ;
CRYPTO SHA256 () ;
typedef struct { CRYPTO ECDSA Sign() ;
SPIx* spij;

GPIOx* dcGpio;
GPIOx* rstGpio;
uint8 t dcPin;
uint8 t rstPin;
uint8 t buffer[ ];

} OLED;

typedef struct { ,
uint8 t num[32];
uint8 t len; /

} Bignum; g i

CRYPTO Bignum Init(); / |

CRYPTO Bignum Mod() ; / i

-

.
r 7

’
.

’

)
CRYPTO Bignum Div ()
CRYPTO Bignum Sub()
CRYPTO Bignum IsNul

S
N
N
N

OLED WriteRow ();
OLED Clear();

N

1() ;.

CRYPTO ECDSA GetPublicKey ();

B'=(1/B) mod N
A'=A-AmodB
(A/B) mod N = (A'B') mod N

N - a large prime, larger
than any A or B, e.g. p from

I
W

https://gitlab.com/nemanjan/hwallet
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Code layers

while (1) {
Packet msg;

PACKET Receive (&msqg); Packettype
switch (PACKET MODULE (msg.type)) {
case PACKET BITCOIN:

Bitcoin Process (&msg) ; Module

15 8 7 0

}r
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Code layers

void Bitcoin Process (Packet* msg) { —
switch (PACKET FUNC (msg->type)) {
case BITCOIN FUNC INIT TX: 00100000 BTC

Bitcoin Tx Init(); to WKETIAre

¥
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Demo

POC| |GTFO
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What's next?
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More cryptocurrencies
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