Real Time Packet Processing with FPGAS

A network security toolbox with encryption features designed for FPGA logic-fabrics
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About me

% M.Scin Micro and Nanotechnologies for
Integrated systems

% B.Scin Electronics Engineering
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FEDERALE DE LAUSANNE
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% Amateur and passionate about IT Security

About me

% Speaker at International security
conferences since 2013
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About me

% Worked for 6-month Master’s Thesis
Project at Knowledge Resources GmbH

www.knowres.ch
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Outline

Main goals I -
and raming the FPGAs useful
.. problems , :
motivation: to this project
Finding the Processor- : :
: Logic-centric
best centric
. h approach
configuration approac
The toolbox Firewall-like Encryption

explained features scheme
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Outline

Follow me @
Armory to get

Results
more insights and
and Demo see thegcotde
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How to deliver confidential information securely?

6/84



VPN
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VPN
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Ethernet connections run at 1Gbps commonly

RJ45

IEEE 802.3 standard
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Ethernet connections run at 1Gbps commonly
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Von Neumann architecture

Network
Memory Buffer
AN e
CPU speed = GHz CPU
[ Keyboard ] [ I-S’I::Elonng ]
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Von Neumann Bottleneck

Network

Memory Buffer

CPU

/N

[ Keyboard] [ Hacking ]

Station
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FPGAs: a Non-Von Neumann class of devices

Picture taken from knowres.com 10/84



FPGAs: a Non-Von Neumann class of devices

9:00 a.m. 10:00 a.m. 11:00 a.m. 12:00 p.m.

Non-Pipelined

Pipelined
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FPGAs: what’s inside
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FPGAs: Xilinx fabric families

Performances
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ZYNQ SoC




Summarizing

Dual
Core
Cortex A9
Processor

e

Logic-
fabric
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ZYNQ architecture
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Routing Network Connections
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OSI
reference model

Application

Presentation

o 3

Session

Transport

Network | "

Data Link

IN[OJION)

IEEE 802.3
reference model

i Upper Protocol Layers |
1 ]

£

MAC - Client

MAC

Physical

PHY

Medium Independent Interface

Physical Coding Sublayer
Physical Medium Attachment
Auto-negotiation

Medium Dependent Interface

Physical medium
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Useful libraries to implement network applications

Too high
level of
abstraction

LWIP (LightWeight IP)

« Good at Network+ (3+) OSI Level
« Dynamic allocation of memory

The
processor
is always
busy
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Useful libraries to implement network applications

XEmacPS

« Low level library, Data Link (MAC) OSI Level
« Interacts directly with GEM and DMA
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Routing Network Connections
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Gigabit Ethernet MAC

MAC

MAC

MIO/EMIO —/—— . ) MIO/EMIO
/ Receiver RX 1X Transmitter /
Packet Packet
Buffer Buffer
Memory Memory
pME'lp}I:Edl < 1 Mapped
eriphera Status & Statistic Peripheral
Memory Register
Mapped <= Register Interface Control Registers -— MIO/EMIO
PEIIPRETAL ™ ooooeesesesescesmsmsesessesmsmsesesesmemssssesssmssesesesmsmseesesesmsmseseenemsmsenson ot
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RX/TX
Buffer

Gigabit Ethernet MAC

BRAM

“Slow” (Hundreds
of MHz)

4-state Finite

v ey State Machine

Too many blocks
will mess up the
timing
constraints.

Packet size is
overestimated but
well organized
structure

Driven by ARM
processor
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Towards a fully hardware implementation

CLK
signals are
the only
reference

Every
thing is
executed
in parallel

Timing
Constraints

NO libraries: just
electric signals
and logic gates
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Timing Constraints
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Timing Constraints — Dependencies
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Primary goal: the Ethernet extension cord

Workstation #1 Workstation #2
L] L e
B <

Workstation #1 Workstation #2

- -
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Primary goal: the Ethernet extension cord

Ensure
continuity of
data e conservative with
time of flight
Workstation #1 Workstation #2

-

-
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FPGA expansion modules
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Single Data
Rate (SDR)

Ethernet at “ground” level

One signal

per clock

— cycle

[ ]
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Ethernet at “ground” level

g
B LT L bt L
B B st
PRt ST e

RGMII to GMII
SDR, 8 bit (1 byte) per cycle

1 cycle = 8ns (125 MHz) for 1Gbps link
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Conveyor belt model

8RR EERETRRG0T
@ooo0o0600000

— |l .

1 byte every 8 ns » 125 MHz clock




—

RGMII RGMII
PHY > o oM to GMII
24 Registers
1 byte every 8 ns » 125 MHz clock

Conveyor belt model

— PHY —|L.]

24 Registers x 8 ns =192 ns
1 Gbps avg latency = 50 s

!

Negligible
time of flight!
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So far so good! What’s next?
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Network Packets

Information travels via
network packets according
to IEEE 802.3 standard
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Assembly chain model
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Preamble

SED

Ethernet Frame structure

]_

4

S

-

Destination
MAC
address

Source

MAC

address

*© 000000 "

Ether
Type

IEEE 802.3 standard

Payload

FCS
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bl d when IDLE =>
IS_CURRENT_STATE_IDLE <='1}
Preamble detector IS CURRENT. STA
counter_next <="001";
state_next <= PREAMBLE_DETECT;

. . cre_rst <=1
Data valid from GMII interface alse
‘ Constant pattern state_next <=IDLE;
“0101010101....1101” end if;
> 0X55.......0xD5 Initialization of CRC engine when PREAMBLE_DETECT =>

if (PIPELINE(SIZE_OF_PIPE-1) = "o1010101") then
if (counter_reg ="011") then
if (D_IN ="11010101") then
state_next <= PREAMBLE OK;
crypto_start <=1}
else
counter_next <= (OTHERS =>'0");
state_next <= IDLE;
end if;
else
state_next <= PREAMBLE_DETECT;
end if;
else
counter_next <= (OTHERS =>'0");
state_next <= IDLE;
end if;

* Helpsclock
synchronization

Initialization of crypto engine
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MAC and EtherType filters

Destination Source Ether Payload  ECS

MAC MAC Type
address address
6 bytes 6 bytes 2 bytes 46-1500 bytes | 4bytes |
Beginning constant Receiver Sender Type of Content Checksum
content
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MAC and EtherType filters
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MAC and EtherType filters

s

9088888880 /O
00000000

@86 @ Search algorithm progress:
os®s o%




MAC and EtherType filters

i

29088888888 /-
000000000

@86 @ Search algorithm progress:
os®s o%




MAC and EtherType filters

s

a4 QVZV'////// 8/

Destlnatlon MAC




MAC and EtherType filters

/./‘/6/ —> Start search algorithm

@86 Search algorithm progress:
os®s 20%




MAC and EtherType filters

%%

~9%%858880800%
Q000000000

@86 Search algorithm progress:
os®s 40%




MAC and EtherType filters

%%

@86 @ Search algorithm progress:
os®s 60%




MAC and EtherType filters

%%

~ 950888580800
Q000000000

@86 @ Search algorithm progress:
os®s 8o




MAC and EtherType filters

N N ‘ Search algorithm progress:
e 100%




209000000900
000000000

MAC and EtherType filters
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MAC and EtherType filters — Preparation

»

MAC Address Library

1. 00:01:03:02:30:22

2. 02:23:43:C2:B4:FF Qsort is useful!
3. Co:CA:C0:1A:00:00

4. FE.FE:FF:FE.FF:AC

41/84



MAC and EtherType filters

»
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111111111111111111

Pre-adder

Multiplier
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MAC and EtherType filters
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MAC address

AN

e I
00:10:FA:CC:C0:1A  MAC address - 48 bits

e

Organizationally Unique Identifier (OUT) — 24 bits

. Compare 24-bit DSP will ev.a,luate
Do save time! i 2 comparisons
g per time
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Search Algorithm version 1 - tricotomic

Blacklist entries 0:80
no ni n2
0-26 27-53 54-\80
o8 917 18:26 2735 3644 4553 54-62 6371 7280

02 35 68 911 1214 1517 1820 2123 2426 2729 3032 3335 3638 3941 4244 4547 4850 5153 5456 5759 6062 63-65 6668 6971 774 7577 7880

X>nl? 2 X—-nl>0
X>n2? 2 X—-n2>0
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Search Algorithm version 1 - tricotomic

MAC OUI taken from network R S

MAC OUIs stored in memory

2.4 bits 24 bits

X>nl? 2 X-nl>0
X>n2? 2 X—-n2>0 47/84



MAC filter state machine

Start DSP_Read
DSP_Idle Dest
cycle=1
DSP_Reduce
cycle++
If matched AND Dest list =1
If cycle=5
DSP_Read
DSP_Idle Src
cycle=1
Done

DSP_Reduce
cycle++
If cycle=5 If matched AND Src list =1
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Set up MAC filter for Source and Destination address:

Source

Destination

(1)
(2)
(3)
(4)

MAC and EtherType filters configuration

Packets coming from the chosen MAC are flushed
Packets directed towards the chosen MAC are flushed
Would yvou like to add all the inserted MACs to:

Source bklacklistc

Destination blacklist

Both Source and Destination bklacklist
I would like to choose one by one

Please type per each MAC:
Source blacklist
Destination bklacklist

(1)
(2)
(3)

o]

[TV SV =

Both Source and Destination blacklist

HIE
HF
123!
131

35:¥¥:¥¥X:X¥X DESTINATICN
OL:X¥:XX:XX SOURCE

45:¥¥:¥¥X:X¥X SOURCE & DESTINATICH
23 i

Up to 81 entries > 3¢

Source and/or
Destination MAC
attribute is defined per
each entry

-

O
=53
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Demo : MAC filtering

Test workstation #2.

Test workstation #1

-

=
Qicro»USB

------

JTAG

a

B EH[E
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Demo : MAC filtering

51/84



Demo : MAC filtering

pturing from Ethernet 2

Edit View Go Capture Anal
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MAC filter conclusions

The process The
ends always checkpoint is

80™ ns to
browse the

on the same defined by the
whole memory

checkpoint state machine

* IMPROVABLE TO 64 ns

80 ns =10 bytes * 8 ns
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Beginning constant

EtherType filter

Destination
MAC

address
6 bytes

Receiver

—

Source
MAC

address
6 bytes

Sender

-
Ether

Payload . TCS
Type
. 2 bytes 46-1500 bytes | 4bytes
Type of Content Checksum
content
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EtherType filter configuration

CURRENT LIST:

1 EtherType ID

0| 0x0800 o Up o0 30 entrieS

Do you want to add a new EtherType ID to your filter?
You still have 29 entries left ° Blacklist/Whitelist mode

(v)es, please (n)o, that's enough for today

Ck, fine.

S5et up EtherType filter to work as a Whitelist or Blacklist
Whitelist : Cnly the packets with matching EctherTypes are accepted |

Blacklist : Packets with matching EtherTypes are flushed

Would you like to set up a Blacklist or a Whitelist?

{1) Blacklist

(2) Whitelist @1
| )
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Search Algorithm version 2

Blacklist entries [0:29]

14 —15
ni n2
6—-7 22.—23
2-3 10—-11 18 —19 26 —27
o0-1 4-5 8-9 12 —13 16 —17 20—-21 24— 25 28 —-29

X>nl?=> X-n1>0
X>n2? =2 Xx-n2>0
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Encryption Environment

b D> D> D>

Destination Source Ether Payload FCS
MAC MAC Type
address address :
6 bytes 6 bytes 2 bytes . 46-1500 bytes | 4bytes
Beginning constant Receiver Sender Type of Content Checksum
content
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Encryption configuration

___________________________________ * Password input by the user

ii 3_:0::,1 want to setup the Crypto Engine? Press (v)es or (n)o [ A_ key ]_S generated to encrypt
right! .
data, one byte per time

What is the port exposed the outer world?
Type 1 (parallel wrt koard) or 2 (perpendicular)

You chose port #2 .
It's time to choose a password. Maximum characters allowed: 32 |
Type your password here below. The ENTER key will walidate your password

q

Please, type your password once again to confirm. m

Congratulations: it's time to generate the seed now
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Encryption schema
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Encryption schema
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Encryption schema
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Encryption schema

Y Yo

S8 O 77
66000000000

66666
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Encryption schema
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Encryption schema
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Encryption schema

66666



Encryption schema

66666



Encryption architecture

The following slides can
seriously hurt Crypto
specialists
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Encryption architecture

Password 32-bit 32 8-bit
. b hash: subsets
input by ‘ Fowler » are

user

Noll Vo cycled
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oooooo

oooooo

oooooo

oooooo

PS

Encryption architecture

JohnDo3 0x67D3E282
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aoooooo

oooooo
oooooo

"

oooooo

PS

Encryption architecture

Crypto Box

1. obo1ioo1il
2. obiioo1111
3. obiooi1111

ox67D3E282

obo1

100111110

100111110001010000010
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Encryption architecture

Crypto Box

\—..’) '~.m.
— : H ‘\ 5
_ 5 ; N

. - | |

. L d
gooooo

gooooo
oooooo

o= mogr.w o)
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Encryption architecture — “Signature”

Packet size
is preserved

. 68/84



Encryption architecture — “Signature”

Packet size

is preserved

‘ EtherType
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Encryption architecture — “Signature”

Match EtherTypes
with another ID

Only IPv4 is
encoded atm

EtherType
]

0x0806

0x8035
0x809B
Ox80F3

0x8le0

0x8809

Protocol
Internet Pro ion 4 (IPv4)

Address ition Protocol (ARP)

ss Resolution Protocol (AARP)

VLAN-tagged frame (IEEE ) and Shortest Path Bridging IEEE

Internet Pro
Ethernet

Ethernet Slow Protc 11 such as the Link Aggre 1 Control Pr

.1aq with NNI compatibilityl'°]
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Encryption architecture — “Signature”

IPv4

™

0o 08 D D
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Encryption architecture — “Signature”

0X53

ox1F

A 4

“custom” IPv4

e
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Encryption architecture — “Signature”
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Test workstation #2.

-

Test workstation #1

-

B EH[E

a

JTAG

Demo : Encryption

Qicro»USB

.......
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Demo : Encryption

Do ywou want to setup the Crypto Engine? Press (y)es or (n)o
Alright!

What is the port exposed the outer world?
Type 1 (parallel wrt koard) or 2 (perpendicular)

You chose port #2 .
It's time to choose a password. Maximum characters allowed: 32 |
Type your password here below. The ENTER key will walidate your password
) . . J
Please, type your password once again to confirm. m

A AR

Congratulations: it's time to generate the seed now
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Demo: Encryption
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emo: Encryption

£ Capturing from Ethernet

File Edit View Go Capture Analyze Statistics Telephony Wircless Tools Help

] ) b ] = =

| Expression. + ~ | Expression

Source Destination Protocol  Length Info . Time Source Destination Protocol  Length
©.000000 0.0.9.0 255.255.255.255 DHCP
16.371981 0.0.0.0 255.255.255.255 DHCP
48.729097 169.254.11.54 224.0.0.251 MDNS
55.572856 169.254.11.54 224.8.8.251 MDNS
Xilinx_@1: Bx1753 Etherr 121.660353 c@:cazcd:la:on: Xilinx_@1:@2: IPva
Xilinx_@1: 8x1753 Etherr 122.600361 c@ica:c@:la:ee: Xilinx_@1:@2: IPv4
Xilinx_@1:82: 8x1753 Etherr 123.6@08361 c@:ca:c@:la:n: Xilinx_@1:@2: IPva
Xilinx_81:62: ox1753 Etherr 124.600363 c@:catcd:la:e0: Xilinx_01:@2: IPva
Xilinx_@1:02: 8x1753 Ethert 125.600362 c@ica:c@:la:0@: Xilinx_@1:@2: IPva
Xilinx_@1: ex1753 Etherr 126.6@8364  c@:ica:c@:la:@e: Xilinx_@1:@2: IPva
Xilinx_@1: ex1753 Etherr 127.600366 c@:ca:c@:la:en: Xilinx_e1:@2: IPv4
Xilinx_@1:82: 8x1753 Ethert 128.6@80367 cBica:c@:la:8: Xilinx_@1:@2: IPva
Xilinx_81:62: Bx1753 Etherr 129660363 c@:cazcd:la:on: Xilinx_@1:@2: IPva
Xilinx_@1: ox1753 Etherr 130.60808369 cB:ca:c@:1a:08: Xilinx_01:@2:

> >

Frame 14: 116 bytes on wire (328 bits), 116 bytes captured (928 bits) on interface] » Frame 14: 116 bytes on wire (928 bits), 116 bytes captured (928 bits) on interface
Ethernet II, Src: c@:ca:c@:1a:00:8@ (cB:ca:c@:1a:00:00), Dst: Xilinx_01:02:03 (@@:| » Ethernet II, Src: c@:ca:c8:1a:09:00 (c@:ca:c@:1a:00:08), Dst: Xilinx 01:62:03 (ee:
Data (162 bytes) Internet Protocol Version 4

26 08 a1

of 10 11

1f 20 21 !
2f 38 31 "HEER' () *+,-./61
3f 48 41 23456789 :3¢=>)
4f 58 51  BCDEFGHI JKLMNOPQ
sf 68 61  RSTUVWXY Z[\]*_a

bede

PP @
SR R




HS3 connector

Demo: Decryption

50-pin ZIF

®

Test
workstation
=
—/ (it ]
Lo
o |3
—
i |
=
i |

@ “FPGA” @ “FPGA” @
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Demo: Decryption
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Checksum generation

=

Preamble = SFD  Destination Source Ether Payload FCS
MAC MAC Type
address address
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Checksum generation

Crypto_Out_o

Cyphered
payload ﬁ
CRC_MUX_IN CRC_MUX_OUT
16 15 14

CRC_MUX_OUT <= CRC_OUT o when crc_append ="1"else PIPELINE(14);
CRC_MUZX_IN <= CRYPTO_OUT_owiien is_crypto_detected_reg="'1"else PIPELINE(15);

Flag raised when the last payload’s byte crosses PIPELINE(14)

Flag raised when the custom IPv4 sequence is detected
79/84



Checksum generation

--------------------------------------------------------------
.

-+ CRClogic
_ ......... ; ............ g """""""" ; -------------

b..
W
>
W
>
M

CRC_IN_3 <=crc_out(31 downto 24) when crc_append ='0' else (OTHERS =>'0");
CRC_IN_2 <=crc_out(23 downto 16) when crc_append = '0' else CRC_OUT_3;
CRC_IN_1<=crc_out(15 downto 8) when crc_append ='0’ else CRC_OUT_2;
CRC_IN_o <= crc_out(7 downto 0) when crc_append ='0' else CRC_OUT_;

80/84



Checksum generation

---------------------------------------------------------------
-
.

£t CRC_OUT._i: ff_gen
) C RC O gl C s generic map (NBITS =>
— DEPTH)

: P : port map(

CLK=>CLK,
: RST => RST,
“........ “T....... R DIN=>CRC_IN_i,

DOUT =>CRC_OUT_i

); (OTHERS => '0');

----------------------------------------------

.
>
--------------------------------------------------------------

32-bit checksum stored in 4 chunks
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Moving towards a higher level...

Preamble SFD  Destination Source Ether Payload FCS
MAC MAC Type
address address
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Moving towards a higher level...

alea

on disabli

ghi
wabcdefg hi

Z 20 - 3 81/84




Moving towards a higher level...

when ICMP_KILL =>

if (is_icmp ="1) then
else

state_next <= WAIT TILL DONE;
end if;

OXx0O1 0x00 0x08

~—

10 registers

24 14 13
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Achievements

Transparent modification of data

Real-time equivalent

Pipelining allows multiple firewall-feature implementation
The whole time of flight (192 ns) is below avg latency

P2P Encryption
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Future Upgrades

* Filter upper layer protocols (IP, etc.)

* Deep Packet Inspection (custom word lookup in payload, etc.)
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Questions?
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Thank you for your attention!

Follow me on LinkedIn: linkedin.com/in/matteocollura



