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The Job Sucks, But You Still 

Want To Be A CISO, Don’t You?

2020: The Threats and 
Opportunities Facing Today’s 

Security Leaders











Russian Central Bank Admits  
$6M SWIFT Attack

OPM Breach – Spies 
In Government DataNYT, WSJ, and Washington Post 

Claim to be Hacked

DDOS Attacks on 
Top Banks

Equifax, Uber and Target
all taken down by hackers

Criminal Ring Steals 
Millions of Identities

DNC hacked, posted on 
WikiLeaks





It sucks to be you….

Today’s Security 
Leader/ CISO

CISO

The 
Boss





Firewall 
Admin

Viruses 
Specialist

IDS and SIEM 
Analysts

GRC 
Managers

CISO



So much better 
than clown school



# of CISSPs or [CC(GRC)Ps] Worldwide

(Increase in Certification Revenue)

IMPROVEMENT in Breach Detection Time

2008                 2009               2010                2011                2012               2013               2014   2015               2016                2017







….is to SECURITY

….is to BEING FUNNY

You have a funny costume, but there’s no 
guarantee anyone’s going to LAUGH…



Risk = Threats x Assets 
x Vulnerabilities

I don’t understand this…

CIO





COMPLIANCE









= 31 billion by 2020



Total (Known) Malware



Total (Known) 
Android Malware

Malware Applications Overall

New Malware Applications



Exponential Vendor Bucks!!!



Credit:  Wes Wineberg / DEFCON 23



Physical Impacts as the Result of Cyber Efforts…

…Exponential Impacts





FEAR UNCERTAINTY DOUBT











Enter the KILL CHAIN, etc.



What level of resources belongs 
RIGHT HERE??

What is the universe of data 
that is useful here?



Artificial Intelligence DRIVEN Security

Key Constraints of AI Historically in Cyber Security:

• Costs of Storage
• Limits of Computing Power
• No HUMANS to Figure Out the Use Cases / 

Code

Opportunities for Growth in AI:

• Costs of Storage Are Exponentially 
Decreasing (Collect)

• Computing Power is Exponentially 
Increasing (Analyze) 

• Extensive interest in China and the 
US



One Page 2018 Report to Global CISOs from 
the CEO Committee Studying Corporate 
Security Team Metrics Relative to Data 
Breach Prevention





Good Intelligence is Good if You Can Get It!







Data
Sources

Format,
Prepare, 
Classify

&
Store

Human Analysis

(You Can Do It If You Have The People…)

Machine Learning, 
AI, Blah Blah…

(You Can’t Do it 
Yet…!)

Reporting
&

Distribution

Finished Intel

Sharing 
Communities

ISACs

APIs

Orchestration

ETL Level 1 
Analysis Level 2 Analysis

Level 3 Analysis

Dissemination









$$$$$

$

Good Luck









Your Cyber 
Security Program

Business Goals
IT Plans, Threats, 

Vulnerabilities





The Internet of 
Things!!







MAYBE WE ONLY 
JUST NEED MORE 

CISSPs!!



CISSP Test Question #27: True or False:  
Risk = Threats x Assets x Vulnerabilities
Risk = 
• Prioritized, Assets You Really Need 

to, and Can Protect
• Situational Awareness of Your Real 

Attack Surface (Vulns)
• Mapping the Capabilities of the 

Adversaries (Threats) that Want 
Those Assets

Not an 
Equation



Security Leaders in 2020
• Aligned with the business
• Focus on what matters 

most
• More automation and ML
• More intel sharing
• Better humans
• Vacation now and then



Thanks!

@eddieschwartz
www.linkedin.com/in/eddieschwartz/


