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1. packet mangler
CVE-2017-13904, CVE-2018-4249, CVE-2018-4460

2. NFS client
CVE-2018-4259, CVE-2018-4286, CVE-2018-4287, CVE-2018-4288, 
CVE-2018-4291

3. icmp_error
CVE-2018-4407

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-13904
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-4249
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-4460
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-4259
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-4286
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-4287
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-4288
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-4291
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-4407


1. TCP/IP packet structure
2. Raw socket programming in C (on Linux)
3. XNU’s mbuf  datatype
4. Using RPC to implement a fake NFS server
5. QL query writing



CVE-2017-13904 (infinite loop)

CVE-2018-4249 (stack buffer overflow)

CVE-2018-4460 (infinite loop)

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-13904
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-4249
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-4460


https://docs.google.com/file/d/1-UcW5iR8SykyLpndJLKhYVA7Gd5RQU7n/preview


Demo:

─ Search for unsafe array indices using 

─ Find CVE-2017-13904

https://github.com/Semmle/demos/blob/798654610135055a97c4152577508b6d3bf37dee/ql_demos/cpp/XNU_packet-mangler_CVE-2018-4249/ArrayIndexMightOverflow.ql
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-13904
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─ Sample code:
─ www.binarytides.com/raw-sockets-c-code-linux/
─ github.com/Semmle/SecurityExploits

https://www.binarytides.com/raw-sockets-c-code-linux/
https://github.com/Semmle/SecurityExploits/blob/363fc68efdf0c6704c8d5094b76d5916ae69985e/apple/darwin-xnu/packet_mangler_CVE-2017-13904/cve-2017-13904-poc.c






Timeline:

─ 2017-07-14 Reported bug (CVE-2017-13904) to Apple
─ 2018-02-09 Asked Apple: “When is it going to be fixed?”
─ 2018-02-13 Apple: “We fixed it in December.”

So I had another look ...











─ No source code until Oct 2018
─ Turns out they forgot to fix one of the infinite loop bugs



CVE-2018-4259

CVE-2018-4286

CVE-2018-4287

CVE-2018-4288

CVE-2018-4291

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-4259
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-4286
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-4287
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-4288
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-4291


https://docs.google.com/file/d/1RDSFrEeKeicyRjhZwvEcW-8WGVGPODjp/preview


─ Now I know what to look for:
─
─
─  (aka )
─
─

─ Use dataflow/taint analysis to search for flow from 
 to ,  to , etc.









─ Use rpcgen to create an RPC server application.
─ Simplest bug happens at mount time, so only need to 

implement a handful of operations:
─ NFSPROC3_NULL
─ MOUNTPROC3_NULL
─ MOUNTPROC3_MNT  (returns malicious file handle)

─ Source code is on GitHub.
─ Just 46 lines of C and 63 lines of RPC language!

http://manpages.ubuntu.com/manpages/bionic/man1/rpcgen.1.html
https://github.com/Semmle/SecurityExploits/tree/536decb24997d9fc0a4a6165b5e9a52e23a56225/apple/darwin-xnu/nfs_vfsops_CVE-2018-4259
https://tools.ietf.org/html/rfc5531#section-12






CVE-2018-4407

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-4407


https://docs.google.com/file/d/1guRli3_Xe1DMlPH8QdhEYo1rppMCo0iu/preview


─ Source: 
─ Sink: 



─ Sends an error message when something goes wrong, 
using the ICMP protocol

─ For example:  calls  when the 
ip options are invalid

─ How the exploit works:
─ Send a TCP packet with invalid ip options
─ Make the TCP/IP headers as big as possible (120 bytes)

https://github.com/Semmle/SecurityExploits/tree/536decb24997d9fc0a4a6165b5e9a52e23a56225/apple/darwin-xnu/icmp_error_CVE-2018-4407


─ I have taken a break from XNU and am looking at other 
open source projects
─ Goal for 2019: learn exploitation techniques

─ Is XNU’s networking code bug-free now?
─ I doubt it
─  alone is 3428 lines long
─ Not algorithmically complex, just lots and lots of cases



Semmle


