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Introduction & Outline
• Devices still using IR as control interface


• Air conditioner / TV / Camera / Speaker / DVD / TV Box / Projector


• Devices that are transmitting IR nowadays 


• Remote controllers are not the only devices that are able to transmit IR signals


• IR filling light for night-vision purposes on cameras, clock-in machines, ...


• CMOS - Slow motion camera


• Or we can simply see it with a cellphone


• Slow motion camera 


• High Power IR transmitter as remote controller


• If the IR transmitting power is powerful enough...


• How underground industry may make use of this...



https://techdocs.altium.com/display/FPGA/NEC+Infrared+Transmission+Protocol

The NEC IR transmission protocol uses pulse distance encoding of the 
message bits. Each pulse burst (mark – RC transmitter ON) is 562.5µs 
in length, at a carrier frequency of 38kHz (26.3µs). Logical bits are 
transmitted as follows:
• Logical '0' – a 562.5µs pulse burst followed by a 562.5µs space, with 

a total transmit time of 1.125ms
• Logical '1' – a 562.5µs pulse burst followed by a 1.6875ms space, 

with a total transmit time of 2.25ms

  
When a key is pressed on the remote controller, the message 
transmitted consists of the following, in order:
• a 9ms leading pulse burst (16 times the pulse burst length used for a 

logical data bit)
• a 4.5ms space
• the 8-bit address for the receiving device
• the 8-bit logical inverse of the address
• the 8-bit command
• the 8-bit logical inverse of the command
• a final 562.5µs pulse burst to signify the end of message 

transmission.
The four bytes of data bits are each sent least significant bit first. Figure 
1 illustrates the format of an NEC IR transmission frame, for an address 
of 00h (00000000b) and a command of ADh (10101101b).

• NEC standard. 


• “Duty cycle modulation” 25% vs 50%



“Tell me something I don’t know.”



http://www1.lsbu.ac.uk/water/water_vibrational_spectrum.html

• Why 940nm	-- spectrum of solar light


• Why 38kHz -- high pass filter to avoid interference



How can we get the code?

• Existing Libraries


• LIRC


• http://irdb.tk/find/   | http://irdb.tk/codes/  


• Self designed gadgets


• Cell phones



LIRC example
• http://lirc.sourceforge.net/remotes/sharp/GA339WJSA


• KEY_POWER                0x41A2  

• TSOP Series - Photo Modules for PCM Remote Control Systems


• TSOP1738： 38KHz


• TSOP1736： 36KHz


• TSOP1730： 30KHz                                                                                                            


• 100 0001 1010 0010 x :  41A2  <—— Bingo!

# mode2 -d /dev/lirc0 


Using driver default on device /dev/lirc0

Trying device: /dev/lirc0

Using device: /dev/lirc0

…
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Chapter 1 
Slow mo
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B0135.jpg
B0136.jpg
B0137.jpg
B0138.jpg
B0139.jpg
B0140.jpg
B0141.jpg
B0142.jpg
B0143.jpg
B0144.jpg
B0145.jpg
B0146.jpg
B0147.jpg
B0148.jpg
B0149.jpg
B0150.jpg
B0151.jpg
B0152.jpg
B0153.jpg
B0154.jpg
B0155.jpg
B0156.jpg
B0157.jpg
B0158.jpg
B0159.jpg
B0160.jpg
B0161.jpg
B0162.jpg
B0163.jpg
B0164.jpg
B0165.jpg
B0166.jpg
B0167.jpg
B0168.jpg
B0169.jpg
B0170.jpg
B0171.jpg
B0172.jpg
B0173.jpg
B0174.jpg
B0175.jpg
B0176.jpg
B0177.jpg
B0178.jpg
B0179.jpg
B0180.jpg
B0181.jpg
B0182.jpg
B0183.jpg
B0184.jpg
B0185.jpg
B0186.jpg
B0187.jpg
B0188.jpg
B0189.jpg
B0190.jpg
B0191.jpg
B0192.jpg
B0193.jpg
B0194.jpg
B0195.jpg
B0196.jpg

B0197----.jpg
B0198----.jpg
B0199----.jpg
B0200----.jpg
B0201----.jpg
B0202----.jpg
B0203----.jpg
B0204----.jpg
B0205----.jpg

B0206--jpg
B0207.jpg
B0208.jpg
B0209.jpg
B0210.jpg
B0211.jpg
B0212.jpg
B0213.jpg
B0214.jpg
B0215.jpg
B0216.jpg
B0217.jpg
B0218.jpg
B0219.jpg
B0220.jpg
B0221.jpg
B0222.jpg
B0223.jpg
B0224.jpg
B0225.jpg
B0226.jpg
B0227.jpg
B0228.jpg
B0229.jpg
B0230.jpg
B0231.jpg
B0232.jpg
B0233.jpg
B0234.jpg
B0235.jpg
B0236.jpg
B0237.jpg
B0238.jpg
B0239.jpg
B0240.jpg
B0241.jpg
B0242.jpg
B0243.jpg
B0244.jpg
B0245.jpg
B0246.jpg
B0247.jpg
B0248.jpg
B0249.jpg
B0250.jpg
B0251.jpg
B0252.jpg
B0253.jpg
B0254.jpg
B0255.jpg
B0256.jpg
B0257.jpg
B0258.jpg
B0259.jpg
B0260.jpg
B0261.jpg
B0262.jpg
B0263.jpg
B0264.jpg
B0265.jpg
B0266.jpg
B0267.jpg
B0268.jpg
B0269.jpg
B0270.jpg
B0271.jpg
B0272.jpg
B0273.jpg
B0274.jpg
B0275.jpg
B0276.jpg
B0277.jpg
B0278.jpg
B0279.jpg
B0280.jpg
B0281.jpg
B0282.jpg
B0283.jpg
B0284.jpg
B0285.jpg
B0286.jpg
B0287.jpg
B0288.jpg
B0289.jpg
B0290.jpg
B0291.jpg
B0292.jpg
B0293.jpg
B0294.jpg
B0295.jpg
B0296.jpg
B0297.jpg
B0298.jpg
B0299.jpg
B0300.jpg

B0301----.jpg
B0302----.jpg
B0303----.jpg
B0304----.jpg
B0305----.jpg
B0306----.jpg
B0307----.jpg
B0308----.jpg
B0309----.jpg

B0310.jpg
B0311.jpg

B0312----.jpg
B0313.jpg
B0314.jpg
B0315.jpg
B0316.jpg
B0317.jpg
B0318.jpg
B0319.jpg
B0320.jpg
B0321.jpg
B0322.jpg
B0323.jpg
B0324.jpg
B0325.jpg
B0326.jpg
B0327.jpg
B0328.jpg
B0329.jpg
B0330.jpg
B0331.jpg
B0332.jpg
B0333.jpg
B0334.jpg
B0335.jpg
B0336.jpg
B0337.jpg
B0338.jpg
B0339.jpg
B0340.jpg
B0341.jpg
B0342.jpg
B0343.jpg
B0344.jpg
B0345.jpg
B0346.jpg
B0347.jpg
B0348.jpg
B0349.jpg
B0350.jpg
B0351.jpg
B0352.jpg
B0353.jpg
B0354.jpg
B0355.jpg
B0356.jpg
B0357.jpg
B0358.jpg
B0359.jpg
B0360.jpg
B0361.jpg
B0362.jpg
B0363.jpg
B0364.jpg
B0365.jpg
B0366.jpg
B0367.jpg
B0368.jpg
B0369.jpg
B0370.jpg
B0371.jpg
B0372.jpg
B0373.jpg
B0374.jpg
B0375.jpg
B0376.jpg
B0377.jpg
B0378.jpg
B0379.jpg
B0380.jpg
B0381.jpg
B0382.jpg
B0383.jpg
B0384.jpg
B0385.jpg
B0386.jpg
B0387.jpg

   (301-197) / 960 FPS  = 108.33 ms
   (312-301) / 960 FPS = 11.45 ms

197.jpg301.jpg
309.jpg

312.jpg

108 ms (from spec.)
11.8125 ms (from spec.)



Another not-so-lucky example
• “one”           351μs (space)  1650μs (pulse)


• “zero”          351μs (space)    635μs (pulse)


• Undersampled Signal Recovery


• Video edge trigger


• Multiple-pass samples


• Silva A J. Reconstruction of undersampled periodic signals[J]. 1986.MLA

Animation courtesy cyxu



Chapter 2 
IR Filling Light







(Pictures taken in Amsterdam)







What we don’t know yet

• 940 nm or not?


• Switching speed can be as fast as 38 kHz ?


• Will higher TX power make a difference?


• Several experiments are needed.



• A self-designed FPGA hat for Raspberry Pi


• With interfaces for transmitting and 
receiving IR signals


• Can be easily programmed into an “IR 
recorder”.









GPIO, PWM

• Remember PIFM ?


• https://github.com/rm-hull/pifm


• DMA Mode

https://github.com/rm-hull/pifm




What could possibly go wrong?

• Turn on millions of ACs at the same 
time, causing power surge.


• Internet connected TV: unauthorized 
purchases, botnet-like behaviors



(Pictures taken in Amsterdam)



(Pictures taken in Amsterdam)



Photoresistance

• Exploitable?


• Response time : 30ms


• meh..



Looking at the bright side ...



(Pictures taken in Amsterdam)

IR Watermark maybe?



One More Chapter 
Poor man’s Spatial Light Modulator



Who said hacking a fan doesn’t matter?



Revolutions Per Minute
• DVD: 52x 10400 RPM


• Car: 60mph, 785.3 RPM


• Electric Drill: 10000 ~ 50000 RPM


• Fan: 500 - 1500 RPM


• Ceiling Fan: 150 ~ 600 RPM


• Exhaust Fan: 1000 ~ 3000 RPM


• Server Fan: 20000 RPM


• HDD: 5400/7200 RPM


• Aircraft Propeller: 2400 RPM


• Drones Propeller: 1500-5000 RPM
To get 38kHz: 

300 Holes, 7600 RPM 
150 Holes, 15200 RPM 
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Future Works
• Phantom V25 II   20,000 FPS


• Virtual Frame Technique: Ultrafast Imaging with Any Camera 


• ‘a simple, useful, and accessible form of compressed sensing that 
increases the frame acquisition rate of any camera by several orders of 
magnitude by leveraging its dynamic range’


• Spycam detection?


• IR video watermark?

https://arxiv.org/abs/1811.02936




Key Takeaways

• Switching rate of IR Filling Light is enough for IR remote controlling.


• IR Filling light should not be connected to GPIO directly.


• 960FPS COTS cellphone camera is able to work as a logic analyzer.


• Home made light choppers


• Supply chain risk: Regular LED replaced with IR LED. Backdoor.



Thank you!


