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• Ralph Moonen
• Technical Director at Secura
• Old school phreak

Who am I?



• A little history of telephony hacking 

(in NL/EU)

• The landscape now

• Intercepting communications in 2019

• Vulnerabilities discovered: some new, 

some old

• An app to monitor traffic on a phone
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History



History

• Signalling systems:
• Like DTMF but with other frequencies
• Could be heard whilst setting up call
• Could/can also be injected by end-user (analog phreaking not

completely 100% definitively dead yet) 
• Trick exchange into thinking end-user is also exchange
• R1, R2, CCITT4, CCITT5
• ftp://ftp.wideweb.com/GroupBell



History in NL

• 80’s: a group in NL found that this also worked
in for our phone network.
• Back then, 06-022XXXX were toll-free (now

0800-numbers)
• Often international lines: faxes, hotel 

reservations, modems, etc. 
• Allowed phreaking!



History in NL

• Blue box, brown box, green box: the rainbow
warrior
• Endless phun!
• Make phree phone calls, get connected to

chatrooms, secret switchboards, operators in 
Korea, the White House, CIA, FBI, and lots of 
modems.
• Remember: dial-in lines were expensive



Play around yourself



Digital

• Late 80’s, early 90’s, we transitioned to ISDN, 
digital lines
• SS7 was introduced
• Still used and abused
• OOBSS



Mobile



Mobile



Mobile



4G

• 4G has a new mode of voice
transport: Voice over LTE, VoLTE. 
• It is an implementation of VoIP using SIP and RTSP over 4G.
• Signalling is handled in the phone’s software (the actual voice

path is usually/mostly/always(?) handled by the baseband chip 
and not available within the Android kernel)
• Signalling therefore back again into the users hand and mistakes

from the 70’s & 80’s also!



VoLTE

• Android allows interaction with rmnet0 and rmnet1: IP 
interfaces for data, and SIP (signalling) traffic
• Often rmnet1 is IPv6 
• IPsec tunnel is used to connect to SIP proxy (a.k.a. PCFCS)



SECURITY DETAILS



MISCONFIGURATIONS

• 3DES Enc key: 192 bits (2/3 = 128 bits)

• 8 bits error correction per key each round (128 – 8*2 = 112 bits)

• Chosen/known-plain text attacks (80 bits,  ≈ 1024 bit RSA keys)

• Radio layer also encrypted, but if that fails, then the voice layer is potentially 
accessible to sophisticated threat actors



MISCONFIGURATIONS



VoLTE sniffing

• Older Android versions use a database with IMS settings:

/data/data/com.android.providers.telephony/databases/
/data/data/com.sec.imsservice/databases/

• At least one provider allowed disabling of IPsec through hidden
activity:

am start –n com.samsung.advp.imssettings/.ImsSettingsLauncherActivity



Sniffing traffic

• And if you are root on the phone you can easily
extract the IPsec keys:

‘ip xfrm state’



Sniffing traffic



IPSEC



MORE DIFFERENCES



VoLTE data

• Some (non-NL) providers still allow internet access through
rmnet1
• No data charges
• Tunneling through DNS potentially also an option
• Infrastructure discovery over rmnet1



VoLTE authentication



VoLTE SIM sharing
• Send CHALL to other sim-card on other phone over other

channel, and receive RESP, and authenticate as that one
• Multiple users can share SIM-card that way
• Lawful interception and attribution at risk
• Theoretical: not tested yet (confident in feasability through)



VoLTE SMS

• Not all providers use this
• But tricks were possible in at least one implementation:
• Replay SMS (SIP MESSAGE) from other phone
• Network thinks SMS is from original phone (and bills

him/her)
• Enumerate users (errors generated if recipient not known)



VoLTE Leakage

• In at least one implementation, SIP traffic revealed too much
information: P-Access-Network-Info header has 
utran-cell-id-3gpp=20x0xabcd1234567 of call 
recipient.



VoLTE Leakage



VoLTE Leakage

• Under certain conditions, called ID blocking is ignored:
• #31# private calls are revealed anyway in SIP headers
• Also IP addresses of call recipients
• And IMEI of recipient

• When aborting call without other side ringing, this info is 
received (stealthy) in SIP PROGRESS message



VoLTE has a cousin

• VoWiFi
• Same functionality over WiFi



SIPWatcher

• Berry Busser wrote an app to monitor SIP traffic
• https://github.com/SecuraBV/SIPWatcher
• No guarantees, Open Source, As-is
• Under limited development, contributions welcome!
• Known to work on Samsung A3 (other models will follow)
• If you are able to run it in other countries on other providers, 

we are interested in the results!

https://github.com/SecuraBV/SIPWatcher


SIPWatcher

• Uses tcpdump and tshark to
sniff and decode from rmnet1
• armv8 version included in .apk
• Needs to be crosscompiled for

other architectures (tbd)



SIPWatcher



SIPWatcher



Conclusions

• Phreaking is back in 2019, in a digital way
• Possible, because signalling back in the hands of the user
• Already weaknesses are being found:
• SMS spoofing, card sharing, subscriber locating, privacy 

issues.



Some notes

• Legality: interaction with operator’s network might be illegal.
• Simple observation of your own traffic is legal in most 

countries.
• Based in part on work by Berry Busser, Radboud Uni, that he 

did for Secura as his Master Thesis.
• Responsible disclosure was followed in all cases, mentioned

issues have been mostly remediated in NL for relevant 
providers. 
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