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What’s 
OSAS?!
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The Anomaly Detection principle
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So… it’s all about the TAGS (aka Label Generators)

Standard Tags :
• Multinomial fields
• Numeric fields
• Multinomial Combiner

Text Tags
• Text/NLP processing

Expert Knowledge
• Keyword identification
• Regex matching
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Tag generators 1/2

Multinomial fields

Detection:
• Count unique attribute values
• Less than 10% unique values

Model
• Statistical distribution of 

values
• Labels based on value 

frequency
• Special tags for unseen data

Linking
• Model requires training
• Stored 

Numerical fields

Detection:
• Count unique attribute values
• More than 10% unique values
• All values must be numerical 

or None
Model

• Mean an standard deviation
• Labels based on Gaussian 

probability
Linking

• Model requires training
• Stored 

Field combiners

Detection:
• All multinomial fields can be 

combined
Model

• Statistical distribution of 
values

• Labels based on value 
frequency

• Special tags for unseen data
Linking

• Model requires training
• Stored 
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Tag generators 2/2

Text fields

Detection:
• Non-numerical
• Count unique attribute values
• More than 10% unique values

Model
• Compute n-gram language model
• Compute perplexity for each example
• Mean an standard deviation
• Labels based on Gaussian probability

Linking
• Model requires training
• Stored 

Expert knowledge

Detection:
• Manual

Model
• Keyword or regex-based
• Labels for matched instances

Linking
• No training/storing required 
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Anomaly Detection Algorithms

• Isolation Forest
• Local Outlier Factor
• SVD based Anomaly Detector
• Statistical Ngram Anomaly
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All in a Nutshell

Andrei Cotaie | Tiberiu Boros | Security Intelligence



Demo Time!



1. Get OSAS up and 
running
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OSAS Project Root



2. Default OSAS on a dataset -
Walkthrough
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OSAS Directory Structure
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3. OSAS and Expert 
Knowledge Labels!



Getting it Set Up
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Take Aways

OSAS
Fast Deploy
Easy to use

Easy to save and repeat

In general:
Not all features provide VALUE

Each anomaly algorithm has its own ups and 
downs
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How to Get and Use OSAS

• GitHub: 

• https://github.com/adobe/OSAS

• Original Blogpost: 
• https://medium.com/adobetech/introducing-the-one-stop-anomaly-shop-

osas-c27581ee1bd3

• Docker:
• docker pull tiberiu44/osas:latest
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https://github.com/adobe/OSAS
https://medium.com/adobetech/introducing-the-one-stop-anomaly-shop-osas-c27581ee1bd3


Resources
Adobe Security Newsletter
adobe.com/go/securitynews

Twitter
@AdobeSecurity

Trust Center
trust.adobe.com

Open Source CCF v4.0
adobe.com/go/open-source-ccf

Security @ Adobe blog
https://medium.com/adobetech/tagged/security



Thank You !
For your attention

https://github.com/adobe/OSAS
#giveOSASastar
#AdobeSecurity
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https://github.com/adobe/stringlifier

