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https://www.synology.com/en-global/security/advisory/SynoLocker
http://2018.geekpwn.org/zh/index.html
https://www.synology.com/en-global/company/news/article/2019JulyRansomware/Synology%C2%AE%20Urges%20All%20Users%20to%20Take%20Immediate%20Action%20to%20Protect%20Data%20from%20Ransomware%20Attack
https://www.synology.com/en-global/company/news/article/Domain_fraud/Synology%C2%AE%20Urges%20All%20Users%20to%20Stay%20Vigilant%20of%20Online%20Scams
https://www.zerodayinitiative.com/blog/2020/11/8/pwn2own-tokyo-live-from-toronto-day-three-results-and-master-of-pwn


https://www.nccgroup.com/ae/about-us/newsroom-and-events/blogs/2017/april/network-attached-security-attacking-a-synology-nas/
https://www.ise.io/casestudies/sohopelessly-broken-2-0/index.html
https://blog.talosintelligence.com/2020/10/vulnerability-spotlight-multiple.html
https://blog.talosintelligence.com/2021/04/vuln-spotlight-synology-dsm.html




•

•

•

•

•
•



•
•

•

•

•

•
•

•

https://xpenology.com/forum/topic/7973-tutorial-installmigrate-dsm-52-to-61x-juns-loader/
https://mega.nz/#F!yQpw0YTI!DQqIzUCG2RbBtQ6YieScWg!yYwWkABb
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#define magic_plain “\x12\x34\x56\x78\x53
\x59\x4e\x4f”

struct data_chunk {
unsigned int pkt_id;
unsigned int unknown_1;
unsigned int offset;
unsigned int max_length;
unsigned int unknown_2;
unsigned int bit_mask?;

};
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#define magic_plain “\x12\x34\x56\x78\x53\x59\x4e\x4f”
#define magic_encrypted “\x12\x34\x55\x66\x53\x59\x4e\x4f” // introduced recently
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①

__int64 PacketRead(__int64 a1, signed int (__fastcall *a2)(__int64, __int64, signed __int64), void *a3, unsigned int a4)
{

dest = a3;
v4 = a4; // max_length: 0x1000
v5 = ___tzalloc(32LL, 1LL, "synocomm_packet_cmd.c", "ReadPacketHeader", 136LL);

v6 = (_DWORD *)v5;
if ( a2(a1, v5, 32LL) < 0 || memcmp(v6, &qword_7FFFF7DDA2B0, 8uLL) ) // 4) recv socket data
{

// ...
}
v7 = ___tzalloc(32LL, 0LL, "synocomm_packet_cmd.c", "GetPacket", 168LL);
// ...

v8 = v6[6]; // 3) v8 = 0
v9 = ___tzalloc(v6[6], 0LL, "synocomm_packet_cmd.c", "GetPacket", 174LL);
v7[1] = (const void *)v9;

v10 = a2(a1, v9, v8); // 2) recv socket data: return -1
*(_DWORD *)v7 = v10;

// ...

if ( (signed int)v4 > *(_DWORD *)v7 ) // 1) signed comparison
v4 = *(_DWORD *)v7;

memcpy(dest, v7[1], (signed int)v4); // overflow
// ...

}

ssize_t a2(__int64 a1, void *a2, int a3)
{

// ...

if ( a3 == 0 || a2 == 0LL || !a1 )
result = 0xFFFFFFFFLL;

else
result = recv(*(_DWORD *)(a1 + 4), a2, a3, 0);

return result;
}



①



②

signed __int64 StartEngCommPipeServer@<rax>(__int64 *a1@<rdi>, __int64 a2@<rbx>, __int64 a3@<rbp>, __int64 a4@<r12>)
{

// ...

v5 = (char *)___tzalloc(4096LL, 1LL, "synocomm.c", "PipeServerHandler", 458LL);
while ( 1 )
{

v6 = (*(__int64 (__fastcall **)(__int64, char *, __int64))(*(_QWORD *)(v4 + 56) + 112LL))(v4, v5, 4096LL); // recv msg
// ...
v7 = v5[1];
if ( v5[1] == 1 || *v5 == 16 || *v5 == -1 )
{

switch ( *v5 + 1 )
{

case 0:
HandleRejectMsg(v5); continue;

// ...
case 33:

HandleSendMsg(v5); continue;
case 34:

HandleRecvMsg(v5); continue;
case 49:

HandleBindMsg(v5); continue;
// ...

__int64 HandleRecvMsg(__int64 a1)
{

v1 = SearchAppInLocalHostSetByUUID(a1 + 36);
v2 = (void *)v1;
if ( v1 )
{

v3 = -((int)AppSendControl(v2, a1, (unsigned int)(*(_DWORD *)(a1 + 76) + 84)) <= 0);

}
// ...

}



__int64 PacketWrite(__int64 a1, __int64 (__fastcall *a2)(__int64, void *, _QWORD), __int64 a3, unsigned int a4)
{

// ...
v4 = a1;
ptr = 0LL;
if ( a1 && a2 && a3 && a4 )
{

v5 = CreatePacket(&ptr, a3, a4);
v6 = ptr;
if ( (signed int)v5 > 0 && ptr )
{
v7 = a2(v4, ptr, v5);
if ( v7 >= 0 )

v7 -= 32;
v6 = ptr;

}
// ...

__int64 CreatePacket(__int64 *a1, const void *a2, int a3)
{

if ( a1
&& (v3 = a3 + 32,

v4 = a3,
v5 = (void *)___tzalloc((a3 + 32), 0LL, "synocomm_packet_cmd.c", "CreatePacket", 5

7LL),
(*a1 = (__int64)v5) != 0) )

{
memset(v5, 0, v3);
v6 = *a1;
*(_QWORD *)v6 = qword_7FFFF7DDA2B0;
v7 = *a1;
*(_DWORD *)(v6 + 24) = v4;

memcpy((void *)(v7 + 32), a2, v4); // out-of-bounds read
}
// ...

}
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④

signed __int64 sub_401BA0()
{
// ...
v0 = (_QWORD *)CreateSynoCommEvlp();
v1 = CreateSynoComm("ISS-SERVER");
// ...
while ( 1 )
{

while ( 1 )
{
v2 = CommRecvEvlp(v1, v0); // recv data
// ...
ExtractFromUUIDByDataPacket(*v0, v64);
ExtractToUUIDByDataPacket(*v0, v65);
v4 = (const char *)CommGetEvlpData(v0);
// ...
v5 = CommGetEvlpData(v0);

v6 = HandleProtCommand(v1, v5, &s, v64);
// ...

__int64 HandleProtCommand(__int64 a1, __int64 a2, const char **a3, __int64 a4)
{
// ...
v5 = GetJSONFromString(a2);
// ...
v9 = (const char *)SYNOCPBJsonGetString(v5, "command", 0LL);
// ...
v10 = 0;
v11 = (const char *)*((_QWORD *)pCmdPatterns_ptr + 1);
v12 = (char *)pCmdPatterns_ptr + 32;
// ...
v25 = (unsigned int *)((char *)pCmdPatterns_ptr + 24 * v10);
v26 = *v25;
if ( !(unsigned int)json_object_object_get_ex(v6, "command", &v33) ) v33 = 0LL;
if ( !(unsigned int)json_object_object_get_ex(v6, "command_sn", &v34) ) v34 = 0LL;
if ( !(unsigned int)json_object_object_get_ex(v6, "plugin_id", &v35) ) v35 = 0LL;
if ( !(unsigned int)json_object_object_get_ex(v6, "key", &v36) ) v36 = 0LL;
if ( !(unsigned int)json_object_object_get_ex(v6, "protocol_version", &v37) ) v37 = 0LL;
// ...
v38 = json_object_get_string(v33, "protocol_version");
// ...
if ( v42 && *v42 == 50 )
{

v29 = (*((__int64 (__fastcall **)(__int64, const char *, __int64 *, const void **,
__int64))pCmdPatterns_ptr + 3 * v24 + 2))( a1, v6, &v38, &v32, a4);

// ...



④

signed __int64 HandleProtDeleteLun(__int64 a1, __int64 a2, __int64 a3, _QWORD *
a4)
{

v16[0] = 0LL;
if ( !(unsigned int)json_object_object_get_ex(a2, "data", v16) )
{

// ...
}
v7 = SYNOCPBJsonGetInteger(v16[0], "type");
v8 = v7;
// ...
v9 = SYNOCPBJsonGetString(v16[0], "lun", 0LL);
// ...
v10 = v9;
v11 = SYNOCPBGetLun(v8, v9);
v12 = (unsigned int *)v11;
// ...

if ( (unsigned int)SYNOiSCSILunDelete(v11, v10) )
{

// ...
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<style type="text/css">
@import url("webman/modules/LogCenter/style.css?v=1589235133");
<!-- ... -->
@import url("webman/modules/ExternalDevices/style.css?v=1589235155");
</style>
<style type="text/css">
@import url("webman/modules/HelpBrowser/style.css?v=1589235155");
<!-- ... -->
@import url("webman/modules/PersonalSettings/style.css?v=1589235155");
</style>
<link rel="stylesheet" type="text/css" href="webman/3rdparty/Virtualization/style.css?v=1610705236" />

<link rel="stylesheet" type="text/css" href="webman/3rdparty/AudioStation/style.css?v=1611057399" />

</head>
<script type="text/javascript" src="webapi/entry.cgi?api=SYNO.Core.Desktop.Defs&version=1&method=getjs&v=1609215848"></script>
<!-- ... -->

<script type="text/javascript" src="webapi/entry.cgi?api=SYNO.Core.Desktop.SessionData&version=1&method=getjs&SynoToken=&v=1589235146"></script>
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{
"SYNO.Core.PersonalNotification.Event": {

"allowUser": [ "admin.local"],
"appPriv": "",
"authLevel": 1,
"disableSocket": false,
"lib": "lib/SYNO.Core.PersonalNotification.so",
"maxVersion": 1,
"methods": {

"1": [{
"fire": {

"allowUser": [ "admin.local","normal.local" ],
"grantByUser": false,
"grantable": true }

}]
},
"minVersion": 1,
"priority": 0,
"socket": ""

}
}
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<div class="attch_name_wrap uploaded">
<div class="attach_icon"></div>
<a target="_blank"

href="http://192.168.200.140:5000/webapi/ent
ry.cgi/cmd_data.json/?api=SYNO.ShareLink.Download&
method=download&version=1&app_name=\"SYNO.Cal.Appl
ication\"&SynoToken=xxxxxx&file_rel_uri=NaN1012/10
12/d55WWO52yj16Zn56gqUUANvgHInLDbvI/cmd_data.json"

style="color: #06b2e3;">cmd_data.json</a>
</div>



<div class="attch_name_wrap uploaded">
<div class="attach_icon"></div>
<a target="_blank"

href="http://192.168.200.140:5000/webapi/entry
.cgi/?api=SYNO.Core.Group.Member&method=add&version=1
&group=administrators&name=user">...</a>
</div>
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__int64 sub_406E80(__int64 a1)
{

// ...
v4 = getenv("REQUEST_URI");
snprintf(s, 0x800uLL, "%s", v4);

v99 = strstr(s, "id=");
if ( v99 )
{

v5 = strchr(s, '?');
if ( v5 )

strncpy(dest, v99 + 3, v5 - (v99 + 3)); // integer underflow
}
// ...

}



•
__int64 sub_406E80(__int64 a1)
{

// ...
v4 = getenv("REQUEST_URI");
snprintf(s, 0x800uLL, "%s", v4);
v99 = strstr(s, "id=");
if ( v99 )
{

v5 = strchr(s, '?');
if ( v5 )

strncpy(dest, v99 + 3, v5 - (v99 + 3));
}
// ...

std::string::assign(v3, dest, strlen(dest));
// ...

sub_403F50(a1, v1, v3, (std::string *)(a1 + 136));
if ( getenv("REMOTE_ADDR") )
{

// ...
}

__int64 sub_403F50(__int64 a1, std::string *a2, _QWORD *a3, std::strin
g *a4)
{
// ...
if ( !(unsigned int)std::string::compare(a2, "MediaServer") )
{

std::string::assign((std::string *)v32, "mediaserver", 0xBuLL);
std::string::assign((std::string *)&v34, "MediaServer", 0xBuLL);
std::string::assign((std::string *)v33, "video", 5uLL);

}
else
{

if ( (unsigned int)std::string::compare(a2, "VideoStation") )
goto LABEL_4;

std::string::assign((std::string *)v32, "video_metadata", 0xEuLL);
std::string::assign((std::string *)&v34, "VideoStation", 0xCuLL);
std::string::assign((std::string *)v33, "video_file", 0xAuLL);

}

snprintf(s, 0x100uLL, "SELECT * from %s where id = %s", v3
3[0], (const char *)*a3); // SQL injection
// ...



•

__int64 main(__int64 a1, char **a2, char **a3)
{

// ...

v3 = getenv("REQUEST_URI");
umask(0);
// ...

v4 = strrchr(v3, '/');
v5 = v4;
// ...
v6 = strtol(v4 + 1, 0LL, 10);
bzero(s, 0x400uLL);

strncpy(s, v3, v5 - v3); // buffer overflow
// ...
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__int64 main(__int64 a1, char **a2, char **a3)
{

sub_402730((__int64)v5);
// ...

_BOOL8 sub_402730(__int64 a1)
{

// ...

v8 = getenv("REQUEST_URI");
snprintf(s, 0x400uLL, "%s", v8);
// ...

v11 = strrchr(s, '/');
v12 = v11;
if ( v11 )
{

// ...

v15 = MediaIDDecryption((__int64)(v12 + 1));
// ...

__int64 MediaIDDecryption(const char *a1)
{

// ...

v1 = strlen(a1);
if ( v1 > 5 )
{

v3 = (v1 - 6) >> 1;
snprintf(s, 7uLL, "%s", a1);
v14 = 0; v4 = s; v5 = (char *)&v14;
do
{

v6 = *v4; --v5; ++v4; v5[6] = v6;
}
while ( v5 != &v13 ); // copy first 6 bytes
__isoc99_sscanf(s, "%x", &v8);
__isoc99_sscanf(&v14, "%x", &v9);

snprintf(v17, v3 + 1, "%s", a1 + 6);
snprintf(v18, v3 + 1, "%s", &a1[v3 + 6]); // overflow
// ...



•







•

•
•

•
•

•




