
Is Attestation All We Need? Fooling Apple’s 
AppAttest API

Igor Lyrchikov | H_D

TRACK 1

Mobile Security Expert, Thales DIS



Is Attestation All We Need? Fooling Apple’s AppAttest API | Lyrchikov Igor

$Whoami

Mobile Security Expert @ Thales DIS 

Penetration Tester 

Information Security Researcher

2



Is Attestation All We Need? Fooling Apple’s AppAttest API | Lyrchikov Igor

Agenda

• Intro 
• Motivation 
• AppAttest Overview 
• Pros & Cons 
• Conclusion

3



Is Attestation All We Need? Fooling Apple’s AppAttest API | Lyrchikov Igor

Topic Coverage

Back-end
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Client-side

Communication channel
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Examples of Client-Side Protections

SSL Pinning
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Anti-Tampering

Root / JailBreak 
detection ETC

Obfuscation
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Application Tampering Definition
Tampering - is the process of changing a mobile app or its 
environment to affect its behavior
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Anti-Tampering - Runtime detection of the presence of an implant 
or binary modification

https://mobile-security.gitbook.io/
mobile-security-testing-guide/
general-mobile-app-testing-guide/
0x04c-tampering-and-reverse-
engineering

More info 
on MSTG
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Popular Anti-Tampering Techniques

• Pre-computed Hash Verification 
• Signing Certificate Verification 
• Resource Integrity Check
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Popular Anti-Tampering Techniques

• Pre-computed Hash Verification 
• Signing Certificate Verification 
• Resource Integrity Check
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Problem => These checks are done on the client-side and 
can be disabled by the same method against which they 
were created. 
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Possible solution?

What if we can verify the pre-computed signature/hash on our 
web-server?
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Meet the AppAttest API... finally
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AppAttest API - Definition

Part of the DeviceCheck services, the new App Attest API helps protect against security threats to your 
apps on iOS 14 or later, reducing fraudulent use of your services. With App Attest, you can generate a 
special cryptographic key on a device and use it to validate the integrity of your app before your server 
provides access to sensitive data. Apple
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AppAttest - Definition
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How it works
Apart from marketing bs
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Sample Demo App

Written in Flutter 
Tested on iPhone 8, iOS 14.0.1 
Back-end parts are hard-coded 
on the client side
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3 Parties Involved
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Our backend

2

iPhone

1

Apple’s 
Server
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Step 1
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Our backend

iPhone

Apple’s 
Server

Step 1

Remark from Apple: Must be done using un-
compromised, trusted 
iOS Device on our side

1) Key generation (keyGenerate function). 
Happens on the iPhone using SecureEnclave 

Reference

Example of generated key:  
Result: 

LuP7C3XHvXiqe5iVnRDENwSlSKlevcnu6FznqrOM5gw=
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Step 2
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Our backend

iPhone

Apple’s 
Server

Step 1

Action

1) Key generation. Happens on the iPhone 
using SecureEnclave 

2) Request challenge generation on our 
backend

Reference

Example of challenge from our backend:  
Result: 

olcNbaDfflgnXbpd80scSh3WYDOwaEn2iNIFUtIU_Ex

Step 2
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AttestKey function
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Anti-Replay Hash from our Backend (Step 2)Key generated at Step 1
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Step 3
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Our backend

iPhone

Apple’s 
Server

Step 1

Action
1) Key generation 
2) Request challenge generation on our 

backend 
3) Attest the generated key by utilising 

AttestKey call on iPhone. AttestationObject 
returns from Apple server.

Reference

Example of AttestationObject generated by AttestKey 
call (quite big and won’t fit here):  

Result:
5ZDswwCgYIKoZIzj0EAwIwTzEjMCEGA1UEAwwaQXBwb
GUgQXBwIEF0dGVzdGF0aW9uIENBIDExEzARBgNVBAo

MCkFwcGxlIEluYy4xEzARBgNVBAgMCkNhb…xX

Step 2
Step 3
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AttestationObject authenticator data
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CFBundleIdentifier - A bundle ID uniquely identifies a single app throughout the system.
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Step 4
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Our backend

iPhone

Apple’s 
Server

Step 1

Action

1) Key generation 
2) Request challenge generation on our 

backend 
3) Attest the generated key by utilising 

AttestKey call on iPhone. AttestationObject 
returns from Apple server. 

4) Send values generated during all 3 steps 
back to your backend server

Reference
Example of payload to send to the backend: 

“AttestationObject”:”5ZDswwCgYIKoZIzj0EAwIwTzEjMC
EGA1….” 

“KeyID”:"LuP7C3XHvXiqe5iVnRDENwSlSKlevcnu6Fznqr
OM5gw=" 

“Challenge":"olcNbaDfflgnXbpd80scSh3WYDOwaEn2iNI
FUtIU_Ex"

Step 2
Step 3

Step 4
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Step 5
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Our backend

iPhone

Apple’s 
Server

Step 1

Action

1) Key generation 
2) Request challenge generation on our backend 
3) Attest the generated key by utilising AttestKey call on 

iPhone. AttestationObject returns from Apple server. 
4) Send values generated during all 3 steps back to your 

backend server 
5) Validate AttestationObject on your backend server 

Reference
Example of payload to send to the backend: 

“AttestationObject”:”5ZDswwCgYIKoZIzj0EAwIwTzEjMC
EGA1….” 

“KeyID”:"LuP7C3XHvXiqe5iVnRDENwSlSKlevcnu6Fznqr
OM5gw=" 

“Challenge":"olcNbaDfflgnXbpd80scSh3WYDOwaEn2iNI
FUtIU_Ex"

Step 2
Step 3

Step 4

Step 5
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AttestationObject validation

22
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Step 6
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Our backend

iPhone

Apple’s 
Server

Step 1

Action

1) Key generation 
2) Request challenge generation on our backend 
3) Attest the generated key by utilising AttestKey call on iPhone. 
4) Send values generated during all 3 steps back to your backend 

server 
5) Validate AttestationObject on your backend server 
6) Use the receipt that was extracted from AttestationObject 

during Step 5. Send the receipt to Apple Server to get the 
metric 

Reference

Example of request to the Apple’s endpoint: 
curl -i --verbose -H "Authorization: <JWT>" -X POST --

data-binary “Receipt_Base64” https://data-
development.appattest.apple.com/v1/attestationData  

Step 2
Step 3

Step 4

Step 5

Step 6
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Server-to-Server interaction

24



Is Attestation All We Need? Fooling Apple’s AppAttest API | Lyrchikov Igor

Step 7
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Our backend

iPhone

Apple’s 
Server

Step 1

Action

1) Key generation 
2) Request challenge generation on our backend 
3) Attest the generated key by utilising AttestKey call on iPhone 
4) Send values generated during all 3 steps back to your backend 
5) Validate AttestationObject on your backend server 
6) Use the receipt that was extracted from AttestationObject 

during Step 5 
7) Now you can use generateAssertion method to sign requests to 

your backend with attested key

Reference

Example of an assertionObject: 
CBOR Object

Step 2
Step 3

Step 4

Step 5

Step 7

Step 6
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Step 8
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Our backend

iPhone

Apple’s 
Server

Step 1

Action
1) Key generation 
2) Request challenge generation on our backend 
3) Attest the generated key by utilising AttestKey call on iPhone 
4) Send values generated during all 3 steps back to your backend 
5) Validate AttestationObject on your backend server 
6) Use the receipt that was extracted from AttestationObject 

during Step 5 
7) Now you can use generateAssertion method to sign requests to 

your backend with attested key 
8) Verify the assertion object 

Reference

Check ‘Verify the Assertion’ part: 
https://developer.apple.com/documentation/

devicecheck/
validating_apps_that_connect_to_your_server

Step 2
Step 3

Step 4

Step 5

Step 7

Step 8 Step 6
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Assertion Object Validation

27



Is Attestation All We Need? Fooling Apple’s AppAttest API | Lyrchikov Igor

What's next?

At this point AppAttest API is 
correctly implemented and works 
fine. Are we finally protected from 
hackers, crackers, modders and 
other guys who want to mess with 
our App?

28
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Some Fun From Apple

How can I say that app is uncompromised if you're saying that I can't rely on my app's logic?

29

Same article

Meh...
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Some Fun From Apple

Alright. Let's assume Checkra1n or other modern JailBreaks for iOS 14 doesn't exist

30

What?

Meh #2
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Some Fun From Apple
And last one from Apple developer's forum. Question:

31

Brilliant answer - please go figure it out on your own... I wish I saw this answer before starting this research



Is Attestation All We Need? Fooling Apple’s AppAttest API | Lyrchikov Igor

Bypass-related Scenarios
AppAttest can't 

detect if device is

32

JailBroken
Already 

Tampered 
prior 

installation

Modified in 
runtime 

(hooking, 
swizzling)

AppAttest can't 
detect if App is

AppAttest can't 
detect if App is
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Bypass-related Scenarios. Case 1
Drop outgoing http connection to Apple's server

33

Done either by hooking or MITM proxy

Possible because of incorrect handling of serverUnavailable error
https://developer.apple.com/documentation/devicecheck/dcerror/3585178-serverunavailable
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Bypass-related Scenarios. Case 2
Return that device is not supported or current iOS version is <14

34

All supported iOS devices are always return true on 
isSupported call, so this check might be not  implemented 
if the Application is released for mobile-only systems

Interesting fact:

Hook Platform API to return version less than 
iOS 14
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Bypass-related Scenarios. Case 2

35

10% of all iOS and iPadOS devices is 

~100.000.000 unsupported devices 

This version-related bypass will be most 
efficient for some time untill iOS <14 is EOL
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Bypass-related Scenarios. Case 3
Abuse incorrect parsing of AttestationObject on back-end

36

Nothing stops you from patchnig and re-signing 
the Target App 

Apple doesn't check the bundle identifier on their 
side nor validates the sandbox state (JailBroken 
or not) 

AttestationObject will be generated anyway
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Bypass-related Scenarios. Case 3
Abuse incorrect parsing of AttestationObject on back-end

37

AttestationObject 
consist of multiple byte 
arrays and different 
fields 

Must be properly 
parsed and validated 
following Apple's 
guidelines
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Worth it to implement or not?

PROS

38

CONS
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Pros
1) Looks promising against replay attacks 
2) Certain companies can benefit from implementing Fraud Metric 

analysis, especially if Apple expand the list of metric data 
3) Could increase anti-tampering protection as additional layer of 

security by leveraging bypass complexity for already 
implemented RASP checks 

4) Might become industry standard once supported by 100% of 
iOS devices
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Cons
1) Not possible to validate if Application is already running on compromised device 
2) If device has been JailBroken after the key attestation, all new assertions are 

tampered - not possible detect it even using Apple’s fraud metric 
3) Useless against application's behaviour modification with Runtime 

Instrumentation Frameworks/Debugger 
4) Multiple design issues - success of the implementation strongly depends on 

integrator’s implementation 
5) App extensions doesn’t support App Attest 
6) Dependency on 3rd party - Apple's back-end server 
7) Number of unsupported devices is still big

40
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Worth it to implement or not?

Its necessary for the project team 
to discuss all potential risks and 
identify the impact and threat 
model.

41
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How to do it good?

42

AppAttest

JailBreak 
Detection

Hooking 
Detection

Debugger 
Detection

Additional 
Tampering Checks

O
bfuscationO

bf
us

ca
tio

n
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Conclusion

• Supportive solution, yet not ready to replace traditional Anti-Tampering 
mechanisms 

• Might evolve in the future 
• Bypass complexity is relatively easy due to multiple logical issues in its 

implementation 
• Recommended for integration only in experimental mode as additional 

source of knowledge
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AppAttest
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References
• Sample Project used in this talk, written in Dart/Flutter: https://github.com/HD421/iOS-AppAttest-Playground 
• Example of server-side implementation, written in Kotlin: https://github.com/veehaitch/devicecheck-appattest 
• Comprehensive tampering description and techniques review: https://mobile-security.gitbook.io/mobile-

security-testing-guide/general-mobile-app-testing-guide/0x04c-tampering-and-reverse-engineering 
• AppAttest Service documentation: https://developer.apple.com/documentation/devicecheck/

dcappattestservice 
• Framework related articles worth to read: 

• https://developer.apple.com/documentation/devicecheck/establishing_your_app_s_integrity 
• https://developer.apple.com/documentation/devicecheck/validating_apps_that_connect_to_your_server 
• https://developer.apple.com/documentation/devicecheck/assessing_fraud_risk
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Thank You for Joining Us
Join our Discord channel to discuss more or ask questions 

https://discord.gg/dXE8ZMvU9J 


