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RDP
01

Why RDP? What’s the attack 

surface? How does it work?





RDP In the Wild



RDP Attack Vector #1

RDP Server

Internal Network

RDP Server

Internal Network



RDP Attack Vector #2

Internal Network

RDP Server



Examples

Path traversal in clipboard

Run arbitrary applications

Int overflow

RCE

Reverse RDPDejaBlue



Attack Surface



How Does RDP Work?



Read Surface



Protocol Stack



General Info



RDP Connection

Static Channel - Server

Client Server

Static Channel - User

RDP

…
Static Virtual Channel - rdpdr

Static Virtual Channel - cliprdr

Static Virtual Channel - drdynvc

Dynamic Virtual Channel - Graphics 

Dynamic Virtual Channel - URBDRC

…

…



RDP

RDP Components
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RDPFuzz02
Fuzzing RDP



Classic Fuzzing



Coverage-guided Fuzzing Setup

PDF ReaderFuzzer

Code 
Coverage



Fuzzing RDP



Fuzzing Options

Use a modified 

open-source 

client/server

Open-source
Write our own 

client and server

Custom 

Use a snapshot-

based fuzzer

Snapshot
Tap into the client and 

server using legitimate 

APIs or code injection

Use existing



ClientServer

RDP ClientAgent
Code 

Coverage

Fuzzer

Credit: Fuzzing and Exploiting Virtual Channels in Microsoft Remote Desktop Protocol for Fun and Profit

https://www.youtube.com/watch?v=dGLrK8tUAFs


winafl.dll

127.0.0.2

svchost.exe

rdpfuzzagent.exe

afl-fuzz.exe

mstsc.exe

dynamorio.dll

x 10



RDP Connection

Static Channel #1

Client Server

Static Channel #2

…
Static Virtual Channel #1

Static Virtual Channel #2

drdynvc

Dynamic Virtual Channel #1

Dynamic Virtual Channel #2

…

…

RDP



DR Attach



Background Fuzzing



RDP 
Client

Code 
Coverage

20 00 00 44
03 41 42 43

20 00 00 44
03 41 42 43

FF 00 00 44
03 41 42 43

Fuzz 
Agent





Statefulness

ServerClient



Statefulness

ServerClient



Statefulness

Code patches Grammar enforcement



Code Patches

mstscax!RdpGfxClientChannel::OnDataReceived





Reading the docs

Documentation
Analyzing the 

conditions within 

the code

RE
Analyzing failed 

executions

Tracing

Grammar Enforcement



Grammar narrows down 

the input space

Grammar Enforcement

Limit Fuzzer



Multi-input

ServerClient

Test Case Test Case Test Case Test Case Test Case



Multi-input

ServerClient

Test Case Test Case





___cmd07 <1st PDU data> ___cmd02 <2nd PDU data> ___cmd03 <3rd PDU data>

Test Case



Multi-channel Input

Control

Data



___cmd07 <1st PDU data> ___cmd02 <2nd PDU data> ___cmd03 <3rd PDU data>

Video::ControlVideo::Data



___cmd07 <1st PDU data> ___cmd02 <2nd PDU data> ___cmd03 <3rd PDU data>

Video::ControlVideo::Data



___cmd07 <1st PDU data> ___cmd02 <2nd PDU data> ___cmd03 <3rd PDU data>

Video::ControlVideo::Data



Locating Target Functions

Too many components

PDBDownloader to download all relevant .pdb files

grep/sls to get all the C<class-name>::OnDataReceived functions

https://docs.microsoft.com/en-us/archive/blogs/webtopics/pdb-downloader




Reproduction Issues

:)
Sorry, no crash



Automatic Crash Analysis

mstsc.exe
CRASH

DUMPDUMPDUMP

DUMPDUMPDUMP

Stacks

watchdog.ps1



mstscax!CRdpAudioController::OnWaveData+0x281
mstscax!CRdpAudioController::DataArrived+0x72f
mstscax!CRdpAudioPlaybackChannelCallback::OnDataReceived+0x433
mstscax!CDynVCChannel::InvokeCallback+0x1b0
mstscax!CDynVCChannel::OnData+0x3aa
mstscax!CDynVCPlugin::OnStaticDataReceived+0x14f
mstscax!CStaticChannelCallback::OnDataReceived+0x24
mstscax!CCommonVCChannel::OpenProcEx+0x31e
mstscax!CCommonVCChannel::static_OpenProcEx+0xc6
mstscax!CChan::ChannelOnPacketReceived+0x179
mstscax!CSL::SLReceivedDataPacket+0x110
mstscax!CSL::OnPacketReceived+0x19d
mstscax!CMCS::MCSRecvData+0x20f
mstscax!CMCS::OnDataAvailable+0xdd
mstscax!CTSX224Filter::OnDataAvailable+0x138
mstscax!CTscSslFilter::OnDataAvailable+0xda
mstscax!CTSFilterTransport::OnDataAvailable_TransportEvent+0x63
mstscax!CTSTransportStack::OnDataAvailable+0x106
mstscax!CTSTcpTransport::AsyncOnReadCompletedAsyncCallback::Invoke+0x60
mstscax!CTSMsg::Invoke+0xdc
mstscax!CTSThread::RunAllQueueEvents+0x219
mstscax!CTSThread::internalMsgPump+0x91
mstscax!CTSThread::internalThreadMsgLoop+0x14d
mstscax!CTSThread::ThreadMsgLoop+0x1c
mstscax!CRCV::RCVMain+0x170
mstscax!CTSThread::TSStaticThreadEntry+0x258
mstscax!PAL_System_Win32_ThreadProcWrapper+0x32
KERNEL32!BaseThreadInitThunk+0x14
ntdll!RtlUserThreadStart+0x21

Subject NEW CRASH in AS_SERVER4 :)

Body

From rdpfuzzmonitor
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bugs

5

Fuzzing duration

~1 month

Channels fuzzed

15





AUDIO_PLAYBACK Channel

RDP 

Client

RDP 

Server





Crashing Input

- offset - 0 1  2 3  4 5  6 7  8 9  A B  C D  E F  0123456789ABCDEF
0x00000000 5f5f 5f63 6d64 3037 6f02 0000 90d8 deeb  ___cmd07o.......
0x00000010 6f02 0000 270c 1a00 ff08 00b2 06a1 0200  o...'...........
0x00000020 5f5f 5f63 6d64 3064 0000 0500 00ff 0800  ___cmd0d........
0x00000030 b206 a102 0044 ac00 00c0 5d00 0004 0010  .....D....].....
0x00000040 0000 0006 a17e 1100 5f5f 5f63 6d64 3037  .....~..___cmd07
0x00000050 6f00 0000 06a1 0200 44ac 0000 0000 0200  o.......D.......
0x00000060 4001 0200 0100 401f 0000 0010 0000 803e  @.....@........>
0x00000070 5f5f 5f63 6d64 3064 0000 0500 00ff 0800  ___cmd0d........
0x00000080 b206 a102 0044 ac00 00c0 5d00 0004 0010  .....D....].....
0x00000090 0000 0006 a17e 1100 .....~..





RDP 

Server

RDP 

Client

Format Arraytype: formats
NumFormats: 3
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Client

Format Arraytype: formats
NumFormats: 3

type:data
format:3
00 11 22 33
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RDP 

Server

RDP 

Client

Format Array
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NumFormats: 3

type:data
format:3
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type: formats
NumFormats: 1

type:data

format:3
00 11 22 33
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Future Work

RDP RPC R**

https://github.com/cyberark/RDPFuzz
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