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RDP

Why RDP? What's the attack
surface? How does it work?
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DejaBlue

Int overflow

RCE

Examples §
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Reverse RDP <

Path traversal in clipboard

Run arbitrary applications




Attack Surface Q

- 0OX

PS C:\Users\shak> gci -Include *.exe, *.dll, *.sys -Recurse C:\Windows\ -ErrorAction SilentlyContinue |
?{[System.Diagnostics.FileVersionInfo]::GetVersionInfo($_).FileDescription -match "RDP|Remote Desktop"}

| Measure-0Object | select count



How Does RDP Work?
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Read Surface @

- 0OX

research\RDP\RDP-SPECS> gci -r *MS-RDP*.pdf | Measure-Object | select count

e




Protocol Stack

RDP

ENCRYPTION
T.125 MCS
FastMode DATA

TPKT

T.125 MCS
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RDP Connection

RDP

Server




RDP Components

Server
svchost.exe
Client

termsrv.dll rdpcorets.dll

mstsc.exe

rdpbase.dll rdpcore.dll RDP

U
K
rdpdr.sys rdpbus.sys

mstscax.dll
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RDP Components

Server
svchost.exe

Functions

Function name
CRdpAudioController:StopCloseTimer(void)
CRdpAudioController:UpdateAndGetDataBufferedinDevicelnfo(u...
CRdpAudioController:UpdateDataBufferedinDevice(ulong)
CRdpAudioController: scalar deleting destructor'{uint)
rdpbase d” CRdpAudicController:sendQualityMode(void)

: CRdpAudicControllerivewaveGetDevCaps(SNDFORMATMSG *)
il CRdpAudioController: ~CRdpAudioController{void)
il CRdpAudioPlaybackChannelCallback: CRdpAudioPlaybackChan...
jd CRdpAudioPlaybackChannelCallback:CloseChannel(void)
jd CRdpAudioPlaybackChannelCallback:Createlnstance(RdpXinterf...
auao CRdpAudicPlaybackChannelCallback: OnClose(void)
CRdpAudicPlaybackChannelCallback: OnDataReceived(ulong,uc...
CRdpAudicPlaybackChannelCallback: Terminate(void)
CRdpAudioPlaybackChannelCallback: scalar deleting destructor'...

CRdpAudicPlaybackChannelCallback: ~ CRdpAudioPlaybackCha...

B DA AN da e P T e D A A el Pl s e P T ni e

termsrv.dll rdpc

rdpclip.exe

+,

=+,

=+,

rdpdr.sys

@ Line 12446 of 18947

Jdex
Jdex
Jdex
dex
dex
dex
dex
dex
dex
dex
dex
dex
dex
dex

dex
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Client

mstsc.exe

mstscax.dll
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Fuzzing RDP




Classic Fuzzing




@ Coverage-guided Fuzzing Setup
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Fuzzing RDP




. Open-source

Use a modified
open-source
client/server

@ Snapshot

Use a snapshot-
based fuzzer

Fuzzing Options

Custom

Write our own
client and server

EUse existing

Tap into the client and
server using legitimate
APIs or code injection




Server

Credit: Fuzzing and Exploiting Virtual Channels in Microsoft Remote Desktop Protocol for Fun and Profit

&

RDP Client

Code
Coverage

Client


https://www.youtube.com/watch?v=dGLrK8tUAFs

127.0.0.2

svchost.exe

rdpfuzzagent.exe — mstsc.exe X 10

dynamorio.dll

winafl.dll

afl-fuzz.exe




Client

RDP Connection

Server
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Background Fuzzing




20 00 00 44

03 41 42 43

20 00 00 44
03 41 42 43

FF 00 00 44

03 41 42 43

Code
Coverage



2.2.1 RDPSND PDU Header (SNDPROLOG)

10/30/2020 - 2 minutes to read

The RDPSND PDU header is present in many audio PDUs. It is used to identify the PDU type, specify the length of the PDU, and
convey message flags.
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Statefulness
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Code patches Grammar enforcement
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Code Patches

loc_16A7C1276:
cmp dword ptr [rdi
iz loc_16A7C1382

loc_16A7
lea
mov

call

mstscax!RdpGfxClientChannel: :OnDataReceived



+ drwrap_replace()

The prio

Returns

whethe!

al function. The




Grammar Enforcement y
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Documentation RE Tracing
Reading the docs Analyzing the Analyzing failed
conditions within executions

the code




Grammar Enforcement
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Limit Fuzzer

Grammar narrows down
the input space




Multi-input

Test Case Test Case Test Case Test Case Test Case

°
Client




Multi-input

Test Case Test Case
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2.2.2.9 RDPGFX_CREATE_SURFACE_PDU

04/0772021 - 2 minutes to read

The RDPGFX_CREATE_SURFACE PDU message is used to instruct the client to create a surface of a given width, height, and pixel

format.

width

pixelFormat

2.2.2.15 RDPGFX_MAP_SURFACE_TO_OUTPUT_PDU

02/14/2019 = 2 minutes to read

The RDPGFX_MAP_SURFACE TO_OUTPUT_PDU message is sent by the server to instruct the client to map a surface to a rectangular
area of the Graphics Output Buffer (section 3.3.1.7) ADM element.




Test Case
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Multi-channel Input

Client

Control

TSMM_PRESENTATION REQUEST—P Presentation

q—TSMM PRESENTATION RESPONSE—: initialization

Data
TSMM_VIDEO DATA—» > Streaming




cmd@7 <1st PDU data> cmd@2 <2nd PDU data> cmd®3 <3rd PDU data>
‘~~~~ ~~N~
~-~~~ ~~‘~
-~ -
~~~~ ~‘s
~~~~. Sso
Sso S
~-~~~ N‘s
~~~~. s~~
‘~~~~~ ~\\~~

Video::Data Video::Control



cmd@7 <1st PDU data> cmd@2 <2nd PDU data> cmd®3 <3rd PDU data>
04
0 d

[]
]
I
1
’
1 ;’
I 7
I Phe
1 ’
]
-’ d

Video::Control

Video:Data



___cmdo7 <1st PDU data> __ cmd@2 <2nd PDU data> __ cmd@3 <3rd PDU data>

\

Video::Data Video::Control



Locating Target Functions

+ Too many components

+ PDBDownloader to download all relevant .pdb files

+ grep/sls to get all the C<class-name>::OnDataReceived functions


https://docs.microsoft.com/en-us/archive/blogs/webtopics/pdb-downloader
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Automatic Crash Analysis

watchdog.ps1




<

From

Subject

Body

rdpfuzzmonitor
NEW CRASH in AS_SERVER4 :)

mstscax!CRdpAudioController: :OnWaveData+0x281
mstscax!CRdpAudioController: :DataArrived+0x72f
mstscax!CRdpAudioPlaybackChannelCallback: :OnDataReceived+0x433
mstscax!CDynVCChannel: : InvokeCallback+0x1bo
mstscax!CDynVCChannel: :OnData+0x3aa

mstscax!CDynVCPlugin: :OnStaticDataReceived+0x14f
mstscax!CStaticChannelCallback: :OnDataReceived+0x24
mstscax!CCommonVCChannel: :0OpenProcEx+0x31e
mstscax!CCommonVCChannel: :static_OpenProcEx+0xc6
mstscax!CChan: :ChannelOnPacketReceived+0x179

mstscax!CSL: :SLReceivedDataPacket+0x110

mstscax!CSL: :0OnPacketReceived+0x19d

mstscax!CMCS: :MCSRecvData+0x20f

mstscax!CMCS: :OnDataAvailable+0@xdd

mstscax!CTSX224Filter: :OnDataAvailable+0x138
mstscax!CTscSs1Filter: :OnDataAvailable+@xda
mstscax!CTSFilterTransport: :OnDataAvailable TransportEvent+0x63
mstscax!CTSTransportStack: :OnDataAvailable+0x106
mstscax!CTSTcpTransport: :AsyncOnReadCompletedAsyncCallback: : Invoke+0x60
mstscax!CTSMsg: : Invoke+0xdc

mstscax!CTSThread: :RunAllQueueEvents+0x219
mstscax!CTSThread: : internalMsgPump+0x91

mstscax!CTSThread: :internalThreadMsglLoop+0x14d
mstscax!CTSThread: : ThreadMsgLoop+0x1c

mstscax!CRCV: :RCVMain+0x170

mstscax!CTSThread: :TSStaticThreadEntry+0x258
mstscax!PAL_System_Win32_ThreadProcWrapper+0x32
KERNEL32!BaseThreadInitThunk+0x14
ntdl1l!RtlUserThreadStart+ox21



0 3 Results | ™




Summary stats

Fuzzers alive : 18
Total run time : @ days, 3 hours
Total execs : @ million
Cumulative speed : 41.39 execs/sec
Pending paths : 154 faves, 664 total
Maximal coverage : 3.34%
Average coverage : 3.81%
Average stability : 15.56%
Pending per fuzzer : 15.48 faves, 66.48 total (on average)
Crashes found : 17 locally unigue



~1 month %

Fuzzing duration
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AUDIO_PLAYBACK Channel

RDP RDP
Server Client




@:000> g

ModLoad: eeee7ff8” caddeene eeee7ffs8 cadf4oee

C:\Windows\SYSTEM32\edputil.dll

(ac9c.e600): Access violation - code ceeeeeps (first/second chance not available)
First chance exceptions are reported before any exception handling.

This exception may be expected and handled.

Time Travel Position: CFC8:8
mstscax!CRdpAudioController: :OnWaveData+8x281:

000078 5314b%e1 @fb739

8:883> k

(ol [l el el el el el ol el (el Ll = = [ W e [ W e W o [ W W [ ol e R o [ W e )
|n|04m|®|w|w|@|m|h|w|m|H|®|4Jm|an|U¢m|®|w|w|@|m|h|w|M|H|® 3

Child-sP

80080053 1f17ecs0
eeeeves3” 1f17ed1e
80080053 1f17ed9e
eeeenes3” 1f17edfe
80080053 1f17ee70
eeeeves3” 1f17ef20
eeeeves3” 1f17efo0
eeeeees3” 1f17efde
eeeeves3” 1f17fe1e
eeeeves3” 1f17fe6e
eeeeves3” 1f17f320
eeeeves3” 1f17f390
eeeeves3” 1f17f410
eeeeves3” 1f17f490
eeeeves3” 1f17f520
eeeeves3” 1f17f5be
eeeeves3” 1f17f6ee
eeeeves3” 1f17f640
eeeeves3” 1f17f6co
eeeeves3” 1f17fefe
eeeeves3” 1f17f720
eeeeves3” 1f17f7a0
eeeeves3” 1f17f810
eeeeves3” 1f17fabe
eeeeens3” 1f17fafe
eeeeees3” 1f17fbse
eeeeves3” 1f17fbbe
8eeeees3” 1f17fbed
eeeeves3” 1f17fc1e

RetAddr

80887118 5314bact
8088718  531831e3
8088718 53160870
8088718  5315354a
80887ff8" 53152bf7
80887ff8" 53152a94
8088718  53165c2e
eeea7ffa  531658b6
8ee87ff8" 53124c71
80ee7ff8 53124784
88878  53123fad
80887118 53149a3f
8088718 53148bcd
8088718 5314feas
8ee87ff8" 53157aaa
8ee87ff8 53178233
8088718 5316b296
8ee87ff8" 53efcdce
8eee7ff8  53102db4
80887ff8” 531845d9
8088718 5318389
8ee87ffs8” 5318415d
888878 5319951c
80887ff8” 53522984
8eea7ffa2"533e1428
80887118  533e0b42
80887ff8  ds8ic7e34
88878 dea7dedl
80800000 08080000

MOVZX

edi,word ptr [rcx] ds:808822b7° 167fc3cf=2222

Call Site

mstscax!CRdpAudioController: :OnkWaveData+8x281
mstscax!CRdpAudioController: :DataArrived+8x72f
mstscax!CRdpAudioPlaybackChannelCallback: :OnDataReceived+8x433
mstscax!CDynVCChannel: :InvokeCallback+@x1b8
mstscax!CDynVCChannel: :OnData+8x3aa

mstscax!CDynVCPlugin: :OnStaticDataReceived+8x14f
mstscax!CStaticChannelCallback: :OnDataReceived+8x24
mstscax!CCommonVCChannel: :OpenProcEx+8x31e
mstscax!CCommonVCChannel: :static_OpenProcEx+8xc6
mstscax!CChan: :ChannelOnPacketReceived+8x179

mstscax!CSL: :SLReceivedDataPacket+8x118

mstscax!CSL: :0nPacketReceived+8x19d

mstscax!CMCS: :MCSRecvData+8x2ef

mstscax!CMCS: :OnDataAvailable+8xdd

mstscax!CTSX224Filter: :OnDataAvailable+8x138
mstscax!CTscSs1Filter: :OnDataAvailable+exda
mstscax!CTSFilterTransport: :OnDataAvailable TransportEvent+8x63
mstscax!CTSTransportStack: :OnDataAvailable+8x1086

mstscax!CTSTcpTransport: :AsyncOnReadCompletedAsyncCallback: : Invoke+8x60

mstscax!CTSMsg: :Invoke+8xdc

mstscax!CTSThread: :RunAllQueueEvents+8x219
mstscax!CTSThread: : internalMsgPump+ex91
mstscax!CTSThread: : internalThreadMsglLoop+8x14d
mstscax!CTSThread: : ThreadMsgloop+8x1c
mstscax!CRCV: : RCVMain+8x176
mstscax!CTSThread: : TSStaticThreadEntry+8x258
mstscax!PAL_System_Win32_ThreadProcWrapper+8x32
KERNEL32!BaseThreadInitThunk+8x14
ntdll!RtlUserThreadStart+ex21



- offset -
0Xx00000000
0Xx00000010
0Xx00000020
0Xx00000030
0Xx00000040
0Xx00000050
0Xx00000060
0Xx00000070
0Xx00000080
0Xx00000090

Crashing Input

01 23 45

5f5f
6102
5f5f
b206
0000
6100
4001
5f5f
b206
0000

5f63
0000
5f63
ale2
0006
0000
0200
5f63
ale2
0006

6d64
270c
6d64
0044
al7e
06al
0100
6d64
0044
al7e

67 89 AB CD

3037
1200
3064
acoo
1100
0200
401f
3064
acoo
1100

6102
108
0000
00co
5f5f
44ac
0000
0000
00co

0000
00b2
0500
5doe
5f63
0000
0010
0500
5dee

90d8
06al
ooff
0004
6d64
0000
0000
0off
0004

E F
deeb
0200
0800
0010
3037
0200
803e
0800
0010

0123456789ABCDEF



// mstscax!CRdpAudioController::0OnWaveData
last _format = pThis->last format;
format_from msg = *((unsigned __ intl6*)msg + 3);

if (last_format != format_from _msg)

{
/* o0 ¥/
// Treat format change
v5 = CRdpAudioController::0OnNewFormat(pThis, (__int64*)format_from _msg);
/* o0 ¥/
pThis->last_format = last_format = format_from_msg;
}

formats_array = (AUDIO_FORMAT**)pThis->formatArray;

/* o0 ¥/
current_wFormatTag = formats_array[last_format]->wFormatTag; *



Format Array

[T T]

type: formats

NumFormats: 3

RDP RDP

Client

Server




type: formats Format Array

NumFormats: 3 I:I:I:l

RDP RDP
Server Client

type:data
format:3




type: formats
NumFormats: 3

Format Array

I




type: formats
NumFormats: 3

Format Array

format:3




type: formats
NumFormats: 3

Format Array

format:3

type: formats
NumFormats: 1




type: formats
NumFormats: 3

Format Array

format:3

type: formats
NumFormats: 1

type:data
format:3




// mstscax!CRdpAudioController::0OnWaveData
last format = pThis->last format;
format_from_msg = *((unsigned __intl6*)msg + 3);

if (last_format != format_ from msg)

{
/* o0 ¥/
// Treat format change
v5 = CRdpAudioController::0OnNewFormat(pThis, (__int64*)format_from msg);
/* oo ¥/
pThis->last_format = last_format = format_from_msg;
}

formats_array = (AUDIO_FORMAT**)pThis->formatArray;

/¥ o0 ¥/
current_wFormatTag = formats_array[last_format]->wFormatTag; *
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https://github.com/cyberark/RDPFuzz ﬁ
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